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1. System Preparation
ThisQuick Start Guidewill help you deploy and configure AlertDispatcher within 1-3 hours (depending on the
featuresyou use).

Here' sachecklist of what you need to prepare beforeinstalling AlertDispatcher.

1). Working SIM card

If you need to send SM S, an activated GSM/GPRS/3G SIM card* isrequired (with no PIN password set).

Note:
1. Some prepaid SIM cards need to be activated by voice call before SMSisenabled. Pleasetest the SIM card

using amobile phoneif required.

*2. If you're using a3G modem, you will need to get a3G SIM card. If unsure, please contact your mobile
serviceprovider or test before actual deployment.

3. If you need to change your SIM card, before removing the SIM card, please alwaysturn off the power
supply or remove the power supply cablefrom the modem. Y ou may reconnect the power supply after you have
installed the new SIM card.

2). Working GSM or GPRS modem

A Compatible GSM, GPRS or 3G modem isrequired to send SM S (Please contact your dealer if you do not
have one).

If you are using aserial modem, please ensure that your PC hasaDB9 serial port. If thereisno available DB9
serial port, you may install third party PCI DB9 RS232 serial card. STLab Serial cardsarereliableand known
to work with most serial GSM/GPRS modems.

USB modems generally require modem driversto work. After installing the modem driver, goto Sart >
Control Panel - System - Hardware Tab - Device Manager - Modems and ascertain the COM port onto
which themodem driver hasbeeninstalled.
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a ol | =)

File Action View Help
L iERR ? i

| General | Modem | Diagnostics | Advanced | Driver I Deiail5|

| Port: COM4
438 m
E Batteries Speaker volume
» |2 Biometric Devices Lo High

g Bluetooth Radios
|- Computer
b - Disk drives
> Di Maximum Port Speed
l;. Display adapters

-4 DVD/CD-ROM drives

m

i 115200 -
_---'J;:J Human Interface Devices

g IDE ATA/ATAPI controllers

b % Imaging devices Dial Contral

== Keyboards

P Mice and other pointing devices Wait for dial tone before dialing

J Modems
|| Sierra Wireless Device #2
> Monitors

'j-." Network adapters
» |2} Processors i

0k || Cancel

Note: Refer to Appendix A for more detailson preparing the GSM modem.

3). Windows PC/Server/Virtual Machine (System Requirements)

If possible, please prepare aclean installed Windows PC/Server with thefollowing specifications. The
following hardware specificationsarerecommended for a deployment with up to 4 modems attached and
processing up to 10,000 messages per day.

If you'reinstalling onto avirtual machine, and the modems are connected to the “ host machine”, ensure that you
are ableto access your modem COM port on the “guest machine”. If you' re not ableto accessthe COM ports
on the guest machine, you' |l need to use a Serial Device Server to connect aserial GSM/GPRS modem to the
VM. Do not useaUSB Device Server asthey don’'t work properly with USB modems.

Minimum Processor: Pentium 4 for Windows X P/ Pentium Core 2 Duo for higher versions of Windows.

Operating System: Windows XP (Service pack 3) / Windows 7/ Windows 2003 Server / Windows 2008 Server
/ Windows 8/ Windows 2012 Server

RAM: Minimum 2 GB RAM (for Windows XP). Minimum 4 GB RAM (for higher versions of Windows).
SM card: Activated and working SIM card from your mobile operator.

GSM Sgnal: Location of server/PC must havegood GSM reception. 'Y ou may comparethe signal strength for
various SIM card providersusing the software — signal strength will be displayed on the Client console.

USB port: Required for USB modems — as USB modems draw power from the USB port, you may need to use
an externally powered USB hub if you have attached other USB devices to your PC/Server.

Serial port: Required for Serial modems— ST Lab 2 & 4 port serial cards are supported.

Note: We would recommend that you install antivirus software if you need to login to the system regularly.
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4). Disable System Standby (For XP, 7 and workstation OS)

If you areinstalling AlertDispatcher on aworkstation OS, e.g. Windows XP, Vistaor 7, please ensure that
system standby/sleep and turn off hard disk settings are changed to ‘ Never’.

Setting for XP:

21

Power Schemes | Advanced | Hibemsate | UPS |

. Select the power scheme with the most approprale setings for

the selected schame.

§
Y
g
o
F
L 4
=
:
L) 1o}

:
5
T

!
]
|

Setting for Windows 7:

o= s

s & = - . = L
@@v ‘2; & Hnrd.«fnre nnd Sound » F‘o.ver Optlon > Edlt Plan Settlng 3 | 3 | Search Control Panel
&

Change settings for the plan: Power saver

Choose the sleep and display settings that you want your computer to use.

i On battery ,_-" Plugged in
@ Dim the display: IZ minutes *l I2 minutes *l
w Turn off the display: ’5 minutes '] ’5 minutes ']
E Put the computer to sleep: ’Never '] ’Never v] I ]

’.* Adjust plan brightness: v U s o U

Change advanced power settings

Restore default settings for this plan

Save changes t
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5). Setup considerations for API/ Email-to-Alert (Email2SMS) / HTTP-to-Alert /
SNMP trap receiver interface

a). Resolving possible port conflicts

AlertDispatcher comeswith built-in TCP/IP Servers - HTTP Server (Web Server), SMTP Server and SNMP
Trap Receiver so you can send Alerts (Email/SMS) using the HTTP and SMTP (Email) application interfaces
provided and convert SNMPtrapsinto Alerts. The built-in servers use the following default portsfor their
respective protocol.

| Server Protocol Default Port Remarks
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Clientand DLL API

In order for TCP/IP application interfacesto work, there must not be conflicting services running on your
system occupying the same ports. If thereisaconflicting service using the same port, the following error will
bewritten to the AlertDispatcher event log: “ Could not bind to socket”.

nAlertDispatcher Enterprise v5.0.0.0.509 {Authorized User: Click And Deploy) MaxRecipients: 20) N =]
Templates | Server Monitoring | Automation Setup | Help/Registration |
todem Setup | Instant Mezzaging [IM] Setup | Syztem Setup | Servers Setup [SMTR/HTTRASHIP] | Receive SMS Setup |
Service | Messages | Send S5 /Email | Addressbook | Ugers and Departments |
Server Status: @ Start | Stap | Restart | Emergency Pauze | Modem Signal: IEDM22 Vl Operator: Singtel [HSPA 3.5G)

Server running d Dg [llllllnn-- l ¢

Dis;ggtcher

chting your workforee

j Open Log Folder I

User: [duiisai b I Frm— Saue i [ Lo el
38 Asaar I Fereon SEGEEIE = ﬁp = P
20 5_.08:20 22:3_9:02:048 [HTTF Server failed to start: Could mot bind socket. Address and port are already in uze. Flease ensure that 115 World Yide 'web Publizhing S ervice or any other HF TP

oot

2015.08.20 22-38:41:1.25 AlertDispatcher Service Started! Modems imihalized successhully - oM 22
2015.08.20 22:38:31:281 Engine initialized. [Build:509]

2015.08.20 22:38:31:234 Vendor. ClickNDeploy

2015.08.20 22:38:31:234 Hardwarel D:797ABECF-FD7C

2015.08.20 22:38:31:234 alertDispatcher Enterprize +5.0.0.0.509 [duthorized User.Click And Deploy]
2015.08.20 22:38:31:234 ServerMonitoring: Disabled

2015.08.20 22:38:31:234 LicenzeE xpiny:0

2015.08.20 22:38:31:234 MasEmergencyR ecipients: 20

2015.08.20 22:38:31: 234 MasModerntum: 2

2015.08.20 22:38:31:234 vendorE mail:

2015.08.20 22:38:31:234 svendor: Click N D eplay

2015.08.20 22:38:31:234 sReqisteredM ame: Click And Deploy

Server running | 9{Very poor) 4

For SMTP Server interface, check whether Windows ‘ Simple Mail Transfer Protocol (SMTP)’ service exists
andisset to run automatically. If ‘Simple Mail Transfer Protocol (SMTP)’ service exists, stop and disable
Windows SMTP service.
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For HTTP Server, ensure that Windows World Wide Web Publishing Service, or [1Sisn’t running on the same
port (default port for HTTP server is80).

For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensure that the serviceis
stopped or changeto adifferent port (default port for Trap Receiver is162).

b). Add server ports to Firewall

If you need to be ableto access AlertDispatcher Server from the network, you must add the ports used by the
servicesyou requireto your firewall list of “alowed ports” if firewall isactive.

To add port exceptions to Windows Firewall exception list:

Go to Start = Control Panel 2> WindowsFirewall.

==

2|

a
)
]
m

@@v“q + Control Panel » System and Security * - |‘7|| Search Control

Control Panel Home d. ! Action Center

Review your computer's status and resalve issues

* System and Security
% Change User Account Control settings
Network and Internet

Hardware and Sound

Windows Firewall

Programs :
Check firewall status | Allow a program through Windows Firewall

User Accounts and Family

Safety Sl =
Appearance and h View amount of RAM and processor speed Check the Windows Experience Index 1
Personalization % Allow remote access | See the name of this computer | % Device Manager

Clock, Language, and Region — Windows Update

Ease of Access ¥ Turn automatic updating on or off | Check for updates = View installed updates

Power Options
Change battery settings | Require a password when the computer wakes

%]

Change what the power buttons do | Change when the computer sleeps

-l
"\

: 4 Backup and Restore
= Back up your computer | Restore files from backup

™
o

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

Q‘:-

Click “Advanced settings’.
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®v|‘ » Control Panel » System and Security » Windows Firewall

il |‘?| | Sear'ch_ moﬂ Pan_eﬂ_

2|

Control Panel Home

Allow a program or feature
through Windows Firewall

"J Change notification settings

® Turn Windows Firewall on or

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

off

| Restore defaults

. '@ Home or work (private) networks Not Connected (¥)

Advanced settings

See also
Action Center

Metwork and Sharing Cel

Networks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not

on the list of allowed programs

Active public networks: = Unidentified network
= NETGEAR
5 Notification state: MNotify me when Windows Firewall blocks a new R |
e program
e — ———————— ———

j . '@ Public networks Connected (&)

Troubleshoot my network

Q-

m

Click Inbound Rules, followed by “New Rule”.

SN
@ Windows Firewall with Advanced Security = IR s e T O O oo .

File Action View Help
Name Group = Profle  Enabled Action *
- - ?Adobe CSICS4 Public Yes Allow E|
5}{ Connection Security Rules 5 4qne cs1 €54 Public  Yes Allow
> ¥ Monitoring @ Adobe €SI C54 Public  Yes Allow
.AIerTDispatcherServer.exe Domain  No Allow v
.AIerTDispatcherServer.exe Domain  No Allow Y
@ Core FTP App Public  Yes Allow
I @ cCore FTP App Public  Yes Allow )
@CyberLlnk PowerDVD 8.0 All Yes Allow —
@JavaUM) Platform SE binary Private  Yes Allow =
OJavaUM] Platform SE binary Public Yes Block ﬂ
@Java(TM] Platform SE binary Public Yes Block
@Java(TM] Platform SE binary Private  Yes Allow
OMZMStudioSetup Public Yes Block
0M2MStudioSetup Public Yes Block
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Outlook Public Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
@ Oracle VM VirtualBox Manager Private  Yes Allow
© Oracle VM VirtualBox Manager Public  Yes Block
QOracIe VM VirtualBox Manager Public Yes Block L
] I Pl e m 3

Filter by State

Filter by Group
View

Refresh

Export List...

Help

vy v v v

Toggle“Port”, click Next.

Copyright 2015 Click And Deploy (Pte. Ltd.)
S8 Y AR E D eeE w v L Ay i)
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9 New Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ' Proaram
@ Profile Rule that controls connections for a program.
@ MName @ Port

Rule that controls connections for a TCP or UDP port.

' Predefined:
Connect to a Network Projector

! Custom
Custom rule.

Leam more about nile types

Under “ Specific local”, enter “ 25, 80, 162, 5556” or any other portsyou wish to use.

If you are using a3 party firewall, check with your I T administrator or the firewall vendor.

c). DEP exception list.

If DEPisturned onfor all programs, you will need to add AlertDispatcherClient.exeand
AlertDispatcherServer.exe to the exception list. Thisisusually done automatically by theinstaller whenyou

install AlertDispatcher for thefirst time.

Go to Start = Control Panel > System

Rule that controls connections for a Windows experience.

[

Mexd = H

Cancel

I

11
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——— E=SRoh— X"

‘5‘3 + Control Panel » System and Security » - |"f | | Search Control Panel » |

120

Control Panel H .
ontrol Fane o Action Center
Review your computer's status and resolve issues

»

* System and Security .
% Change User Account Control settings

Network and Internet _—
Troubleshoot common computer problems Restore your computer to an earlier time

Hardware and Sound ) .
Windows Firewall

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family

Safety | N 5 | System I
Appearance and - T d processor speed | Check the Windows Experience Index

Programs

m

Personalization % Allow remote access | See the name of this computer ¥ Device Manager

Clock, Language, and Region = Windows Update

Ease of Access »  Turn automatic updating on or off | Check for updates | View installed updates
\'i@ Power Options

f Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

\}E. Backup and Restore
= Back up your computer | Restore files from backup

A"] Windows Anytime Upgrade

A Get more features with a new edition of Windows 7

Click “ Advanced system settings’, “ Advanced” tab, followed by “ Data Execution Prevention” tab.

o N = B LR . . ‘.G.ﬂg.
@v|fk » Control Panel » System and Security » System v|‘f|| Search Control Panel P'

Control Panel Home . P 8
View basic information about your computer

¥ Device Manager Windows edition

% Remote settings Windows 7 Home Premium

o P
5

L j Copyright © 2009 Microsoft Corporation. All rights reserved.
s

m

% Advanced system setting Sarvice Pack 1

Get more features with a new edition of Windows 7

System
Manufacturer: Fujitsu Limited

Rating: m Windows Experience Index

See also Processor: Intel(R) Core(TM) i5 CPU M 520 @ FU]ITSU

Action Center 240GHz 2.40 GHz

Windows Update Installed memory (RAM):  4.00 GB (3.80 GB usable)

Syst : 64-bit Operating Syst
Performance Information and ke s s
Tools Pen and Touch: MNo Pen or Touch Input is available for this
Display i

If theradio button for “ Turn on DEP for all programs and services except those | select:” is checked, please add
C:\Program Files\AlertDispatcher\AlertDispatcherClient.exe and C:\Program
Files\AlertDispatcher\AlertDispatcherServer.exe to the exemption list.

12
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System Properties . | X | Performance Options * s &J
e

ol =
| Computer Name I Harddare | Advanced | Sgstem Protection | F{emote| | Visual Effects | Advance | Data Execution Prevention I
M,

You must be logged oMas-sn-Administrterio make most of these changes.

Parformance ) Data Execution Prevention (DEP) helps protact against
= é damage from viruses and other security threats. How
User Profiles select:

Desktop settings related to your logon

Visual effects, processor scheduling, memory usage, and vitual memo does it work?
() Turn on DEP for essential Windows programs and services only
!
@ Turn on DEP for all programs and services except those 1

AlertDispatcherClient.exe
- AlertDispatcherServer.exe
Startup and Recovery ‘J
System startup, system failure, and debugging information
0 |
Environment Variables. ..
Add... ] [ Rernove
Ok Cancel Apphy
] ’ i ] = Your computer's processor supports hardware-based DEP.

6). Obtaining an SMTP or Email account

In order for AlertDispatcher to send out Emails, you must configure an SMTP user account under “ System
AlertyEmail Setup”. Obtainthe SMTP Server addressand SM TP username and password from your company
email administrator, e.g. Exchange administrator. Asfar aspossible, do not use your email account or an
existing email account in case you change your password and forget to update the password set on
AlertDispatcher. Createanew email account, e.g. al ertdispatcher @yourcompanydomain.

If you do not have acompany SMTP Server, you can useyour ISP SMTP Server or register afree GMAIL
account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take notethat GMAIL hasa
daily send limit of between 100 to 500 messages, so you must not send to too many recipients to avoid
exceeding the limit.

Note: Intheevent that all modemsare offline, AlertDispatcher can only send out system alertsviaemail, so you

will need to configurean SMTP account in order to receive such aerts. Thisishighly recommended if you are
using AlertDispatcher for critical purpose.

13
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2. Installation, Upgrade, Migration and Configuration

1). Installation / Upgrade / Migration

a). Upgrade / Migration

If you are upgrading, you may run the new installer onto your existing AlertDispatcher installation (without
uninstalling thelatter). Thenew installer will not overrideyour existing configuration. AlertDispatcher will
automatically detect and then upgradeyour old installation.

To keep thisquick start guide as concise as possiblefor first time user, we have created a separate guide for
upgrades and migration - please refer to the “ AlertDispatcher Upgradeand Migration Guide.pdf” for details.

b). Installation

Insert the AlertDispatcher CDROM into your PC that you wishto install AlertDispatcher, run
AlertDispatcher_Setup.exe. Follow through the stepsin the Setup Wizard.

’ AlertDispatcher El_‘_] .
Welcome to the AlertDispatcher Setup
Wizard

This wizard will guide you through the instalation of
AlertDispatcher.

It is recommended that you close all other applications before
starting Setup. This wil make it possible to update relevant
systemn files without having to reboot your computer.

Click Mext to continue.

Mext > l| Cancel

14
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Theinstaller will prompt you whether to install as Client and Server or asaClient only (usually ona
workstation). The Client isthe management application you use to view messages and to configure and manage
AlertDispatcher Server (which may belocated on aseparate machine).

Note: Please install AlertDispatcher Client only if you have purchased the Corporate (or higher) license.

AlertDispatcher

(=]

Installation Type
Please select to install as Client/Server or Client only

Select the instalation type. If unsure, use default Option A.
@ Option A: Install both Client and Server

-~ Option B: Install Client Only (You need to install Option A on another
= machine)

£

[ < Back H Mext =

| |

Cancel ]

Asillustrated in the diagram bel ow, an operator may install AlertDispatcher Client to connect to AlertDispatcher
Server remotely. Thereisnol limitation on the number of Client installations.

Metwork Monitoring/ o
Application Server  APPlication Server

Office Userl
AlertDispatcher Client

8 ! (,_/_// AletDispatcher Server

/v\-"P MiFirewall

COffice User2
AlertDispatcher Client

(_.
( Internet —
D m 3
s
Home User

AlentDispatcher Client
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Theinstaller issimpleto use, if in doubt, always choose the default or *Yes' or ‘OK’ selection when prompted
for aselection.
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2). Configure Modem
a). Add modem

Note: If you areusing aUSB modem, please configure your modem driver as shown in Appendix A.

Afterinstalling, run AlertDispatcher Client using the shortcut from Windows Desktop. Plug your modem to

your machine and then go to ‘Modem Setup’, click on the * Add Modem Port’ button %.}: .

_ 1=
. Service | Meszages | Send SMS/Email | Addrezzbook. | Users and Departments |
Templates | Service Maonitoring | Help/Registration |
Modem Setup | Instant Messaging [IM] Setup | Syztem Setup | Servers Setup [SMTRHTTR/SHMP] | Feceive SMS Setup |

zlelsl 29

ModemMail |Error{¥arning) Description Baudrate | InfOut

[No modems enabled or SMTF Server is not configured. Flease add or enable modem on Modem Setup tab or configure the SMTP Server Unknown 7
x
[v Enable Port
COM port: ||:E|M3 j [~ Show only existing ports
Baudrate: [JREEL Sutadetect |
Mode: IIn and Out j
Network bodes | G5 o UMTS /36 [Automatic] =l

Description: I

todern CFUIM [for expert user]: I-"-‘AT +CFUN=11

I~ Enable modem far, M odemtdai
GERS ARH [REFWIRED]: I
GPRS User. |

ERPRS Pazsyord: I

Ok Cancel
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Check * Show only exist ports — thiswill display only valid COM portson the system. Select the COM port
which your modem is connected to, followed by the baud rate. The most common baud rateis 115200. |f
unsure, click ‘Ok’ button to create the Modem Port, and then sel ect the Modem Port you have just created from

thelist. Click on ‘Setup ModemPort’ button ]i and then click ‘ Autodetect Baudrate'. AlertDispatcher will
then attempt to connect to the modem using all available baud rates - this may take afew minutes. Alternatively,
if you areusingaUSB modem, you may to Start - Control Panel - System - Hardware Tab - Device
Manager - Modems to ascertain the COM port and baud rate onto which the modem driver has beeninstalled.

If you're using a supported 3G modem, you can use ‘ Network Mode' to configure the modem to connect to 2G
or 3G networks.

Next click ‘OK’ button - you will seethe ‘ Server starting, pleasewait’ message at the status bar at the bottom
left of the Window.

Note:
a). The setting ‘Modem CFUN (for expert user):” isused for modemsthat use adifferent CFUN setting, e.g.
Huawei modems. Please do not change this setting unless you know what you’ re doing.

b). The setting * Enable modemfor ModemMail’ isrequired only if you need to send Email using the GPRS
modem — only works for selected modems. Note that you will need to enable ModemMail under Alerts/Email
Setup before you can toggle this setting.

nAIertDispatcher Enterprise v5.0.0.0.509 {Authorized User: Click And Deploy) MaxRecipients: 20)

=lolx]

Service | Messages | Send SMS/Email | Addrezsbook | Ugers and Departments |
Templates | Server Monitoring | Automation Setup | Help/R eqistration |

Maodem Setup | Instant Messaging [IM] Setup | System Setup

@d}:l@-l%‘él %’l%}l

Servers Setup [SMTPHTTPASHMP) Receive SMS Setup |

ModemMail (| Baudrat

Error(Warning) Descripti

InfOut

I and Out

KIS [

[server starting, please wait.. [ Unknaown s

If the setup is correct, you will seethe ‘ Server running’ along with the signal strength on theright corner,
otherwise an error message such asthefollowing may appear (see below).
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.AlertDispatcher Enterprise v5.0.0.0.509 {Authorized User: Click And Deploy) MaxRecipients: 20)

=B x|

Service | Messages | Send SMS/Email | Addressbook, | Users and Departments |
Templates | Server Monitaring | Automation S etup | Help/Registration |

Modem Setup | Instant Messaging (IM) Setup | Supstem Setup Receive SMS Setup |

2/

Servers Setup [SMTRHTTR/SHMP)

AR

4] | 2

Server running | 9{Very poor) A

b). Troubleshooting modem connection issues

If you' re getting an error, check the following:

1. Ensure that the modem is connected to the COM port which you have previoudy configured. If you are using
the PC original COM ports, it should be either COM 1 or COM2. Ensure that the COM port is not occupied by
another application.

If you areusing USB or external serial card, thedriver must beinstalled. Y ou can usually locate the COM port
from Start - Control Panel - System - Hardware Tab = Device Manager - Modems or Start - Control
Panel > System - Hardware Tab - Device Manager - Ports (COM & LPT).

2. A working SIM card with no PIN protection isinserted into the modem. Most modems come with a network
indicator light that will flash or blink if the modem is connected to the GSM network. Y ou should also be able
to send SMS Alertsif you insert the SIM card into your cell phone.

If the modem network indicator light isnot blinking, check that the SIM card is properly inserted and then reset
or switch off and on the modem. Alsoreferto Appendix A for detailson preparing the GSM modem.

3. Verify that you are using the correct baud rate. The most common baud rateis115200. If unsure, click
‘ Autodetect Baudrate’ — this may take afew minutes.
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3 AlertDispatcher v5.0.0.0.4531 (Evaluation - Trial Days Left:58) o [=] ]
Templates | Service Monitoring | Help/Regiztration |
Modem Setup | Instant Messaging [IM] Setup | System Setup | Servers Setup [SMTP/HTTR/ASHMP) | Fieceive SMS Setup |
Service | Mezzages | Send SMS/Email | Addrezshook | Uszers and D epartments |
Server Status: @ Start | Stop | Restart | Emergency Pause | Modem Signal Strength for COM Port: IEDM3 vl
Ha warking modem found. Refer to Modem Setup for errar message. g (N L L T . l ¢r ,Dis‘?ﬂaﬁgﬂﬁc—mme
x| x
er | Log lines ta display: {100 ﬂ
COM3 Error
Usger: |Adminiztrator Password: ¥ Save pas Modem Offine 127,001 Paort: |5556 = Save/Connect
2015.03.24 01:47:15:758 1] Mo working modem found. Fefer to Modem Setup fo B hLogh
2015.03.24 01:47:15:758 [1] Modem connected to port COM3 cannat zend SMS
201503 24 01:33:53:665 ['] Modem connected to port COM3 recovered
2015.03.24 01:33:17:711 1] Mo modems enabled or SMTP Server iz not configur em on kodem Setup tab or configure the SMTP Server on Syztem Alerts/Email Setup tab. Open log
- file: Lo

2015.03.24 01:32:33:758 alentDispatcher Service Started with all modems offline!

2015.03.24 01:32:33.758 1] Mo working modem found. Fiefer to Modem Setup for error mezzage. Open log - file\Logh
2015.03.24 01:32:33.758 [1] Modem connected to port COM3 cannat send SMS

2015.03.24 01:32:00:774 Engine initialized. [Build:4531]

2015.03.24 01:32:00:774 HardwarelD:148F414C-3214

2015.03.24 01:32:00:774 AlenDizpatcher +5.0.0.0.4531 [Evaluation - Trial Days Left:58]

|No working modem found. Refer to Modem Setup for error message. Unknown S

c). Send test SMS

Oncethe modem has been successfully detected, you can test by sending atest Alert SMSto yourself. Goto
‘Send SMSEmail’ Tab, typeinyour phone number asyou will do for your cell phone and then the message.
Click *Send’ button.
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B Alertbispatcher v5.0.0.0.4531 (Evaluation - Trial Days Left:58) i (=] 4]
Templates | Service Monitaring | Help/Reqgistration |
Modem Setup | Ingtant Meszaging [IM] Setup | Syztem Setup | Servers Setup [SMTRAHTTPASHMP) | Fieceive SMS Setup |
Service | Messages Send SMS/Email | Addrezshook | Uszers and Departments |
Recipients:

901639856 J Send |

Subject [Required for e-mail]: I

o Im Type: IAII 'l Modem port: Iauto 'l Department: IMain j IEustom Field1 j Insert |

[~ Sendamessageat: | 2/24/2015 w| | 13237 &M = Select Template: | Use Template |
Meszage Body (Required): I = J I Lee] [ I J

testing

Characters: 7

|Server running | 21(Below Average) .z

If the phone number is correct and the modem isworking, you should get the following screen. If not, verify
that the SIM card isworking using your cell phone.

@ AlertDispatcher v5.0.0.0.4531 (Evaluation - Trial Days Left:58) __T 18] x|
Modem Setup | Irnstant Messaging [IM] Setup | Sustem Setup | Servers Setup [SMTRAHTTRASNME] | Feceive S5 Setup |
Templates | Service Monitoring | Help/Fegistration |
Service Messages | Send SMS/Email | Addrezzbook | Uzers and Departments |
\%l\.&l&ﬁ QLPl \n_c,:)u Acknowledge all messages *@ Delete all pending mezsages |2 from 2. Today sent: 3. Today received: O I ‘word wap  Limit 200 j ARl |
StartDateTimi = |Type INJOUT | Recipient Subject MessageStatus |Priority |FinishDateTime
3/24/20151:52138M  SMS5 Out 90163636 “testing +* Processed 4 3/24/2015 1:52:24 &M
KNS o
|5erver running | 21(Below Average) 4

Note: You still can't send email until you have configured the SM TP Server and credentials AlertDispatcher
will useto dispatch Emails. See"Configure System and Alerts Setup” for details.

21



AlertDispatcher Quick Start Guide

3). Configure System and Alerts Setup

a). System Setup - General

Copyright 2015 Click And Deploy (Pte. Ltd.)

AlertDispatcher comes with some configurabl e settings which you can modify. The default settingsare
recommended values and should work for atypical installation.

@ Alertbispatcher v5.0.0.0.4531 (Evaluation - Trial Days Left:58) i

Templates | Service Monitoring
Service | Meszages
Madem Setup | Instant Meszaging [IM] Setup

I Discard messages in excess of limit

Purge messages from database that are older than, daps: |0

)

Pending messages older than |24 =i hourg will not be zent

[ Suspend low prionty broadcast during sleep period

Zleep Period (Dot send low pricity messages]

Send SMS/E mail I

Syztem Setup

From | S00:00PM ==

v Add * prefis to important/urgent prionty messages
[~ Enable Send Meszage Filter [For Advanced Liser anlyl]

|~ | Send dailyheartbeat b systern alert recipient at

Tor | 3:00:00 &M

nc P ¥ =
05:00 =5 thrsiand !21:[.‘-0 = hs

Help/R egistration I

Addressbook |

Servers Setup [SMTP/HT TRASNMEF) |

I System &lerts/Email Setup I Madems i Outgoing Message Filter l AlentGateway Setup l Reporting l High &wailability I

D aily limit of messages; !D

v Enable debug logging
¥ Enable PC buzzer Alerts
W Run sypstem tray program on system startup

I~ Reset IPMI watchdog timer [Advanced Lzer]

APl Paraphrasze: ! Save
Set Server Socket Pork [for expert user]: |5556 ﬁ

Auto respondent SMS for "UMSUE" SHS:

‘r'ou have successfully unsubszcribed from our SMS zervices. Thank ..‘_I

you,
|

Spply et

=10l x|

Uszers and Departments |

Receive 5M5 Setup |

|Server running

21{Below Average)

The' Daily limit of messages’ setting limits the maximum number of messagesthat can be sentinoneday. To
impose no limit, set ‘ Daily limit of messages’ to O (default value).

Note: Thedaily messagelimit defaultsto 2000 for AlertDispatcher versionsearlier thanv3.1.

To discard excess messages (above the daily limit), enable * Discard messagesin excess of limit’.

‘Purge messages from database that are older than x days’ setting runs atask that purges old messages from the
database that are ol der than the configured number of days. Thistask runs once aday.

Note: For performancereason, AlertDispatcher will only keep up to 100,000 messagesin the database. When
thislimitisexceeded, the oldest 10,000 messageswill be automatically purged.

*Quspend priority 1 broadcast during sleep period’ setting allows you to setup a‘sleep period’ inwhich all
priority 1 broadcasts are suspended during that period of time. Broadcast will resume after the time period has
ended. Note: Messageswith priority higher than 1 will still be sent during this ‘sleep period’.

‘Enable Send Message Filter’ isavailablefor Corporate and higher licenses only. Do not enable unless you
have consulted with your vendor as doing so may disrupt services. See next section for more information.
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‘Send daily heartbeat to systemalert recipient’ is used to schedule atwice daily heartbeat aert (SMSEmail) —
see example below - to the system alert recipient configured under “ SystemAlertsEmail Setup” . Y ou must
configured the system alert recipient before you can enable * Send daily heartbeat to systemalert recipient’.

[ALERTSERVER]: HeartBeat at 17:00 hrs.
Satus: AlertDispatcher - Running
[Created: 17:00:00 2014-03-13]

‘Enable debug logging’ isused to debug modem communication and modem hardware issues and for new
installations, you' rerecommended to enableit.

‘Enable PC buzzer Alerts' isused to sound the PC buzzer on AlertDispatcher Server and AlertDispatcher
Clientswhenever thereisan error. For example, a continuous melody will be played if amodem cannot be
detected. Y ou can stop thismelody either by rectifying the modem issue or acknowledging the Alert using
AlertDispatcher Client.

‘API Paraphrase’ isused to protect accessto AlertDispatcher Server viaAPI. |If high security isrequired, you
should configure apassword for APl Paraphrase.

“Set Server Socket Port (for expert user)’ allows you to change the default port 5556 which the server usesto
communicate with AlertDispatcher Client and APIs. Pleaserefrain from changing this setting unless necessary.
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b). System Setup - Send Message Filter

i). "SendByKeyword" filter

The "SendByKeyword" Send Message Filter (SendByKeyword.dll) is used to redirect messagesto different
groups of recipients based on the message keyword. Thisisdone using the CSV file (C:\Program
Files\AlertDispatcher\Configuration\ SendByKeyword.csv) that will act as alookup table matching the
recipients to a keyword. A keyword can be associated with multiple reci pients/reci pient groups.

The SendByK eywordfilter is useful in scenarios where there are alarge number of unique itemsor identifiers
that need to be matched to different recipients, e.g. building alarms with hundreds or even thousands of
automation point identifiers that need to be sent different groupsof recipients.

. AlertDispatcher v5.0.0.0.498 (Evaluation - Trial Days Left:59) o= =]
Templates l Server Manitaring | Automation Setup | Help/Registration |
Service l Messages l Send SMS/Email | Addresshook | Users and Departments |
Modem Setup | Instant Messaging [IM) Setup System Setup | Servers Setup [SMTR/HTTR/SHMP) | Feceive SMS Setup l
General | Syztem Alerts/Email Setup | Modems | Outgoing Meszage Filker | AlertG ateway Setup ] Feporting ] High &svailability |
Doaily limit of messages: |0 .
[~ Discard messages in excess of limit i ol i
[ Enable PC buzzer Alerts
Purge messages from database that are older than, days: |0 ﬁ [v Fiun system tray program on system startup
Pending messages older than |24 ﬁ hours will not be sent [~ Reset IPMI| watchdog timer [Advanced User)
™ Suspend low priority broadcast during sleep period
APl Paraphraze: |
E = IE =
. =]
[V &dd * prefis to important/urgent pricrity messages Set Server Socket Part for expert user} - [5956 =1
v Enable Send Message Filter [For Advanced User onlyl] Auto respondent SMS for "UNSUB" SMES:
SendByk.eyword. dil - “r'ou have successfully unsubscribed from our SMS services. Thank -
o,
[~ Send daily heartbeat to spstem alert recipient at »
0%:00 =~ 21:00 =+
Apply ettings
Server running Unknown

A sample "SendByKeyword.csv" will beinstalled by default. Y ou can open the sample CSV file using Excel
and make changesontoit directly. To save your changes to the CSV file, click on the "Save" button.

See C:\Program Files\AlertDispatcher\Configuration\SendByKeyword.ini for more configuration options.
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r/“\ = .] = ..SendByKeyword csv - Microsoft Excel L-':' =] éj
Home Insert Page Layout Formulas Data Review View @ - =7 x
j Calibri 11 - == S General - f}‘ 5 Insert ~ z - %7'
o, B (B2 U A (== S[EE (s - ]| 3 Ddete 8- da-
st — e
TS [mA[a-AL ([EE]  |[w | [ Format - | 2~
|| Clipboard = Font IF] Alignment & Mumber & Cells Editing
Al [ & | Keyword 1
I A B
|1 KeEordl _IGroupi
2 Keyword 2 Group2
3 Keyword 3 Recipientl,Recipient2
4 Keyword 4 Groupl,Group2
|5
6
7
4 4 » ¢ | SendByKeyword ¥
Ready

War ning: Enabling the Send Message Filter incorrectly may cause service disruption. Please consult with your

vendor if in doubt.

c). System Setup — System Alerts/Email Setup

In order for AlertDispatcher to send out Emails, you must configure an SM TP user account under “ System

Alerts/Email Setup” .

AlertDispatcher can be configured to send asystem alert message (Email/SM S) on encountering amodem or

system error. Y ou can configurethe system alert recipient under “ Send System Alert to:”

. Thisishighly

recommended if you areusing AlertDispatcher for critical purpose.

Click "Test Alert" to test send an email and check the M essagestab for the send status.
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@ ertDpatcher 50004531 (bvaluation - Troloysteftsg) RE=
Templates | Service Monitaring | Help/Fegistration |
Service | Meszages I Send SMS/Email I Addressbook | Users and Departments |
Modem Setup | Inztant Messaging [IM] Setup System Setup | Servers Setup [SMTPAHTTRASHREP] | Feceive SM5 Setup |

General  System Alerts/Email Setup I M odems I Outgoing Message Filter I AlertGateway Setup I Feporting I High &« ailability I

[v Send System Alert o Recipients: I _| Test Alert
—Primary SMTP Server
SMTP server: Ismtp.gmail.com SMTP user: Itest@alertdispatcher.com
SMTP part: l53? j‘ SMTP password: I"’“‘"

Sender Email &Address: Ia|ertdispatcher@alertdispatcher.c:om

Sender Display Mame: Ialertdispatcher

¥ Enable Secondary SMTP Server [failover)

—Secondary SMTF Server
SMTP server. [127.0.01 SMTP user: |

SMTF port: |25 j‘ SMTF password: I

Sender Email &ddress: Ia|ertdispatcher@alertdispatcher.c:om

Sender Dizplay Mame: I

I Enable Modembdail [GPRS]  [Email will be sent uzing modemn only if Internet mail is not available)
% | Send Enmaillusmig b adembdalionl

Apply settings |

|Nc working modem found. Refer to Modem Setup for error message. | Unknown 4

Obtainthe SMTP Server addressand SM TP username and password from your company email administrator,
e.g. Exchangeadministrator. Asfar aspossible, do not use your email account or an existing email account in
case you change your password and forget to update the password set on AlertDispatcher. Create anew email
account, e.g. alertdi spatcher @yourcompanydomain.

If you do not have acompany SMTP Server, you can useyour ISP SMTP Server or register afree GMAIL
account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take notethat GMAIL hasa
daily send limit of between 100 to 500 messages, so you must not send to too many recipientsto avoid
exceeding the limit.

If you are using the Corporate license (or higher licenses), you can configure a Secondary/failover SMTP Server
in case emails cannot be sent out using the Primary SMTP Server. Thisisrecommended if you areusing
AlertDispatcher for critical purpose asemailscan fail to send out for multiple reasonsbesides server failure, e.g.
email password has been changed and not updated over at AlertDispatcher, email user has been deleted, emails
recipients blocked by SMTP Server, etc.

Note: Y ou must enable * EnableModemMail (GPRS)' if you want to allow AlertDispatcher to be ableto send
Email using the GPRS modem. Please do not enable thisfeature unlessyou need it asit may incur additional
GPRS costs on your SIM card hill.

If “‘Send Email using ModemMail only’ isnot enabled (the default setting), AlertDispatcher will attempt to send
out EmailsviaTCP/IP network first, and only if that method fails, failover to ModemMail.
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d). System Setup - Modems

=
Templates I Service Monitoring | Help/Fegistration |
Service l Meszzages I Send SMS/Email i Addrezzhook | Ulzers and Departments |
Modem Setup I Instant Meszaging [IM] Setup Spstem Setup i Servers Setup [SMTPAHTTRASHMP] | Feceive SMS Setup |

General | System Alerts/Email Setup Modems I Outgoing Message Filter i AlertGateway Setup | Feporting l High Aaeailability i

¥ Failover to an available modemn port if the selected modem port is dawr

V¥ Allow concatenated (long) SHS

Pause befors resend emoneous message, sec: |5 :J‘I

Max numnber of resends: !2 ‘-_EJ-'

Sleep interval between SMS sending, meec: |0 =
Maodem Delay Setting [for expert user], meec: {1000 j
Applesettigs
[Mo working modem found. Refer to Modem Setup for error message. | Unknown i

By default, AlertDispatcher will automatically failover to an available modem port if the selected modem isnot
working. The default setting isrecommended for critical operations.

If * Allow concatenated (long) SMS is not enabled, messageswill betruncated to 160 charactersfor ASCII text

and 70 charactersfor Unicodetext. More phones madewithin thelast 5 yearscan support concatenated SM S of
up to 6 SMSin length.

e). System Setup — Outgoing Message Filter

Y ou can setup ‘ Outgoing Message Filters to block Email and SMS messages to particular recipients(wildcard
characters supported) and also messagesthat contain certain strings. The asterisk wildcard character matches
zero or more characters. The question mark wildcard character matches exactly one character.
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<. AlertDispatcher v5.0.0.0.495 (Evaluation - Trial Days Left:60) =n E=R[=
Service l Messages l Send SMS/Email | Addreszbook | Uszers and Departments |
Templates l Server Monitoring | Automation Setup | Help/Fegistration |
Modem Setup | Instant Messaging [IM) Setup System Setup | Servers Setup [SMTR/HTTR/SHMP) | Feceive SMS Setup l

General | Syztem Alerts/Email Setup | Modems _f._._\§|AIertGateway Setup | Feporting | High & ailability |

Content Restrictions

pi it * Allowed
feeneniicticiony 5 Mlowed By default, all messages are:
By default. all recipients{Phone/Email addresses] are: " Blocked
" Blocked
Except those listed below: Except meszages matching any of the strings listed below:
[Each recipient on a new line] [Each string check on a new line. Use "Subject=""ta indicate Email Subject check]
7 -
a fuck®
P bitch
A9n9 goddamn
+935 Subject=[zsparm]

*“@zpammail. com Subject="virus"

. - . Test message text:
™ Restrict recipients to addressbook groups and recipients only 2

‘wildcards suported:  ® The asterisk wildeard matches zero or more characters. ~  Testmatching

? The question mark wildcard matches exactly one character.

Server running Unknown

In the above example, recipients containing 1 to 4 charactersonly (?,7?,7?2?,2??2?), and recipients beginning with
+999 (+999*), e.g. +9991234567 arerestricted. To block al international SMS, simply block the prefix, e.g. +*
or 00* (different networks use different prefixes).

The check string ‘ bitch*” will block all messageswith the keyword ‘bitch’ followed by any other characters, e.g.
‘bitch!” and ‘bitchyou!” will berestricted. However, ‘hibitch’ will be allowed.

Note that for the case of phrases (more than one word separated by spacing), the asterisk wildcard will be
automatically added to the beginning and end of the phrase. For example, the check string *god damn’ will
block the message ‘ God Damnit!”.

The"Restrict to recipientsaddressbook groups and recipients only" setting will block all messages sent to
recipients not defined in the addressbook if enabled.

f). System Setup - Reporting

AlertDispatcher can be configuredto send Daily/Monthly/Y early usage reports by SMS or/and Email
(breakdown by department/sender). Message export in CSV format for the report time period can be attached to
Email reports.
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<. AlertDispatcher v5.0.0.0.498 (Evaluation - Trial Days Left:55) =n E=R[=
Templates l Server Manitaring | Automation Setup | Help/Registration |
Service l Messages l Send SMS/Email | Addreszbook | Uszers and Departments |
Modem Setup | Instant Messaging [IM)] Setup System Setup | Servers Setup [SMTR/HTTR/SHMP) | Feceive SMS Setup l

General | Syztem Alerts/Email Setup | Modems | Outgoing Meszage Filker | AlertGateway Setup  Feporting | High & ailability |

[ Enable Email/SMS Reporting

E-mail Report Recipients: |admin

5MS Report Recipients: |

[v Attach message export to Email Report Test Reports

Feport Duratior

[v Send daily reparts

Iv Send manthly reports

Apply zettings

Server running Unknown

g). System Setup — High Availability

AlertDispatcher deployed in a standal one node provides limited high availability by monitoring and reporting
errors in communication channels (signal quality, network access) and automatic failover to redundant
communicationchannels (modemsand SMTP servers).

To providereal high availability, it isnecessary to add a redundant AlertDispatcher nodeto form aserver cluster.
You can install AlertDispatcher on a WindowsNetwork L oad Balancing Cluster (or NLB cluster) to distribute
messages across cluster nodes.

i). Network Load Balancing Cluster

If you are using the Corporate license (or higher licenses), you can add "application-aware" failover capability to
your Windows cluster by enabling the setting “ Automatically Removelocal host fromWindows Network Load
Balancing Cluster on server failureor when no modemsareworking...” . When this setting has been enabled,

AlertDispatcher will remove failed nodes from the cluster automatically so that messageswon’'t be sent to these
nodes.
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=10l x|

Uszers and Departments |

.AlertDispatcher Enterprise v5.0.0.0.509 {Authorized User: Click And Deploy) MaxRecipients: 20)
Service | Messages | Send SMS /Email | Addressbook

Templates | Server Monitoring | Automation Setup I Help/Fegiztration |

Modem Setup | Instant Meszaging (IM] Setup Sypstem Setup Servers Setup [SMTR/HTTRASHIMP) Receive SM5 Setup |

General | System Alerts /Email Setupl E zcalation Setupl Modems | Outgoing Meszage Filter | AlertG ateway Setupl Reporting  High Availability |
Fieplication/Mirroning/Message Failover I ‘“irtual 1P Failower I windows MLE |

¥ Enable Replication and Message Fallover [Users, Addresshook and Templates will be replicated From Master to Slavel

Server Replication Rale: I Mastar j

Slave Server Hozt: |1 92.168.0.87

Slave Server Port: |5558 jl

Operation Mode: IActive Master/Passive Slave j

¥ Minor pending messages from Master ta Slave and vice versa,

Apply settings |

Server running | 9{Very poor) A

ii). Enable Replication and Message Failover

If you are using the Enterpriselicense, you can enabl e the setting “ Enable Replication and Message Fail over
(Users, Addressbook and Templateswill bereplicated from Master to Save)” to enable automatic message
failover (both ways) across the Master and the Slave node — in areplication setup, a node can be configured as
either aMaster or a Save role using the " Server Replication Role" setting. Changes to Users, Addressbook,
Template, System Alert Recipient and Daily Heartbeat setting on the Master node will be replicated to the Slave
node — you can only update users and addressbook on the Master node.

iii). Mirror Pending Messages

The “ Enable Replication and Message Failover" setting doesnot ensure message persistency, so messages
already queued on anode that failed will belost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messages fromMaster to Saveand viceversa”.

This setting provides additional high availability by replicating messages queued on either Slave or Master node
on the other node. If a particular nodefailsor crashes, pending messages that are in queue in the failed node
will be sent using the other node automatically. Thisispossible becauseall queued messageswill be replicated
on the other node.

iv). Operation Mode

The "Operation Mode" setting determineswhether the"Slave” isan "Active" Slave or a"Passive" backup - a
"Passive" backup does not process messages until the "Active’ nodefails. For simplicity, the Master node will
always be thefirst active node. The Slave node can be either Active (2nd Active node) or Passive according to
"Operation Mode" setting.
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If "Operation Mode" is"Active Master/Active Save" (the default setting), both Master and Slave nodes will

process messages sent to them concurrently (by interfacing application) and act as backup for each other (2-way
messagereplication) inthe event of failover of either node.

If "Operation Mode" is changed to "Active Master/Passive Save'", messages sent to Slave node will be ignored
until the Master node is offline. If theinterfacing application can send the same message to both nodes, this
setup confers an additional level of high availability. The message sent to Slave node (passive) will be ignored
aslong asthe Master nodeisonline. Intheevent of failure of the Active Master, the message sent to the
Passive Slave node will be processed and sent out.

Note: Y ou do not need to install Windows Network L oad Balancing Cluster to make use of the "Enable
Replication and M essage Failover" and "Mirror pending messages from Master to Slave and viceversa' setting.

|w Enable Replication and Meszage Failover [Users, Addressbook and Templates will be replicated from kaster to Slave)

Server Feplication Role: |Master -
Slave Server Host 192.168.0.10

. =1
Slave Server Poit:  |5556 =

Operation Maode: |Au:tive tasterddctive Slave j

[v Mirrar pending messages from baster to Slave and vice verza,
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Thefollowing diagram shows normal operation for an Active Master/Passive Slave cluster.

Application Server

a2

PC User

Messages are being sent out Slave will act as standby and ignore
from Master messages sent to it.

System Administrator

d

AlertDispatcher Master (Active) AlertDispatcher Slave (Passive)

Checking Status
Bi-directional Message Failover
Replicated Addressbook

! L3

£ £

A

[oh az
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Upon failure of the Active Master node, the Passive Slave takes over.
Application Server

3.

PC User
‘ 2. Slave takes over

automatically and starts

sending out messages
1. Master encounters critical failure .

AlertDispatcher Master (Active ) AlertDispatcher Slave (Passive)

Y

System Administrator
Checking Status
Bi-directional Message Failover

| /Mirraring and Addressbook replication | %
e e

3. Slave sends aler notification
to the system admin

% \
% % % SMS Message:

Master Server offline!l
To ack, pls reply A123.

Q& & W

Managers Engineers Technicians
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4). Configure Users and Departments

a). Create user

If you are using the Corporate license (or higher licenses), you caninstall AlertDispatcher Client on
workstationsand configure the client to connect to AlertDispatcher Server remotely.

Y ou can create multiplelogin Users of different “User Types’ (each user type has a different combination of
accessrights). Every login user is assigned to a user type and the user will in turn inherit all therights
configured for that user type. Login usersare used for both AlertDispatcher Client and Web Portal login.

For your convenience, thefollowing user typesare created upon installation — Administrator, Basic User,
Department L eader, Manager and Standard User.

In the exampl e shown below, the newly created user “ adam.smith” is assigned the user type“ Standard User”.
Standard User hastherightsto access Service, Messages, Send SM S/Email, Addressbook tabs only but hasno
rightsto delete messages. Standard User can only view messages from departments he or sheis assigned under.

o, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) = | & x
Templates l Hel Adding User ﬁ
System Setup l Syztem Receiver Setupl

tain l Departments]

Service l m Setup l
[¥ Enable User

&4}-‘ & & 3 Mame: |adam.smith

|[Name Type Display Mame: |adam
2 administrator Adrninistrato Password: | xxxxxxxx
Confirm Pagsword: | ““““““““
Type:  [EEGEERIEES Manage Uzer Types

Standard User has the rights to access Service, Meszages, Send -
ShS/Email. Addressbook tabs only but has no rights to delete meszages.
Standard Ulzer can only view meszages from departments he or she iz
azzigned under,

Mobile Phone: 123456783

Email &ddress: |

Monthly meszage limit: 1} j [ Discard messages in excess of limit

Ok Cancel

Server running 22(Average)
4 L1} F

Userscan aso beindividually assigned amonthly SMS send limit (O for unlimited). A warning email will be
sent to the user if the monthly limit has been exceeded (email template configurable under * Servers Setup ->
SVITP Server Setup' tab, ‘Email Notifications' setup.

Note: TheUser“ Administrator” iscreated automatically. The passwordis“administrator” (capssensitive).
Y ou are advised to change this password as soon as possible.
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b). Create new user types

If you need a user type with a combination of accessrights not found in any of the default user types, you can
create your own user type.

User Types 23
UsgerType | [regcription |

c'."a Administrator Administrator has full rights.

c’.‘é Basic User Basic User has the rights to acce...

E‘a Department Leader Department Leader has the rights...

c'_l M anager tanager has the rights to access..

c'_l Standard User Standard Uzer haz the rights ta a...

Adding UserType ﬁ

Mame: |Specialuser

Explanationt [bjap bizh biah ... |

Rights: Right

& Can access tab: "Messages”

& Cah aceess tab: "Send SM5Email”
& Can access tab: "Addressbook''

& Can access tab: "Users and Departments"

A
m Can acocess tab: "Modem Setup”
e - i .
4 1 *

m »

Ok Cancel

c). Create departments

To allow groups of usersto work together distinctly from therest of the organization, you can create new
“Departments’ (Users are assigned to the “main” department by when they are created and cannot be removed
from*“main” department).

Y ou can create new departments and assign usersto the newly created departments. Oncethe usersarein
different newly created departments, you can restrict a user to view/delete only messages generated by fellow
members of the department. Userswith the right to access messages from different departments can chooseto
filter messages displayed in the Messages display grid by department.

Addressbook Recipients/Groupsand Message Templates are al so restricted to usersfrom aspecific department
(“main” department by default). If you create anew department, e.g. ‘I T’, and assign recipients/groupsor a
message template to this new department, users assigned to only ‘main’ department will not be able to send to
these recipients and groups or access this message templ ate.

Tip: If youwant arecipient or group or message template to be accessible by all users, simply restrict the

recipient/group or templateto ‘main’ department. Asall usersare assigned to the default * main’ department, so
reci pients/groups and message templates assigned to ‘main’ are accessible by all users.
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"

New Department

oy

M airn lUsers ]

Mame: |Accounting

E zzallation mile if recerved SMS iz not READ [for Sound Buzzer Alert Action)

~ 0 j

[

Ok Cancel

d). Connecting client to remote server.

Copyright 2015 Click And Deploy (Pte. Ltd.)

The ability to create multiple usersisespecially useful if you are using the Corporate (of higher) license which
supports multiple remote clients. 'Y ou may connect to aremote server using by editing * Remote Server Host’ as

shown below.
AlertDispatcher v5.0.0.0.4531 (Evaluation - Trial Days Left:58) I = IEIIZJ
Templates | Service Monitoring | Help/Fegiztration |
Modem Setup | Inztant Meszaging (1] Setup | System Setup | Servers Setup [SMTRHTTRASHMP] | Feceive SMS Setup |
Service | Messages | Send SMS5/Email | Addrezzbook | Uzers and Departments |
Server Status: @ Start | Stap | Restart | Emergency Pause | Modem Signal Strength for COM Port: IEDM3 vl
Server running :I EE [llllll“lllillllﬂl"' i L """""""""""'l ¢ EH 'rmsfgg'?mf-,’lﬁfmm
;I Open Log Folder | Log lines to display: {100 ill

|User: IAdministrator Password; | ¥ Save password  Remote ServerHost:I‘ISZ.‘IBS.D.B vI[Ma:;lm] P]rt: 5R56 ﬂ 'Save.-"tonnectl

2015.03.24 03:08:09: 366 [1] Modem connected to port COM3 recovered

2015.03.24 03:08:09:334 Modem connected to COM3 recovered

2015.03.24 03:00:27:006 Failover Client Connected to 192.168.0.10:5556

2M5.03.24 03:00:26:037 [1] Unknown recipient(z) or group(z): “syealerts” when parzsing: "spsalerts"
2015.03.24 02:37:43:022 AletDizpatcher Service Started with all modems offline!

2M15.03.24 02:37:43:022 1] Mo working modem found. Refer to Modem Setup for ermor message. Open log - file:\Logh
2015.03.24 02:37:43:022 [1] Modem connected to port COM3 cannat zend SkS

2015.03.24 02:37:09:897 Engine initialized. [Build:4531]

205.03.24 02:37:09:897 Upgrade Success!

2015.03.24 02:37:03:881 HardwarelD:148F414C-3214

2M5.03.24 02:37:09:881 AlertDizpatcher +5.0.0.0.4537 [Evaluation - Trial Days Left:58)

Server running

22{Average)

4
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5). Configure SMTP Server Setup
a). SMTP Server Setup - General Setup

AlertDispatcher has abuilt-in SMTP Server that listens to port 25 (default). The built-in SMTP Server alows
AlertDispatcher to be used as an Email-to-Alert (Email/SMS) gateway. Y ou can configure MS Exchange or
Lotus Notesto forward Emails to AlertDispatcher which will deliver them as SMS and/or Email using
configurablerules.

Note: Thissetting isdifferent from the ‘ SMTP Server’ setting found under * Systems Setup --> Alerts/Email
Setup’ tab —which allows AlertDispatcher to relay Email (as an Email client) to network based SMTP Servers.

The SMTPinterfaceisrequired for some of the APIs such asthe SQL Server stored procedure. ASSMTPisa
common protocol, the SMTP interface allows you to send Alerts from any programming language or software
that can send out Email.

By default, AlertDispatcher will set the Email Body of Emailsreceived by the SMTP Server as the Alert
message. Y ou can change thisto Email Subject or to both Email Subject and Body. The recommendationisto
use Subject if you do not need to type long messages.

@ Aiertospotcher v5.00.0.4531 (evalation —Trn paysLefeon) 1=
Templates | Service Monitanng | Help/Registiation |
Service | Meszages Send SMS/Email | Addrezshook: | Users and Departments |
Moderm Setup | Ingtant Meszaging [IM] Setup I System Setup Servers Setup [SMTRHTTRASNMP) | Receive SMS Setup |

SMTP Server Setup | HTTP Server Setupi SHMP Trap Receiver Setup!

[V Enable SMTP Server
General Setup | MAFI Setup | Email Notiications | LDAP Guery Setup |

—Gereral Setup ~TCPAF address acoess restnction
SMTP Server Part: |25 :’l Magimuim number of SM3 per emal: |5 = | By default; all computers will be: T & Granted access
Default message Prioriby; I2 "I Set as SM3 Recipient: IEmalI Recipient User j Except thase listed belaw: &Y Deried access.
[~ Enable SMS Message Footer Set as SM5 Message Content: IEmaiI Bady Content j T T 1P saioss [Sabret mack] I i
SME M essade Footer: |!'-|-'--'n ZEMAILSEMDERADDRESSIXEMAILSENDERMAME) (=
=l Delete I
Altamatically dissble STHE o sefve dems are warking
e - (Fe I "" ;»-:=.-I'-.- I-;- Propetties I
i~ Basic SMTP Authentication
[ Enable SMTP Authentication L gernanie
—Email Filkering Rule
v Fonward ALL emails to Mumeric email recipients as SMS
* Quen Phonebock for all ather email recipients. F no match is found, deliver email as regular email
" Dieliver all emails received as regular email with the exception of emails with the follawing recipient domains:
Ijl-sll-'_l::pai-::i VBT GO [Emails Lo other domaine wil be delivered as regular emails) Use Modam Port: m IP throttle WﬂMessages!Minuta

Apply settings I

Server running 21(Below Average}

By default, the Alert recipient will be taken from the recipient Email Address beforethe @ symbol. e.g.
+65912345678@clickndeploy.com or groupname@clickndeploy.com (Note: groupname must be configured
within the Addressbook). Y ou may changeto SM S recipient to take from Email Subject instead.

Y ou may append amessage footer to all Alerts sent out from the SMTP Server.

The "Automatically disable SMTP Server on server failurewhen no modemsareworking” setting is disabled by
default and you should only enableit if you are using an SMTP Client with afailure over to alternate server
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capability.

Using the ‘Email Filtering Rule’, you can selectively forward Emails to either SMSor relay asregular Email. If
you check ‘ Forward ALL Emailsto Numeric Email recipientsas SMS, al Emails sent to recipient Email
addressesin thefollowing format: +12345678@anydomain.com or 12345678@anydomain.com will be
forwarded as SMS.

Y ou can toggle between ‘Query Addressbook for all other Email recipients. If no match isfound, deliver Email
asregular Email.” or ‘Deliver all Emailsreceived asregular Email with the exception of Emails with the
following recipient domains:”.

If set to ‘Query Addressbook for all other Email recipients. If no match isfound, deliver Email asregular
Email.’, AlertDispatcher will search the Addressbook for the group or recipient that exactly matches the
username of the recipient Email address.

For example, if the recipient Email addressis john@mydomain.com, and if the group or recipient ‘john’ exists
in the Addressbook, that Email will be forwarded to the recipients defined in the Addressbook entry for ‘john’.
Otherwise, the Email will berelayed to john@mydomain.com as aregular Email.

Conversely, if set to ‘Deliver all Emailsreceived asregular Email with the exception of Emailswith the
following recipient domains:’, AlertDispatcher will only forward Emails with recipient Email address that
matches a specified domain name(s). All other Emails destined for other domainswill be sent asregular Email.

For example, if you indicate ‘ Alertdispatcher.com’ (default), only Emailswith recipient Email addressin the
following format +65912345678@Alertdispatcher.com will be converted into SMS. All other Emails will be
delivered asregular Email*. Y ou can specify more than one domain name.

The Email filtering ruleis a powerful feature enables 3™ party software to send both SMSand Email viaasingle
SMTP Server.

Theconfiguration ‘ TCP/IP Addressaccessrestrictions' allowsyou to whitelist or blacklist specific computers
or specific groups of computers by 1P address. Inthe above example, all computerswith the IP Address 192.*
are permitted to send Email to AlertDispatcher SMTP Server.

‘Use Modem Port’ feature allowsyou to specify which modem to use SM S messagesrelayed through the SMTP
Server. The default settingis‘Auto’. Thisfeature allowsyou to setup an active (primary) — passive (secondary)
modem array in which thefailover “passive” modem will be used only if the primary “active” modem fails.

‘IP Trottle’ controlsthe maximum number of emails per minute that the SMTP Server will process. Excess
emailswill bereected.

Note:

1). You can send Alerts (both SMS and/or Email) to agroup of people by configuring their Email and SMS
contact in the Addressbook.

2). If Windows Firewall is enabled, you must open access to port 25 in order for SMTP Server interface to work.
For details, pleaserefer to the section * Setup considerationsfor API / Email-to-Alert (Email2SMS) / HTTP-to-
Alert / SNMP trap receiver interface’ on this guide.

For advanced Users Only:
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You can alsoindicatethe Priority (Parameter P) and Scheduled date time (Parameter D) to send the Alert by
appending the following the parametersto the end of the Email message sent to AlertDispatcher (you may be
required to append to Email Subject instead of Body, depending on your SMTP Server Setup). Pand D are
optional parameters.

D==YYYY- M\ DD HH. MM SS P==Priority
e.g. If you have defined the Alert message to be taken fromthe Email subject, you can indicate the Email subject

as follows:
H, how are you? D==2010-12-01 20: 00: 00 P==4

b). SMTP Server Setup —POP3 Client Setup
The POP3 Client allows you to query amailbox using the POP3 (default port: 110). Emailsretrieved from the

mailbox will be converted into Alerts (Email/SMS) based on the same SMTP Server rulesunder General Setup.
The POP3 Client functionality runs concurrently with the SMTP Server so you can use both at the sametime.

Note: To useit, you may need to reset the setting " Set as SM S Recipient” to "Email Subject”.

-l
. Service | Mezsages | Send SMS/Email | Addressbaok | Uszers and Departments |
Templates | Server Monitoring | Help/Registration |
Maoderm 5 etup | Instant Meszaging [IM] 5 etup | System Setup Servers Setup [SMTPAHTTP/SNMP] | Receive S5 Setup |

SMTP Server Setup | HTTF Server Setupl SHMP Trap Receiver Setup I

|¥ Enable SMTP Server
General Setup  POP3 Client Setup | MAPI Setup I Email Matifications | LDAP Query Setup

¥ Enable FOP3 Clignt

POP3 Server [Incoming]: Ipop.gmail.com

. =]
FOP3 Paort:  [935 =

POP3 Uzername: Iclickndeplo}'@gmail.com
POP3 Password: I xxxxxxxxxxxxxxx

Check Intersal: |1 0 j

Apply zettings |
Mo working modem found. Refer to Modem Setup for error message. Unknown 5

c). SMTP Server Setup - MAPI Setup

If your application uses Outlook to send messages (viaMAPI), you may configure AlertDispatcher to process
email found in Outlook outbox directly as shown in the screen below.

Using this method, you do not need to run Outlook all thetime — however, you must till install and configure
Outlook profileto point to AlertDispatcher Server. Processing emailsdirectly ismore stable because Outlook
can hang if there are too many messages.
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=
Templates | Service Monitaring | Help/Fiegistration |
Service | Messages | Send SMS/Email | Addressbook | Users and Departments |
Modem Setup | Instant Messaging (1] Setup | Systern Setup Servers Setup [SMTP/HTTP/SNMP) | Receive SMS Setup |

SMTP Server Setup | HTTP Server Setup I SHNMP Trap Receiver Setup I

¥ Enable SMTP Server

General Setup  MAPI Setup | Email Notificationsl LDAP Query Setupl

¥ Process emails found in Outlook outbas uzsing Mail Profile: v iz Default Profils

Apply settings |

|Server running 22(Average) A

Y oumust alsologon “AlertDispatcher-SMTP” serviceasalocal user (NOT domain user) with administrator
rights. After that, restart AlertDispatcher-SMTP service.

After 2-3 minutes, refer to C:\Program Files (x86)\AlertDispatcher\Log \SMTPServer.log. If thefollowing error
appears, you need to verify that the username you used has administrator rights and you are using the default
profile. If thereismorethan one profile, please enter the profile name which you have created.

2013.03.07 14:07:32:994 Smtp Server Socket opened on Port: 25

2013.03.07 14:09:14:653 Failedto connect to MAPI! Please configure Alertispatcher-SMITP to logon asthe
Windowslogon user using Windows Servicesconsole. Error: Error (0x80040111) occurred when logging into
the extended MAPI subsystemviathe Profile: "".2013.03.07 14:09:14:731 <-- OK
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| . Services |ﬂ|

File Action View Help

x| EEcz BHE v o

% Services (Local) || 2° Services ([fAlertDispatcher-SMTP Properties (Local Computer) &J

AlertDispatchy | | General | Log On | Recovery | Dependencies | tatus Startup Typs *
Log on as: Manual |i

Start the servig M |

(7) Local System account anua

Allow service to interact with desktop Manual

@ This account: admin| = tarted Manual

Manual

Password: SERRBERARRRRRES

Manual

Confimn password: ~ #eessssssssssss Manual

\‘ Help me configure user account log on options. ] Manual

Manual

Manual

tarted Automatic
Manual
Manual
Manual
Manual

Manual o

ok | [ coneel | Appy | |

\Ex‘lended /(_S

e T L s =

d). SMTP Server Setup — Email Notifications

Y ou can also setup AlertDispatcher to send an auto response Email to the sender of the Email. Thisisuseful if
you are routing Emails via Exchange or Lotusto AlertDispatcher SMTP Server. The sender of the Email will be
informed on the delivery status of the SM S by the auto response Email. The auto response Email template can
be amended as shown above.
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£ AlertDispatcher v5.0.0.0.4531 (Evaluation - Trial Days Left:58) =gl =l
Templates | Service Monitoring | Help/Fegistration |
Service | Messages | Send SMS/Email | Addresshook | Uzerz and Departments |
Modem Setup | Instant Meszaging [IM] Setup | System Setup Servers Setup [SMTRAHTTRASHMP) | Feceive SMS Setup |

SMTP Server Setup | HTTP Server Setup I SHMP Trap Becaiver Setup I

¥ Enable SMTP Server

" General Setupl M&P| Setup  Email Motifications | LDAP Query Setupl

¥ Send confirmation Email to email sender on receipt of Email

Confirmaion Email Subject Template: |Email Receipt Confirmation for Alert bo 2T0 [ID: 2TRACKINGID)

Confirmaion Email Message Template: | Thank you, we have received your Alert Dispatch to %70 ﬂ
Tracking ID: ZTRACKINGID LI

¥ Send Status Update Email to Email Sender

Status Update Email Subject Template: |Dispatch Status for Alert to %T0 [Status: ZSTATUS |1D: 2TRACKINGID)

Status Update Email Meszage Template:  |Please find the status of your Alert Dispatch to %70 ﬂ
Tracking ID: ZTRACKINGID ;I
[+ Send Email On Manthly Message Limit Excesded to Email Sender
Monthly Message Limit Exceeded Email Subject Template: [Waring! vou have exceeded your monthly message limit (10 ZTRACKINGID)
Monthly Message Limit Exceeded Email Message Template: |Somy, your message will not be delivered az you have excesded your monthly meszage limit. ﬂ
Fleaze contact your administrator for further assistance.

Apply settings |

Server running 22(Average) A

Please refer to the following section for moreinformation: Interface with AlertDispatcher using
SMTP/HTTP/DOS

Go to C:\Program Files\AlertDispatcher\APIsfilesto accessthe filesfor Command Line APl and SQL Server
stored procedure.
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e). SMTP Server Setup - LDAP Query Setup

The LDAP Query Setup alowsyou to limit the monthly usage of email usersthat are members of an LDAP
directory (or ActiveDirectory). Y ou can set adefault monthly usagelimit and adifferent usage limit for upto 3
LDAPgroupsor ActiveDirectory security group.

AlertDispatcher doesthisby creating auser for each new email user that sends over an email. Y ou also can
assign the department for each user by defining the LDAP attribute for department. Thisis useful where
reporting isenabled and you want to be ableto view usage by department if email reporting is enabled.

@ ertDipstcher v500.04531 (evaluston Trmlpaystooon) i x|
. Service l Meszages | Send SkS/Email | Addresshoak. | Uzers and Departments |
Templates | Service Monitoring | Help/Registration I
todem Setup | Instant Meszaging [IM]'Setup | System Setup Servers Setup [SMTR/HTTRASNMP) | Fieceive SM5 Setup l

SMTP Server Setup I HTTF Server Setupl SHIP Trap Feceiver Setupi

Iv Enable SMTF Server
" General Setupl ] Setupl Email Motifications  LDAR Query Setup I

¥ Enable LDAR Queny

LDAP Host: |1 92.168.010 LDAF Login Mame: Iadmin_usel@your_domain. com
LDAR Part: |389 j LDAR Login Paszword: I
LDAP Object Base:  [de=your_domain,de=com Confim LDAF Login Password: |
Set Lsemame bo attribute: Imail
Set Dept to attribute: Idepartment

[refault Monthly Message Limit: |1 nooooa

¥ Tier 1: Monthly Message Limit of |1 ooooon for ugers belonging to LDAP group: |
I~ Tier 2; Monthly Message Limit of 1000000
I~ Tier 3: Monthly Message Limit of |1- Qooooo far psersbelonging to LEAE group: |

forusersbelonging o LEAE group: |

Spplsettings i

[Server running | 22{Average) b

To debug your LDAP Query settings, please send an email and then refer to your AlertDispatcher event log for
possible errors.

Note: TheLDAP Query featureisonly availablefor AlertDispatcher Corporate License (or higher).
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. AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59)

todem Setup | Inztant Meszaging [IM] Setup | System Setup | Semerz 5
Templates | Server Monitonng | Help/R eqistration |
Service | Mezsages l Send SMS/Email I

Server Status: @ | Stop | Restart ‘ Emergency Pauze | Modem Signal Strength for COM
Server running - E : llllnu-n-----

hi Open Log Folder Lt
User; |Administrator FPagswrd; | | Savepassword  Femote Server Host |127.0.0.1

—
20150411 03:05:52:403 1] QueryLDA_F' Error Unable to cannnect b LOAR Server
2015.04.11 03:05:26:543 Engine initislized. [Build:462] )
2015.04.11 03:05:26:528 HardwarelD:628881F3-50 96
2150411 03:05:26:528 AlerttDizpatcher +5.0.0.0 462 [Evaluation - Tral O ays Left:55)

l_"

alized successfully - COM3

6). Configure HTTP Server Setup

AlertDispatcher HTTPinterfaceisenabled and listensto port 80 by default. Thisallowsyour server to be used
asaHTTP-to-SM S gateway by calling the URL

http://smsservername/sendsms?N=phonenumber& M=messagebody. Y ou can protect the URL by enabling the
“Authenticate against the Users database” setting as shown below.

*. AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) [ | [ESm]
Service l Meszages l Send SMS/Email | Addressbook, | Users and Departments |
Templates l Server Monitaring | Help/F egiztration l
Modem Setup | Instant Messaging [IM] Setup | Syztem Setup Servers Setup [SMTP/HTTR/SNMP) ‘ Feceive SMS Setup l

SMTP Server Setup  HTTF Server Setup | SMNMP Trap Receiver Setup |

[¥ Enable HTTP Server

TCP/P address access restrictions

[™ Authenticate against Users database i by ‘o B d
. =1 By default, all computers will be: ? * Granted access
HTTP Server Port: |80 = . )
Except those listed below: &)  Deried access
Access | IP address [Subnet mask] | Add
S5L Password: Delete

Properties

i

™ Automatically disable HTTP Server on server failure or when no
modems are working (For client side failover to altemative server)

IP throttle (600 ﬁ Meszages / Minute

Acknowledgement URL: |http:#Alocalhost

Server running 22(Average)

The"Automatically disable HTTP Server on server failurewhen no modemsareworking” setting is disabled by
default and you should only enableit if you areusing an HTTP Client with afailure over to alternate server
capability.


http://smsservername/sendsms?N=phonenumber&M=messagebody

AlertDispatcher Quick Start Guide Copyright 2015 Click And Deploy (Pte. Ltd.)

Note: If Windows Firewall isenabled, you must open port 80 in order for HTTP interface to work. If Windows
[1SWorld Wide Web serviceisrunning, you need to change HT TP interface port to adifferent one from what
[1Sisusing. For details, please refer to the section * Setup considerationsfor API / Mail-to-SMSinterface’ on
this guide.

And similarly to the SMTPinterface, the configuration ' TCP/IP Addressaccessrestrictions’ allowsyou to
whitelist or blacklist specific computers or specific groups of computersby |P address. Inthe above example,
only computers with the IP address 192.168.0.6 and 192.168.0.100 are permitted to interface with
AlertDispatcher viaHTTP.

'IP Trottle' controls the maximum number of HTTP requests per minute that the HTTP Server will process.
Excess requests will be rejected.

‘ Acknowledgement URL’ refersto the URL used in Acknowledgement links sent in Basic Escalation and
Emergency Mobilization messages.

Note:

1). Internal addressessuch as http://192.168.0.111 or http://localhost/ are not accessiblefromthe Internet, i.e.
you can'’ t use them from smart phones.

2). Do not include the port number, e.g. http://localhost:88

Pleaserefer to thefollowing section for moreinformation: Interface with AlertDispatcher using
SMTP/HTTP/DOS


http://192.168.0.111/
http://smsserver/
http://smsserver/
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7). Configure Server Monitoring

AlertDispatcher v5 (or newer) comeswith a built-in server monitoring feature that allows you to monitor
applicationsand serverson the network ("services') and generate an alarm and alert when a service becomes
unavailable for morethan adefined period of time.

. AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) oo |- ]
Modem Setup | Instant Messaging [IM] Setup ] System Setup ] Servers Setup [SMTP/HTTR/SNMP) | Feceive SMS5 Setup ]
Service ] Messages 1 Send SMS/Email ] Addrezsbook, ] Users and Departments ]
Templates Server Monitaring ] Help/Registration l
| 4.3 ]ij i}_|
Id ‘Enabled ]Service Name [Status Error ]Timestamp |Servi|::e Type|H|:|st ‘Purt ]Interval ‘Timeuut ]Cl
1 Enabled aslertdispatcher hitp 2015.04.11 05:08:58 HTTP 127.0.0.1 80 120 5 3

| E nabled | gongle. cam | 2015.04.11 05:10:35 l F'ing | google. com

4 3

No working modem found. Refer to Modem Setup.for EITOr MESSAgE. Unknawn

"Service Type" refersto the type of Servicebeing monitored or the method of monitoring, e.g. Ping, HTTP.

Y ou can configure check intervals, timeout, and count failures, which isthetotal number of consecutivefailures
beforethe DOWN alarm is raised. "OK response keyword" refers to theresponsethat will indicate asuccessful
check response. "BAD response keyword" refersto theresponsethat will indicate afailed check response.

After thefirst alarm alert has been sent, you can optionally configure an escalation of the alarm alert to another
recipient (or to the first recipient) if the service does not recover within aspecified time period (minutes). The
escalation alarm alert can act as areminder message in case the recipient failsto take notice of thefirst dlarm
aert.

Notethat thisalarm escal ation feature isdifferent from theaddressbook escal ation setting which requires
acknowledgement by the recipient to stop further escal ation.
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. AlertDispatchery| Editing Manitoring, Id: 1 (23] (== =]
tMadem Se ¥ Enable Server Monitoring E SMS Setup |
Service] d Departments |
Service MName: Ialerhdispatd’1er http
Templatg
%lﬂ |§;| Service Type: IH'I'I'P VI
= Host: [127.0.0.1 Port: [80 = -
m Enable I = Interval | Timeout |Ci
1 Enabled
2 Enabled Interval, sec: |120 ﬂ [~ Use default Check HTTP response: IOK response keyword VI 120 5 3
Timeout, sec: IS ﬂ [ Use default OK HTTP response keyword: It [~ Use default
Count Failures: |3 jl [~ Use default BAD HTTP response keyword: I I~ Use default
Alert Recipients: ISyshEmAleriE | [~ Use system alert recipient
¥ Escalate alert to recipient ]naﬁﬂan | [~ Use system alert recipient
if service is still down after: |30 ﬂ mins.
[ Escalate alert to recipient ] | I~ Use system alert recipient:
f service is still down after another: IQD ﬁ mins.
Cancel Changes
™ 3
Mo working modem f Unknown
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8). Configure SNMP Trap Receiver Setup

AlertDispatcher will capture SNMP Traps (v1 and v2) sent to the built-in SNMP trap receiver (which listens at
the default port 162) and then formulate the alert message using the alert message template and the information
derived from the SNMPtrap. Thedert isthen sent to thelist of Email and SM S recipients defined in the setup

(default isno recipients).

Y ou can customize the template for the alert and configure AlertDispatcher to strip unnecessary text from the
message before it is sent. Y ou can also set AlertDispatcher to send asingle “digest alert” for SNMP traps
received within ashort interval so asto reduce the number of aerts.

{8 AlertDispatcher v5.0.0.0.509 (Evaluation - Trial Days Left:21) =]

Service | Messages | Send SMS /Email | Addresshook | Uzers and Departrients: |
Templates | Server Monitoring | Help/Registration |
Moder 5 etup | Instant Messaging [IM] Setup | System Setup Servers Setup [SMTRHTTP/SNMP] | Receive SM5 Setup |

[¥ Enable Trap Receiver

GeneraISetupl Seripk I

Trap Feceiver Port: [162 ill Fecipients: IPlease enter recipients _l
Alert Message template (First Half): Strip the fallowing keywards from the meszage [One line for each keyward)
For SHEP w1: Set to default | For SHP w2: Set to default | -
Text b strip from alert ;I

Timestamp: {Timestamp} d Timestamp:{Timestamp} d

Source:{Saurce} Source:{Source}

Generic:{Generic} Enterprize: {3 nmpT rap}

Specific:{Specifict Enterprise0escr {SnmpT rapD escription}

Enterprize: {E nterprize} Community: {Cammunite}

EnterpriseD escr:{E nterpriseD escription}

Commurity: {Commurity} j ﬂ ;I

Alert meszage template [Second Half: Set bo default |

[~ Enable alert digests for traps received.

SyzName:{speMame} -
SysContact {SysContact} Send an alert digest for, SHMP raps received witkin the following interval, secs |5 jl
SysLocation: {SysLocation}
SysDeser{spsDeser) ;I iz nurmber af SHIF traps per alert digest |3 j
Mate: {[¥ariableBindingsM ame]}] represents value of the variable IP throttle IGUU fl Meszages / Minute
bindings, e.q. f&lamMame]}, {[AlarmPaint]} =1
Apply settings |
| Unknown v

|No working medem found, Refer to Modem Setup for error message,

Note: The SNMP Trap Receiver featureisonly availablefor AlertDispatcher Corporate License (or higher).

Note: If WindowsFirewall isenabled, you must open port 162 in order for SNMP Trap interfaceto work. |If
Windows SNMP Trap serviceis installed and running, you need to either stop the service or change to another
port. For details, pleaserefer to the section * Setup considerationsfor API / Mail-to-SMS/ SNMP trap receiver

interface’ onthisguide.
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9). Loading your Contact List into Addressbook Groups, setup Duty Schedule,
Basic Escalation and Emergency Recall Notification

a). Addressbook Setup

AlertDispatcher allows you to create multiple groups of recipientswhich you can import from CSV (if you are
using Excel, you can saveto CSV format). Y ou can broadcast Alerts (SMS/Email) to groups with as many as
5000 recipients at atime.

Y ou can find asample group at C:\Program Files\AlertDispatcher\SampleGroup.csv. Modify to your own
values using spreadsheet software such asMS Excel. Click onthe Saveicon. Click ‘ Yes on the next prompt to
ensurethefileissaved in CSV format. Please do not attempt to use“ Save As’.

Note: Import/Export from CSV only works after registration (pleaserefer to ‘License Key Registration’). Each
group can only have up to 10,000 recipients. If you have more than 10,000 records, please split into multiple
CSV files. The Addressbook can store up to 200 groups and 50,000 recipients (acrossall groups).

g T ) 5 v+ = T S ——

Home Insert Page Layout Formulas Data Review View Developer Load Test Team
=% . Tl = 2 =] = = o s X AutoSur
B - Calibri ‘nca W] (B =] | SwepTer General - ijf‘ ﬁ‘?"ﬁ By - ;* E o
Paste B I U-~|ie- A= = =|& = M &C < - g ] Conditional  Format  Cell Insert Delete Format
- 7 | U [ | A || | = =|| || B Mege&iCenter - || I Formatting ~ as Table = Styles ~ - - - 2 Clear -
Clipboard Font (F] Alignment (F] Number (F] Styles Cells
| cs8 - £
A B C D E F G H | J K L
1 Name Type Phone Email Descriptior BirthDate Unsubscrik CustomFiel CustomFiel CustomFiel CustomFiel CustomFiel Ci
2 |JohnKhoo 0 34543500001 IT Manager 0100-01-0: 0
3 |MarySim 0 65465464444 mary@clicl Accountan' 0100-01-0; 0
4 |TimSong 0 45654654654 tim@clickndeploy.comr 0100-01-0: 0
5
6
7
2 |

1
@\\ HY-9 ); - - “Compﬁny.m-MichM‘ - -
| &

Home Insert Page Layout Formulas Data Review View Developer Load Test Team
= # Calibri 11 Y = = I 7
(& x| (B =] | SiwepTe General s FRET
I3_j - . C d'#l I F "j _C‘IIﬂ
aste B 7 U-|EH~||&d- A-|E = =|E E| BM &Center~ || § ~ % o |[%8 3% onditional  Format 2
- ¥ | U -l -l a7 | | M| i Merge & Center )| IRUIE Formatting = as Table = Styles -
Clipboard = Font [ Alignment [ Mumber [ Styles
| - £ | 45654654654
A B C D E F G H |
1 |Name Type Phone Email Descriptior BirthDate Unsubscrik CustomFiel CustomFiel Cus
2 JohnKhoo 0 34543500001 IT Manager 0100-01-0: 0
3 MarySim : . - - ]|
4 TimSong
5 Company.csy may contain features that are not compatible with Unicode Text. Do you want to keep the workbook in this
[ format?
6 I@) = To keep this forrmat, which leaves out any incompatible features, click Yes.
i « To preserve the features, click No. Then save a copy in the latest Excel format.
g = To see what might be lost, click Help.
g [ Yes ] [ Mo ] [ Help
10
11
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P~
Click onthe *Add Group’ button “’a'l to create anew group, e.g. IT. Click right on the newly created group
and select ‘Load Group fromCSV'.

" AlertDispatcher v5.0.0.0.462 (Evalustion - Trial Days Lefes8) = 5
Templates | Server Monitaring | Help/Registration |
Modem Setup | Inztant Meszaging [IM)] Setup | System Setup I Servers Setup [SMTP/HTTR/SHMP) I Feceive SMS Setup |
Service | Meszages | Send SkS/Email Addressbook | Users and Departments |
Gl |&| | (fieue 0] sa/ps|se) =2 PlH
Name |Ph|:|ne |Emai| |IM address! Birth Date | Description |Restric{TDDed Ro § cvstemileits: 1 iecipients

e =
& ioh.sim 12345678 johisim@clickn 110100 Main @‘ Add/Remowve Recipient

& Remaove Group

Remove Group and Recipients under the Group

EE Expand

FE Collapse

@ Load Group from CSW

@ Load Group from C5V (Do not override existing recipients)

H Save Group to C5V

= ’

SErVEr running 23(Average)

To test your newly created group, go to ‘ Send SMSEmail’ Tab, click on 5 to open the Addressbook selection
diaog. Youmay asoadd or remove recipients assigned to the group.
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i — — -
Editing Group ﬁ
Main  Pecipients l E zcalation/Emergency Mobilization]
| ¢]1-3ci3 » | M|
Name | Type | Phone | Email | BirthD ate | Description | Unsu... | CustomField1 | Cusztom
Ha Gopal Singh SMS E54E54E5E 1412000 no
14 John.Sim SMSEEmail 12348579 john.simé@... 1140100 ho
Fa Mary. The ShS 5EE783952 14140100 no
4 m ] »
o |

Alternative, you can a so enter the recipients manually using @ and then assign them to groups. Y ou can
definethe ‘Group Level Priority’ for individua recipients. This setting takes effect when sending to a group of
recipients with different priority. Therecipient with higher Group Level Priority will receivethe aertsfirst.

Y ou can also restrict arecipient or group to users from aspecific department. By default, only users under the
default ‘Main’ department are allowed to send to anewly created recipient or group. Newly created usersare
assignedtothe‘Main’ department.

Note: A user can be assigned to multiple departments and thus will have the right to send to recipientsand
groupsthat arerestricted to adl departments which the user has been assigned with.
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I “ . — | ——
Editing Recipient E— — M

Main | Custom Fields | Schedule I Escalation I

M arne: I Mary. The

Type: ISend SkS only LI

Phone: |556783952

Email: I

Alternative Phone/Emal(z): J
[For Emergency Mobilization[RSYP))

Group Level Priority lm
[within the group itzelf): 2

Restrict to Users fram Department: IMain ;I
Birth D ate: fod -
Description: I

[ Unsubscribed [Fecipient will not receive SM5)

[Mote: Recipient can unsubscnbe by sending UMSUB to SMSDispatcher)

Cancel |

Y ou can setup up to 8 Custom Merge Fieldsfor every recipient. To mergethe Custom Merge Field into your
messages, s mply type{ CustomFieldNo.} , e.g.{ CustomField5} for Custom Field 5.

. AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User)

SMTP Server Setup | HTTP Server Setup | SHHMP Trap Feceiver Setupl Templates | Help/Fegistration |
| iy | | |
Service | = = =
Editing Recipient M I
] ) ] 1.
&}‘lé &l K | 4 | Main  Custom Fields | Schedule | Escalation

Name | Phone | ] s . Fu
Mate: To "mailmerge" custom fields inta your message, insert %1 - %8

5 GopalSingh  E54E54656

Hang Kang -

n Custom Field 1: I

B May The 556789352 Ching
Custom Field 2:

Custom Field 3

Custom Field 4

Custom Field &

Custom Field &

Custom Field 7:

Custom Field &

Ok Cancel
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Y ou can define the duty schedule for the recipient on aweekly basis. Alerts will not be sent to recipientsthat are

off duty.

Editing Recipient

s

Main ] Custom Fields  Schedule l Escalation]

Midnight B AM
[ | |

Midnight

tonday

Tuesday

Wednesday IIIIIIIIIIIIIIIII

Thursday
Friday

[¥ Activate Schedule

Saturday

Sunday

onduy |[BiBwy | [sa <l <o <]
O Doty - |SU”1 ﬂ |23 ﬂ |45 ﬂ

Cancel

b). Basic Escalation Setup

i). Overview

Y ou can enable ‘Basic Escalation’ for specific addressbook groups and also for individual recipients. If Basic
escalation is enabled for agroup, all messages sent to the group must be acknowledged. Any one of the

reci pients can acknowledge on behalf of the entire recipient group. Thisisdone by sending an SMS or Email
reply or by clicking on an acknowledgement link embedded in email.

If no one acknowledges, you can configure AlertDispatcher to escal ate the message to another recipient, resend
to the same recipient or call arecipient phone (cellular/fixed ling). Up to 10 escalation levels can be configured.
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| Editing Group -

bl aif | Fecipients  Escalation/Emergency Recall Maotification

[ Enable Escalation/Emergency Recall Motification

{+ Baszic Ezcalation: If none of the recipientz have acknowledged within:

i s I i ) 2oy

|‘|5— ming, |escalate bo: ﬂ |michael.smith ﬂ
et |-|5— i ecalate tor: | j
est |-|5— i callphnne tll picku o | ﬂ
E |'|5— ming, |escalate tar J | J j
Mext |'|5 j mins, | escalate ba: B ﬂ
Mest I—: ming, |escalate to: ﬂ | j
et l—: mins, |escalate ka: ﬂ | ﬂ
Mext l_: ming, |escalate to: J | j
et I—: mins, |escalate ka: J | j
et l_: miiris, |esc:a|ate ka: J | j

[ Append acknowledgement link to SMS zent to recipients

v Append acknowledgement link to Email zent to recipients

[ Acknowledging any message will acknowledge all messages sent to recipient

acknowledgement footnote: |.f-‘~EK: Reply {CODE} + msg
[ DoMOT ezcalate meszage if meszage containg ANY of the following keywaords:
|retum to normal, back to normal, recovered, nomal
[v Motify everyone that haz been contacted whenewver anpone makes ah acknowledgement or makes a subsaguent comment
[v Continue sending unzent Dispatch mezsages after receipt of acknowledarent
Ok Cancel

Recipients can a so add personal comments which would be forwarded by AlertDispatcher to other recipients.
Theacknowledgment footnoteisconfigurable and can be disabled.

If " Acknowl edging any message will acknowledge all messages sent to therecipient” setting isenable, a
recipient can acknowledge all messages by acknowledging anyone of the escal ation messagesreceived. This
makesit more convenient for the recipient but the downside iswe can't ensure that the recipient has actually
received or read all the messages.

Y ou can exempt specific messages bearing certain keywordsfrom the acknowledgement requirement by
indicating them under the "Do NOT escal ate messages if message contains ANY of the following keywords'.
Thissetting isuseful for situationsin which you do not want to escal ate the message.
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Editing Group _

" Main | Fecipients Escalation/Emergency Recall Hotification |

|+ Enable Escalation/Emergency Recall Matification

* Basic Escalation: If none of the recipients have acknowledged within:

" Emergency Recall Motification: [F there iz ANY recipient that has not acknowledged within:

|5 ﬂ minz, Iescalate to:

Mest |15 ﬁ mins, Iescalate b - Giroups —
=l i . CriticaldlarmsGrou
Next |15 = mins, Iescalate to: " Recipients — P
Mext |15 ﬁ ming, Iescalate b dam |
Mest |15 %I ming, Iescalate b hd

Mewxt |15

=i
=1
=1
Next [15 :II mins, Iescalatetu:
=
B
=
=1

iz, Iescalate tor

Ll L L e L] Lo

=l =

| ~

Mext |15— = I j
Mest |15 ming, Iescalate b I j
Mext |15—ﬂ miris, Iescalate b j I j

v Allow recipiznt to acknowledaecomment by replying to ermail, Setup Escalation Ack POP3 Server |
[~ Append acknowledgement link b Email sent to recipients

iz, Iescalate tor

LefLe]

[~ Acknowledaing any message will acknowledge all meszages sent to recipient

Acknowledgement foothote: I."—'«EK: Reply {CODE} + msg

[~ Do MOT escalate message if message containg &MY of the following kepwords:

Iretum to niormal, back to nomal, recovered, nomal

v Matify everyone that has been contacted whenever anyone makes an acknowledoement or makes a subsequent comment
v Continue sending unzent Dispatch messages after receipt of acknowledgment

x|

Ok Cancel

ii). Acknowledging by SMS reply

Reci pients can acknowledge escal ation messages sent viaSM S by replying to the SMS. The recipient can
acknowledge multiple messages (commaseparated) inone SM S, e.g. A123, A456, A678.

Call Contact Info

less
7 Apr, 2014 11:33 AM

( [NEW ID:215 11:33:18]
This is an important alert!

To ack or broadcast
comment, pls reply A521
| followed by comments. |

A521 roger!
([ACK ID:215 11:33:18]
george(+6590621305)
acknowledged at 07-04- (>)
2014 11:35:37 -
| Comment: roger! )

©c P s=vc )
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Recipients can acknowledge escal ation messages sent through email by replying to email if " Allow recipientsto

acknowledge/comment by replying to email” setting is enabled, and the POP3 Server credential iscorrectly

configured using the " Setup Escalation Ack POP3 Server" button.

e G .
L [Mermee— o1

"Main I Recipisnts Escalation/E

[+ Enable Escalation/Emergs

f+ Basic Escalation: If r FOP3 Server

" Emergency Recall N

REN
REN
REN
REN
Mext
Mext
Mext
Mext
Mext

FOF3 Port
FOP3 Email addresz(Sender]
POF3 Usemame:

Check Interal

T

POF3 Password:

: Ipop.gmail.com
- 995

: Ipop3@clickndeplny. com j'
- Ipop3@clickndeplny. cam| j'
Ixmmmmmmx VI

:|5

1

1

Ok | Cancel | jv

|15 3 TIPS, |escalate fa:

v Allovs recipient to acknowledge/comment by
¥ fppend acknowledgement link to Email sent

=1 a—

replying to email. | | Setup Ezcalation Ack POF3 Server I I

to recipients

[¥ Acknowledging any meszage will acknowledge all messages sent bo recipient

Acknowledgement footnote: IﬁCKZ Reply Ok

[~ DoMNOT escalate meszage if message containg AMNY of the following kewsords:
|return to normal, back to narmal, recovered, nomal

[v Motify evervone that has been contacted whenever anyone makes an acknowledgement or makes a subzequent comment
[¥ Continue sending unsent Dispatch messages after receipt of acknowledgment

x|

Ok Cancel

If the POP3 Server credential isincorrectly, thefollowing error will be shown:
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nnlertDispatcher Enterprise ¥5.0.0.0.510 {Authorized User: Click And Deploy) MaxRecipients: 20)

Modem Setup | Instant Meszaging (1] S etup | System Setup | Servers Setup [SMTPAHTTR/SHRP) | Feceive SMS Setup |
Templates | Server Monitoring Automation Setup | Help/Fegistration |
Service | Meszages | Send SMS /Email | Addreszbook. | Users and Departments |
Server Status: . Skart | Stop | Restart | Emergency Pause | Modem Signal: IEDM22 vl Operator: Singtel [H5PA 3.5G)
Server running d :a [lllllllllllll---- l
¢ Dispatcher
Expaciting your wovkforee
_I Open Log Folder | -
User: Iadmlnlstrator Pagsword; | ¥ Save passward Ealis S Mag |1 27.0.01 j Pt |5555 jl & ez et |

[2015_03_ - 2. 2E. iopatohert bl BA PR T PRNTREY.TY
205,08 2) 10:21:35:468 [!] Escalation Ack POP3 server pop.gmail com not available. Error-ERR [SYS/TEMP] Temporary spstem problem. Please try again later. z019mbd2654101 ?ieﬂ
201508, 2Pk b0 b gina initializad [Euild B10)

2015.08.27 10:21:24:531 Vendor:ClickMDeplay

2015.08.27 10:21:24:531 Hardwarel D: 737465CF -FO7C

2015.08.27 10:21:24:531 AlertDispatcher Enterprize +5.0.0.0.503 [Authorized User:Click And Deploy]
2015.08.27 10:21:24:531 ServerMonitoring: Dizabled

2015.08.27 10:21:24:531 LicenseExpin:0

2015.08.27 10:21:24:531 MaxEmergencyR ecipients: 20

2016.08.27 10:21:24:531 MaxModernMurn: 8

2015.08.27 10:21:24:531 g¥endorE mail

2015.08.27 10:21:24.531 #vendor: ClickNDeploy

2015.08.27 10:21:24:531 sRegisteredM ame: Click And Deploy

Server running 13{Poor)

iv). AcknowledgingviaAlertDispatcher Client Console

A PC operator can acknowledge any or all escal ation messages on behalf of recipientson the AlertDispatcher
client interface as shown in the next screen capture. Thisisuseful if therecipient isin front of aPC.

Other than acknowledging through SM S, an operator can aso acknowledge escal ation messagesusing the

AlertDispatcher GUI client as shown below. No acknowledgement confirmationwill be sent to recipientswhen
escal ation messages are acknowledged viathe AlertDispatcher GUI client.
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. AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) ==
Templates | Server Monitaring | Help/Registration I
Modem Setup I Ingtant Messaging [IM] Setup I System Setup | Servers Setup [SMTP/HTTRASHMP) | Feceive SMS Setup |
Service Messages | Send SMS/Email I Addressbook | Usgers and Departments l
\%1\31‘9 ?‘ \nf__:)u Acknowledge all messages &@ Delete all pending messages |1 from 1. Today sent: 0. Today received: 0 v ‘Word wrap Limit 500 ﬁ

StartDateTimi~= |Type INFOUT |Recipient

536

\QF.D Acknowledge selected message

:\nf,_:;l)l Acknowledge all messages

Copy (Ctrl-C)

% Reply to selected messages

ﬁ Resend Message

Delete selected messages
Delete listed messages

&@ Delete all pending messages

&9 Delete all processed messages

™| r

|Server running | 22(Average)

5 AREICIE]

nfﬁﬂ

iv). Acknowledging via link embedded in email

Reci pients can acknowl edge escal ation messagesby clicking on the acknowledgement link embedded in the
email. Before the acknowledgement link canwork, you will need to setup the acknowledgement link URL and
ensurethat the URL canresolveto AlertDispatcher HTTP Server (port 80 by default).

The default URL is"http://localhost” which isuseful only for testing purpose asit will only work on the
AlertDispatcher machine and won't work if you are connecting over the Internet, e.g. from your Smartphone.
For actual usage, you will need to configure an Internet accessible URL, usually adomain or sub-domain or
fixed | P addressthat resolvesto your AlertDispatcher server.

If you're using abroadband router that has Dynamic DNS feature, you can useit to create ahostname for your
URL and use port forwarding (or virtual server) featureto direct HT TP traffic to your AlertDispatcher machine.
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*. AlertDispatcher Corporate v5.0.0.0.458 (Authorized User: 1)) E”E@
Service | Meszages j Send SMS5/Email | Addrezzhook ] Uszers and Departments ]
Templates ] Help/Regiztration |
Modem Setup ] Instant Messaging [IM] Setup | System Setup Servers Setup [SMTPHTTR/SHMP) l Feceive SMS Setup l

SMTP Server Setup  HTTP Server Setup | SMMP Trap Receiver Setup ]

[+ Enable HTTP Server
[~ TCPAP address access restictions

[T Authenticate against L zers database By default, all computers will be: T & Granted access

HTTP Server Part: ]81 ﬁ
13Ma0e Lz Except those listed below: |‘E| " Denied access

Acocess | IP address [Subnet mask) | Add
S5L Password: Delete

Froperties

[~ Automatically disable HTTP Server on server failure or when no
modems are working [For client side failover to alternative server]

IP thrattle |00 j‘l Meszages / Minute

| Acknowledgement URL: [ittp://demo.clickndeploy.com |

Apply settings

The URL "http://demo.clickndeploy.com" resolvesto AlertDispatcher server asshown inthe next 2 screen
captures.

£ Primary [ ] v

[NEW ID:277 00:52:32] This is an

emergency alert!

AlertDispatcher ,
tome

0 minutes ago Details

[NEW ID:277 00:52:32] This is an emergency
alert!

Click this link to acknowledge or leave
comment.

Sent from AlertDispatcher v4.5.0.0.407 -
Licensed User:testing (backup)
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Gmail ).clickndeploy.cor = @

Escalation 1D:277 00:52:32

From:
Ta:

Time:

Message:

e

administrator
testgroup
2014-12-25 00:52:32

[NEW ID:277 00:52:32] This is an emergency
alert!

-a
href=_http://demo.clickndeploy.com:88/ack.htm?
did=2778code=298&oid=1268&rid=126_-Click this
link-/a- to acknowledge or leave comment.

Acknowledge Escalation Now! )

Send Comment to Sender
(Please do not include comments unless necessary):

Copyright 2015 Click And Deploy (Pte. Ltd.)

Note: If your AlertDispatcher islocated on a LAN behind your Internet router, you will need to setup your
Internet router to forward requeststo port 80 (or whichever port you have configured) to your AlertDispatcher
Server. If you don't have astatic | P address, you will need to use aDynamic | P address service. For more
information on how to setup, please contact your company network administrator.

To know if you have configured your router correctly, you should be ableto accessthe following page by
accessing your Acknowledgement URL .

AlertDispatcher - Emergency Alert System

I demo.clickndeploy.corn & I I

Hacarospateher

User Name:

L

(CLogin as SYSADMIN
(Manage Server)

-+

Password:
L

35ave password

Click here to download
AlertDispatcher Client
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b). Emergency Recall Notification Setup

Other than ‘Basic Escalation’, you can also enable * Emergency Recall Notification' (only availablefor
Enterprise License) for Groups. While any one of the recipients of a Basic Escalation can acknowledgeto stop

further escalation, Emergency Recall requires every recipient of the message to acknowledge. Recipientscan

acknowledge by sending an SMS or Email reply or by clicking on an acknowledgement link.

It any recipient does not acknowledge within the configured period of time, the message isescalated using

several optionswhichincludes'resend to recipientsthat have yet to acknowledge”, "call phone of recipients,

that have yet to acknowledge, for 6 seconds’, "resend to alternative contacts of recipientsthat have yet to

acknowledge", etc.

The settingsfor Emergency Recall issimilar to Basic Escalation.

Editing Group

" Main | Fecipients Escalation/Emergency Recall Matification |

v Enable Ezcalation/Emergency Recall Natification

{~ Basic Ezcalation: If none of the recipients have acknowledged within:

{+ Emergency Recall Motification: If there is AN'Y recipient that has not acknowledged within:

I et
M ext
Mext
I et
et
MHext
M ext
Mest
I et

5

=

—
—

.

—
—

=
=
=
=
=
=
=
=
=
=
=
=

i,

ik,

minz,
ming,

minz,

MinS

. ezcalate to Iring phione of recipients, that have yet to acknowledae, for B secaonds

. ezcalate to Iring phone of altermative contact of recipients that have yet to acknowledge, for B seconds

escalate to Iresend to recipients that have yet to acknowledge

ezcalate to Iu:all phone of recipientz that have yet to acknowledged

eszcalate to Iresend to alternative contact of recipients that have yet to acknowledge

ezcalate to |$en|:| report to zender

Lef Ll Lef Lo Lef e Lef Lef e Lo

mikg, escalate to Iring phone of recipients, that have yet to acknowledge, for B seconds
IE_ﬁ ming, escalate to I
|5—i|| mirg, escalate to I
] j ming, ezcalate to I
[~ Allow recipient o acknowledge,comment by replying to email. Sefup Escalation Ack FORSSemver |

[~ Append acknowledgemnent link ta Emaill sent bo recipients

v Acknowledaing any message will acknowledge all messages sent to recipient

Acknowledgement footnate: I.-’-"J:K: Feply Ok

Alternative contact header: I"UHGENT:F’IS help forward this mzq ta {Fecipientt amel({F ecipientPhone !

v Require send confirmation for Emergency Recall Motification messages received from user via SMS ar Email
v Forward all comments made by recipients to the sender
[v [onot send message header, e.g. [NEWw [D:276 21:22:24]

Copyright 2015 Click And Deploy (Pte. Ltd.)

Ok Cancel

61



AlertDispatcher Quick Start Guide

10). Configure Message Templates

Copyright 2015 Click And Deploy (Pte. Ltd.)

Y ou can create and configure message templates using the * Templates' tab on AlertDispatcher Client.

Messagetemplates are restricted to Usersfrom a specific department (main’ department by default).

If you create anew department, e.g. ‘1T’ , and create atemplate that is restricted to this new department, users
assigned to only ‘main’ department will not be able to accessthistemplate.

Tip: If youwant atemplateto be accessible by all users, simply restrict thetemplateto ‘main’ department. As
all usersare assigned to the default ‘main’ department, so M essage templatesassigned to ‘main’ are accessible

by all users.
%, AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) (=& =]
Service l Messages ] Send SMS/Email ] Addrezzhook | Uszers and Departments ]
Modem Setup ] Instant Messaging [IM] Setup ] System Setup ] Servers Setup [SMTR/HTTR/SHMP] ] Feceive SMS Setup ]
Templates ] Server Moritoring ] Help/Flegistration ]
q=28(= Mew Template
N p

¥ Enable Templete

Name ’Enabled Text

Mame:  |Firedhil

Test: | Thisis a fire drilll

4

Characters: 21

Femarks:

Fiestrict to Uzers from Department: | b ain

Cancel ‘

ted By ’Lﬁst Edited Timi

SENVEr running

20(Below Average)

Templatesare accessiblefrom both the * Send SMSEmail’ tab and the web portal.
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=l 1“' @

Feceive SMS Setup |

Userz and Departments |

[ )
A
Modem Setup | Instant Messaging [IM] Setup | Spstem Setup | Servers Setup [SMTPAHTTR/SMMP) |
Templates | Server Monitoring | Help/Registration |
Service | Messages Send SMS /Email | Addressbook |
Recipients:
|a0163856

J Send |

Subject [Required for e-mail): I

PFricrity: INormaI VI

Meszzage Body [Required):

Tupe: IAII - l

Modem port: Iauto vl Department: IMain

j I Custom Field1 LI Ingert |

[~ Send amessage at: I 441142015 LI I 3:05:19 Ak —jl Select Template: Firedrill VI I Use Templatel

This iz an important kest message

Characters: 33

|Server running

e TR, T W

[ 21{Below Average)

@|@ http://localhost/

p-E2ex " & AlertDispatcher - Test ... X

R ———

{ad 2 0

¢ALE”TU'5'?§£S’J.E-5mAIertDispatcher - Test User Alert System

User: administrator Logout

2 12012-10-15 13:58:12

[~]| Add Recipieni | Update Recipients

[-] Insert

Custom Field1

[=] I Use Template] [ Update Templates ]

Send SMS/Email
Recipients:
Subject (for email): Select Recipient
Select Template: | Fire Drill
Message Body:
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11). Configure Receive SMS Setup (Forward to Addressbook / Forward to Email
| Execute SQL / Send HTTP GET request / Execute DOS Command)

AlertDispatcher allows you to forward to addressbook, forward SMSreceived to Email, execute an SQL
command, send an HTTP GET request and execute aDOS Command on receiving an SMS. Y ou can
enabl e/disable each feature individually.

a). Forward to Addressbook

Enabling ‘ Forward to Addressbook’ featureallowsusersand addressbook recipientsto forward/broadcast their
SM Sto addressbook recipients and groups. Y ou have the option to restrict this feature to users only.

° AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) == =
Templates | Server Monitaring | Help/Fegistration |
Service l Messages l Send SMS/Email Addreszshook . Uzers and Departments |
Madem Setup | Instant Meszaging [IM] Setup | System Setup | Servers Setup [SMTP/HTTRASNMP) Receive SMS Setup |

Fonward to Addressbook | Forward to Email] Execute SQL] Execute HTTP GET | Execute DOS Command ] Alert Uszers [Buzzer/Balloon] ]
[v Enable forward to Addressbook [Restricted to Users and Addressbook Recipients]

Fonward received messages with the keyword  |send to Addresszbook, recipient/group that follows the kewword
[uze commma delimiter if mare thah ohe recipient]

Example:

Uzer &dmin zends to Server:
"zend operations, sales, technical Al staff to report to work in 1 hour's time"

Server zend to Operations, Sales, Technical :
VAl staff ta report to work in 1 hour's time
Fron: Adrnin [36612345) at 2012-01-20 16:20:11"

™ Restrict function to Uszers anly

v &ppend original zender to forwarded message

Server running 20(Below Average)

Note: Using the ‘ Restrict to Usersfrom Department’ setting under Edit Recipient/Group, you can further restrict
usersfrom only a specific department to have theright to send to aparticular group or recipient.
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'Editing Recipient S . ﬁ

Main ]Eustom Fields | Schedule | Escalation |

Mame: |Mary.The

Type: |Send SMS only j

Phone: |556759352

Ermail: |

Alternative Phone/E malls): J
[For Emergency Mobilization[RSYP])

Group Level Priority ’m
within the group its_elf]: 9
| Fiestrict to Uzers from D epartrent: |Main d I

Birth Date: £ -

Description: |

[ Ursubscribed [Recipient will not receive SMS)

[Mote: Recipient can unsubscribe by sending UMSUE ta SMSDizpatcher)

Cancel

b). Forward to Email

Y ou need to configure Alerts’/Email Setup before you can enable ‘ Forward to Email’ feature (see the section
‘Configure Systemand Alerts Setup’). Ensurethat the SMTP configuration you useisworking using the Test
Alert Email button; otherwise thisfeature will not work. The status of the test Alert Email will be displayed in
the Messagestab.

AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) = e
Templates | Server Monitoring | Help/Registration ]
Service l Mezzages l Send SMS/Email l Addresshook . Users and Departments |
Modem Setup | Instant Messaging (IM] Setup l Systemn Setup l Servers Setup [SMTP/HTTRASHMP) Receive SMS Setup |

[¥ Enable Recaive SMS

Forward to Addressbook | E=ecute SGL | Execute HTTP GET ] Execute DOS Eommand] Alert Users [Buzzer.-"BaIIoon]]

[ Enable fonward to Email First Search Phonebook. for:
Iv¥ Phonebook Recipient/Group that matches the SMS Keyword within first ]4_ﬁ words of received SMS5
[Email Address must be configured for that recipient or group]
If ha match is found or Phonebook search iz not enabled, then:
Iv Forward to the Email-to-5MS sender that contacted the sender of the received SMS in the last 2 days
If still no match found, or the above search options are not enabled, then fonward to:

v Admin Email Address

E-mail address 1: ]

E-mail address 2

I
E-mail address 3 ]
I

E-mail address 4:

Apply settings

Server running 20{Below Average)
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AlertDispatcher will first search the Addressbook for namesthat match akeyword inthefirst X (default four)
words of the received SMS.

For example, if the SMS messageis*“Tom, please come here” , a copy of the SMSwill be forwarded to his
Email address as defined in the Addressbook (see below screen capture). AlertDispatcher isintelligent enough
to detect ‘tom’ within the first few words of the SMS.

Notethat if you include the surnamein the recipient name, e.g. ‘tomsawyer’, the keyword will be ‘tom sawyer’,
e.g. “Tomsawyer, please come here”.

Adding Recipient lﬁj

Main lCustom Fields] Schedule] Escalation]

MName: |t0m

Type: | Send both 5MS / Email -

Phone:  [123456755

Email: |t0m@clickndeplo_l,l.con‘l

Birth D ate: rod A
Description: |
Pricrity: 2 A

[ Unsubscrbed [Recipient will not receive SMS)
[Mote: Fiecipient can unsubscribe by sending UNSUB to SMSDispatcher)

Ok | Cancel |

If no match isfound within the Addressbook, AlertDispatcher will then search the Message log for Email-to-
SM S usersthat have contacted the sender of the received SMS within the last 2 days. By comparing the
contents of SM S sent and received, particularly names addressed in the messages, AlertDispatcher will forward
the SMSreceived to the Email-to-SM S user who isthe most likely intended recipient for the SMSreply. If a
good match cannot be determined, AlertDispatcher will forward the SMSto al Email-to-SM S users that had
contacted the sender within thelast 2 days.

Last, if no matchesare found, AlertDispatcher will (only then) forward the SMSto the Admin Email Address—
as configured under Alerts’/Email Setup and up to 4 unique Email addresses.

c). Execute SQL

AlertDispatcher also allows you to execute an SQL query based on the SM Sreceived by the modem.
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%, AlertDispatcher v5.0.0.0 462 (Evaluation - Trial Days Left:59) (=& =]
Templates | Server Monitoring Help/Fegistration |
Service l Messages Send SMS/Email l Addreszshook Uzers and Departments |
Modem Setup | Instant Meszaging (IM] Setup System Setup l Servers Setup [SMTR/HTTPASHNMP) Receive SMS Setup |
[v¥ Enable Recsive SMS
Forward to Addressbook, | Forward to Email - Execute SAL | Execute HTTF GET | Execute DOS Command ] Alert Users (Buzzer/Balloon) ]
¥ Enable execute SOL S0L Template:
IMSERT INTO INCOMIMGLOG ([Mumber].[FKewword] [Meszage].[MessageFart],

[~ SMS SOL result back to sender (D atetime] [Riecipient] YALUES

Protacol |ado _J [INFAKEYWORDY MY M1 F {TIMESTAMP}. INAME )

Charset:  |Unicode (UTF-g) |

SOL Data column delimiter: |{5F‘ACE}
: |APls\Receive to DBtest mdb
Database: ~ |APIs\Receive to DBMestm SOL Data row delimiter. |{CaniageReturnHLineFeed)
Server 11 27.001
Part: ]U :J SOL test data [SMS text):
Test SOL Message.
User: |
Fess o | SOL test recipient [SMS phone number]: |
Connection properties: timeout=10
Apply settings
Server running 19(Below Average)

Thefollowing examplewill executethefollowing SQL statement against the M SSQL Server mypc/sglexpress.

INSERT INTOINCOMINGLOG ([Number],[K eyword] [ M essage],[M essagePart1] [ Datetime] [ Recipient])
VALUES({N}'{KEYWORD}'{M}'{M1}"{TIMESTAMP} ' {NAME}")

{N} represents the mobile number of the sender.

{KEYWORDY} representsthefirst section of the SMISmessage delimited by the first instance of the data delimiter
which is{SPACE} by default. You can also use asterisk (please usethe original * symbol in the setting), hex or

any other symbol.

{M} representsthe entire SMSmessageincluding the keyword.

{M1} representsthe second section of the SMISmessage after thefirst delimiter and before the second delimiter.

{NAME} representsthe Addressbook entry of the sender.

For example, if the SMSmessageis“ How areyou?” by “Tom” from hismobile phone number
“+44123456789", thefollowing SQL query will be executed by AlertDispatcher:

INSERT INTOINCOMINGL OG ([Number],[Keyword],[ Message] ,| M essagePart1] [ Datetime] ,[ Reci pient])
VALUES('+44123456789', 'How' , ‘How areyou ', 'are' , '2010-01-01 00:00:01', ' Tom’ )

If the SQL execution returns aresult asisthe case of a SELECT statement, you can send the result back to
sender by enabling “ SM S SQL result back to sender”.
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d). Send HTTP GET request

AlertDispatcher also alowsyouto send an HTTP GET requests based on the SM Sreceived by the modem.

%, AlertDispatcherv5.0.0.0.462 (Evaluation - Trial Days Left:59) (=& ][=]
Service l Meszages l Send SMS/Email l Addressbaook | Uszers and Departments |
Templates | Server Monitoring | Help/Registration | )
tadem Setup | Instant Mezsaging [IM] Setup l System Setup | Servers Setup [SMTPHTTRASHMP) Receive SMS Setup |

J¢ Enable Receive SMS

Forward to Addressbook | Forward to Email | Execute SAL  Executs HTTP GET . Execute DOS Command] Alert Users [Buzzer.-"BaIIoon]]

[¥ Enable execute HTTP GET

URL: |http:.-".-"Ioc:alhost.-"sendsms?N ={KEYWORD M= My 0dF rom & 3aiN {INAME]

W SM5 HTTF GET result back to sender Data delimiter: |{5F'ﬁCE}

HTTP GET test data [SMS test]:
Test HTTP Meszage.

HTTF GET test recipient [SMS phone number]:|

Apply zettings

Mo working modem found. Refer to Modemn Setup for error message. Unknown

Thefollowing examplewill issuethefollowing HTTP GET request, which will forward SM Sreceived by
AlertDispatcher back to the built-in HTTP Server (SMSloop back). The KEY WORD of the SM Sreceived
would bethe assigned recipient.

SMSMessage: 9123456789 test sms
From Phone Number: 812345678

URL setting: http://localhost/sendsms?N={ KEYWORD} & M={M}%0dFrom%3a{ N} ({ NAME})

Where,

{N} representsthe mobile number of the sender.

{KEYWORDY} representsthefirst section of the SMISmessage delimited by thefirst instance of the SQL data
delimiter which is{SPACE} by default. You can also use asterisk (please usethe original * symbol inthe
setting), hex or any other symbol.

{M} representsthe entire SMSmessage including the keyword.

{M1} representsthe second section of the SMISmessage after thefirst delimiter and before the second delimiter.

Hence,

{KEYWORD} = 912345678
{M} = 912345678 test sms
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{M1} = test
{N} = 812345678
{NAME} = tom

Actual HTTP GET Request:
http://local host/sendsms?N=912345678& M=912345678%20test%20sms%0dFrom%3a812345678(tom)

If successful, it will send the message “ 912345678 test sms From:812345678(tom)” to “912345678" .

If “SVISHTTP GET result back to sender’ isenabled, the HTTP response would be sent back to the sender.

e). Execute DOS Command

AlertDispatcher also alowsyou to execute a DOS Command and return the result back to the sender. Thegiven
exampl e executes runcmd.bat provided in theinstallation.

. AlentDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) [ |
Service l Meszages l Send SMS/Email l Addressbook, | Users and Departments |
Templates | Server Monitoring | Help/Fegistration | )
Modem Setup | Instant Meszaging [IM] Setup l Syztem Setup | Servers Setup [SMTPHTTR/SHMP] Recsive SMS Setup |

[v Enable Receive SMS

Fonward to Addressbook | Fonward to Email | Execute SOL ] Erecute HTTP GET  Execute DOS Command | Alert Users [Buzzer/Balloon) ]

[v Enable execute DOS Command

[~ 5M5 D05 Command result back to sender

DOS Command: [*{ProgramPath} WA PlssRunCMDSruncmd bt (N} KEYWORD} M1} M2} (M3}

D05 Command test data [SHS text):

D05 Command test recipient [SMS phone number]: |

Apply zettings

Mo working modem found. Refer to Modem Setup for error message. Unknown

Please refer to Appendix C — FAQ and Tips.

If you are still facing problems, send a detailed description of theissue you arefacing along with thelog files
located in C:\Program Files\AlertDispatcher\Log to your vendor.

Y ou may also refer to Appendix B - Troubleshooting Checklist.
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11). Configure Reports

If you're using the Corporate License (or higher), you can configure AlertDispatcher to send
daily/monthly/yearly reports containing usage statisticsviaSM Sor Email. A message export can be optionally
attached to Email reports. From v4.5, usage reports will be breakdown by users, by departments (of users) and
by modem (for SMYS).

AlertDispatcher v5.0.0.0.462 (Evaluation - Trial Days Left:59) =l e
Service l Messages l Send SMS/Email l Addressbook 1 Users and Departments |
Templates | Server Monitoring l Help/Registration |
Modem Setup | Inztant Messaging (IM)] Setup System Setup l Servers Setup [SMTRHTTR/SHMP) ] Receive SMS5 Setup l

General | System Alerts /Email Setup | Modems | Outgoing Message Filker | AletGateway Setup  Reporting 1 High & ailability |

¥ Enable Email/SMS Reparting

E-mail Repart Recipients: |

5SS Report Recipients: |

[T A&ttach message export to Email Report Test Reportz

Feport Duratior
™ Send daily reports
[ Send monthly reports

[~ Send yearly reporte

Apply zettings

Mo working modem found. Refer to Modem Setup for error message. Unknown

Here' s an example of an Email report.

= Subject: [COMPAQSERVER] Daily Report generated for 07 04, 2011, Period: 2011-07-04 00:00:00 to 2011-07-04 23:59:59

From: AlertDispatcher <AlertDispatcher@ismsgateway.com >

Reply-To: AlertDispatcher@ismsagateway.com
Date: 7/5/2011 12:00 AM
To:

[CCMPAQSERVER] Daily Report generated for July 4, 2011, Period: 2011-07-04 00:00:00 to 2011-07-04 23:59:59

5MS5 Statistics

1). Number of 5MS successfully sent: 5

2). ACTUAL number of S5MS5 successfully sent: 5
3). Number of SMS that failed to send: 37

4) . Humber of SMS received: 4

Email Statistics
1). Number of Emails successfully sent: 1

2). Humber of Emails that failed to send: 0

Please refer to C5V attachment for the SM5 log.
Hote: For item 1 of SM5 Statistics, a long or concatenated SM5 is treated as one SMS3.

Sent from AlertDispatcher w1.5.0.0 - Licensed User:UNLICENSED - TESTING USE CHNLY

report_2011_07..4_23_59 59:zip
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3. License Registration using Activation Code

Onceyou have successfully setup and configured your AlertDispatcher installation, the softwarewill work fully
for 60 days until you registered your software.

Toregister, run AlertDispatcher Client, and click on the ‘ Register Software’ button on the splash screen.
Alternatively, you can launch AlertDispatcher Client and navigateto the " Help/Registration” Tab on the main

page.

ClickNDeploy ’

Alertdispatcher

Copyright 2009 Click And D
All rights reservad. SMSDIs

w (Pte. Ltd.] and its licensars

her, SMSDispatcher logo and Chck And Deploy are :

marks of Click And Deploy (Pte.Ltd.), Other marks are | Register Software
the properties of their respective owners.

tradararks of registered t

You may register vialnternet orviaSMS.

1). Register via SMS

If you do not have accessto Internet connection, you may try to register via SM S by ticking the checkbox
“Register viaSMS'. If you arenot abletotick "Register viaSMS", please ensure you have configured amodem
and inserted aworking SIM card and restart AlertDispatcher service. Y ou may send atest SMSto verify your
configuration is correct.

Alternatively, you can perform Internet activation by copying theregistration link generated on the
AlertDispatcher server (which does not have Internet) to another machinewith Internet connection (for example
your laptop). Warning: Y ou must not generate the registration link on your laptop as the key will fail to work
asitisfor your laptop and not for AlertDispatcher server.

*. Register Software ==y X

Click on this button to register or upgrade your license.

Registervia Intarnet Feguirement: Software activation code (you can either find it inyaur
COROM package or obtain it from yourwendar)

[v Pegistervia SMS

Activation Code: |CNDSG—2ATU2R4t
Organization Name: |CIickAnd Deploy Pte Lid Activate via SMS
Contact Person: |MichaeITan

Contact Ferson Email: |michael.tan@clickndeploy.c0m|
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2). Register via Internet

After clicking "Register vialnternet”, the following website will load. Enter your license Activation Code

whichisintheformat "CNDSG-zZATUZR4t". Note: "CNDSG-zATUZRA4t" isonly an example, please do not use

this code.

The Activation Code can be found on your CDROM or the Email sent to you after you have made your order. If
you do not have this code, please contact your software vendor. The software codewill be sent to you by Email.

Please check your spam folder if you cannot find your activation Email.

The Activation Code isunique to your machine; please do not use it to register multiple machines asit may

cause the Activation Code to be voided.

o

http://

A Cli_tknderll... jo) '_Q ||On|ine Registration [ {% Y “::1:::‘

Online Registration

Please enter the Activation Code which you received after you
made your purchase. If you have previously registered, but lost
vour activation code, you can request for your activation code by
e-mail - click here

***Note:

Your software is licensed on a per installation basis - vou must
use a Unique Activation Code for each installation you wish to
register. As all registered machines are recorded nside our

registration database, please do not activate the software if you
intend to deploy on another machine subsequently.

Activation key [CNDSG-zATUZR4t \

After you have applied downloaded the registration key (for case of Internet registration), please restart

AlertDispatcher Service to confirmthat your software has been registered.

Modem Setup l Instant tessaging (IM) Setup l Swetem Setup lSewers Setup (SMTR
Templates ] ServerfMetwork Maonitaring l Help/Registration l
Service | Messages l Send SMS/Email l Addresshoo
- "y
Server StatudlP | Sto | Restart | mefgency Paus| Modem Sign|CCOk7?  » | OperatoStarh
Server running —— - EE [lllnn--n-..

Jpen Log Fnlde|
Usefadministrator Pag gy v Save passwn Remate Serer I—|1 27.0.01 ﬂ Fo

2016.05.03 10:58:39:817 Modem connected to COM? recovered

2016.05.03 10:58:32:234 AlertDispatcher Service Stated with all modems offline!

2016.06.03 10:58:32:234 W] Mo working modem found. Refer to Modem Setup for error message. Open log - file\Log',
2016.05.03 10:58:23:103 Engine initialized. [Build:556]

2016.06.03 10:58:23:.098 Vendor ClickNDeplay

2016.05.03 10:58:23:098 HardwarelD:CE314F1E-6013

2016.05.03 10:58:23:098 AlernDispatcher Enterprize «5.0.0.0.556 (Authorized User1)

2016.06.03 10:58:23:.098 Max3Iervertdanitarings: 20000

2016.06.03 10:58:23:098 LicenseExpiry2020-02-12

2016.06.03 10:58:23:.098 MaxEmergencyRecipients 10000
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*, AlertDispatcher Enterprise v3.1.0.0 (Authorized User: Test User) — - l [ e S
System Alerts/Email Setup l Receive SM5 Setup l SMTP Server Setup l HTTFP Server Setup l SNMP Trap Receiver Setupl Templatez l Help/Fegistration l
Service l Meszages l Send SMS/Email l Addressbook, l Users and Departments l Modem Setup l Systemn Setup l
Server Status: @ | Stop | Restart | Modem Signal 5trength:
Server running - ELE [lllllll l ¢ D'sfggggﬁﬂcmme
w Open Log Falder Log lines to display: {100 ﬁ

User. |Administrator Pasaward; | [+ Savepazsword  Remate Server Host |12?.D.D.1 Part: |5555 ﬁ Save/Connect
FC'_E. 10.12 12:24:25:394 [!] Failed toc send Email. Error: Comnection error. Socket Error # 10060 Connection timed out.. Flease check vour SMIF Server setup under Alerts/Ez
2012 10. 12 12:23:05:113 AlertDispatcher Service Started! Modems initialized successfully — COM12
20 2 12:23 32 Engine initialized. [Build:291]

12:23
12:23
12:23
12:23
12:23

Vendor kNDeploy
HardwareID:A73EBBTC-BEE1
Authorized User:Test User

AlertDispatcher Call Center Version:3. 1.
MaxEmergencrRecipients:0

[ERE I RN E R R CI TR TR TR T T X

12:23 MaxModemNum
12:23 sVendorEmai
12:23 sVendor :ClickNDeplor
12:23 sRegisteredName:Test User
Engine finalized. [Build:291]
[!] Failed to send Email. Error: Connection error. Comnection Closed Gracefully.. Please check your SMTP Server setup under Alerts/Email Setup Tab

< | [0 +

Server running 24{Average)

Congratulations, you have successfully installed and registered your AlertDispatcher software. Pleaserefer to
Appendix C— FAQand Tips.

If you are still facing problems, send a detailed description of theissue you arefacing along with thelog files
located in C:\Program Files\AlertDispatcher\Log to your vendor.

Y ou may also refer to Appendix B - Troubleshooting Checklist.
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4. Interfacing with AlertDispatcher using SMTP/HTTP/DOS

1). Using AlertDispatcher built-in SMTP Server to send Alerts (Email-to-
SMS/Email)

AlertDispatcher has abuilt-in SMTP Server that listensto port 25 (default). The built-in SMTP Server allows
AlertDispatcher to be used as an Email-to-SM S/Email gateway. Y ou can configure M S Exchange or L otus
Notesto forward Emails to AlertDispatcher which will deliver them as SMS and/or Email using configurable
rules.

Note: Thissettingisdifferent fromthe ‘SVMTP Server’ setting found under * System Setup --> Alerts/Email
Setup’ tab—which allows AlertDispatcher to relay Email (as an Email client) to network based SMTP Servers.

The SMTPinterfaceisrequired for some of the APIs such asthe SQL Server stored procedure. AsSMTPisa
common protocol, the SMTP interface allowsyou to send Alerts (SMS/Email) from any programming language
or software that can send out Email.

Refer to ‘Configure SMTP Server Setup’ for moreinformation.

2). Sending Alerts (SMS/Email) by executing an SQL Stored Procedure (MSSQL)

Database Mail isafeature of SQL Server 2005 (and higher versions) that allowsyou to send email using SQL .
Using Database Mail, you can use AlertDispatcher's SM TP server to send SM S/Email from your database/ SQL
applications. You can find an examplein C:\Program Files\AlertDispatcher\A Pl s\SQL Server\.

Database Mail will send Email to AlertDispatcher's SMTP server, so your SQL Server must have network
connectivity to AlertDispatcher server, and if there'safirewall running, please ensure that port 25 is opened.

Finally, thefollowing example shows how you can use Database Mail to send Alerts:

EXEC nsdb. dbo. sp_send_dbrmai | @ eci pi ent s=' +44123456789@l ert di spat cher. com ,
@ody = 'Place Alert Message here';

Refer to thereadmefilefound in C:\Program Files\AlertDispatcher\APIS\SQL Server\ for the complete setup and
usageinformation for Database Mail.

3). Sending Alerts (SMS/Email) using HTTP or from a web browser

Besidesthe SMTP Server, AlertDispatcher a so comeswith abuilt-in HTTP or Web Server which you can use
to send out Alerts fromaHTTP client or your web browser. A web formisalso provided for end users. The
HTTP Server isset to listen to port 80 by default. If you have another HTTP Server using port 80, you will need
to amend thisto another port, e.g. port 81 by configuring HTTP Server Setup.

To check whether theHTTP Server isrunning, go to http://localhost/ using your web browser. Y ou will seethe

following login page on successful connection. Y ou may access this URL from aremote PC and download
AlertDispatcher Client using the ‘ Click here to download AlertDispatcher Client’ link. Noinstalationis
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requiredto run AlertDispatcher Client.

-

a\ )| @ http:i/flocalhost/doLogout

P~ B¢ X || @ AlertDispatcher - Test ...

¢ ALEATDispatcher

pediting your workforce

User Name:

"’ Login as SYSADMIN (Manage Server)

Password:

¥ Save password Login

Click here to download AlertDispatcher Client

Y ou can check the status of the AlertDispatcher and the modem by going to http://localhost/checkserver or
http://local host/checkserver U SERNAM E=your-user-name& PA SSWORD=your-user-password (if
" Authenticate against the Usersdatabase”" setting under "HTTP Server Setup” Tab is enabled).

If everythingworks, AlertDispatcher will return“AlertDispatcher - Running”.

| o~ - o e i e R _—
@u v |§, http://localhost/checkserver v | B "'?| A || Bing » -
»
X &% Windows Live Bing B - What's New Profile Mail Photos Sign in
¢ Favorites 1% €] Suggested Sites v
= O »
@ http:/localhost/checkserver | & " v 2] m® + Page~v Safety ¥ Tools »
AlertDispatcher — Running
Done € Local intranet | Protected Mode: Off ‘v | ®113% |~

If therearecritical errors such aswhen all modems are down, AlertDispatcher will return ‘Error:” followed by

the error message. Here are some examples:
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http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
http://localhost/checkserver?USERNAME=your-user-name&PASSWORD=your-user-password
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e

e h el
m‘ & http://localhost/checkserver || X IE Bing P~

r - >
i x &Y Windows Live Bing B - © What'sNew Profle Mail Photos ‘ Sign in

7 Favorites 5 €] Suggested Sites ¥

3

J@http;mocamost/checksemer oo~ v [ o v Page~ Safety ¥ Tools ¥

AlertDispatcher — Error: No working modem detected

Done € Local intranet | Protected Mode: Off 4B v ®113% -

T -

—— 2| B ||

m@ http://192.168.0.20/checkser O ~ B & X !@ 192.168.0.20 < il Pk

B

AlertDispatcher - Error: Database error: Database checking error

. Ltd.)
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— & . $ - - u_‘ﬂ: =
e'i'\(:”@ http://localhost/sendstatus?id=" 0 -~ B ¢ X || 2197 @ |ocalh.. % | (@ localhost 5 90 o8

=

AlertDispatcher - Error: AlertDispatcher down

For non-critical errors, AlertDispatcher will return “Warning:” followed by the error message.

In thefollowing example, the modem connected to COM5 haserrors, however there are other working modems
connected to the server.

< |l fse i3

P P -
el\_ -J,J| @ http//192.168.0.10/checkser 0 ~ B & X HI & 192.168.0.10

i

AlertDispatcher - Warning: Problem with modem(s) connected to COMS
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To send an Alert, append command ‘ sendsms’ followed by the N parameter (the M obile number, Email address,
or the Addressbook user/group name - use comma separator if thereis more than oneitem), the M parameter
(message text), and the optional P parameter (message priority), D parameter (scheduled date timeto send),
MODEMPORT parameter, USERNAME and PASSWORD parameters. Only N and M parametersare
compulsory, therest are optional (USERNAM E and PASSWORD parametersareonly required if

" Authenticate against the Usersdatabase” setting under "HTTP Server Setup” Tab is enabled).

e.g. http://1ocal host/sendsns?N=+6590169696&MVHel | 0 Wor | d&P=4&D=2010- 12-01
20: 00: 00&MODEMPORT=4&USERNANME=t est &PASSWORD=t est

Theformat for parameter D is; YYYY- MM DD HH: MM SS

P rangesfrom 1 (lowest priority) to 4 (highest priority). Defaultis?2.

MODEMPORT refersto the COM port of the modem you intend to use. Thisisoptional. 1f you do not
specify thisparameter, the server will use each available modem in arotating round robin manner.

Theabove URL GET will send“Hello World” to +6590169696 on the 1% December 2010 at 20:00:00 hrs using
the modem connected to COM 4.

On success, theweb server will return: SMS888|1D: 1661540085|Messagequeued successful ly-AlertDispatcher
Note: Theabove URL exampleonly workson abrowser for testing purpose. For actual URL sent by

your application/script, please use full URL encoding for all variablevalues. For example, space should
beencoded to"” % 20" (not " +" sign) and " +" sign should beencoded to" % 2B" .

.’é http://localhost/sendsms?N=+6590169696&M=Hello World&P=4&D=2010-12-01 20:00:00&MODEMPORT=4 - Windows Internet Explorer

@ s ™ |1i, http:/flocalhost/sendsms?N=+6590169696&M=Hello World&P=4&D=2010-12-01 20:00:00&MODEMPORT=4

£7 Windows Live ~ Bing B - : What'sNew Profle Mail Photos Calendar MSN Share | EJ » @
s'¢ Favarites s el Suggested Sites »

& http://localhost/sendsms?N=+659016969... |

SMS888|ID: 0107176370 |Message queued successfully-AlertDispatcher
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‘SMS888’ indicates send success.

Other return codes:

SM S007|Destination Missing-AlertDispatcher

SM S014|Content Missing-AlertDispatcher

SM S008JA ccess Denied-AlertDispatcher

SMS015|V ariable Error Message* -AlertDispatcher

* For exampl e, the following would mean the AlertDispatcher isdown or not started.

SM S015|Can't connect to 127.0.0.1:5556-Al ertDispatcher

1661540085’ isatracking message | D which you can use to enquire the send status using the command
‘sendstatus .

e.g. http://1 ocal host/sendst at us?l D=1661540085&USERNAVE=t est &PASSWORD=t est
Theweb server returns: | D: 1661540085| STATUS: 4| ERROR | SENTTI ME: 2011- 04- 21 01: 23: 56

If thetracking ID is not found, which could happen if the message has been deleted, the web server returns:
| D: 1661540085| STATUS: 0| ERROR: Message not found

STATUS refersto the send status — 4 indicates the message has been successfully sent out (seelist below for the
status code definition).
ERROR refersto the error message if available.

SENTTIME refersto the sent out timestamp intheformat YYYY- Mt DD HH: MM SS.
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i ﬁ —_ EI é
&) = | httpy/locahost/sendstatusTid=0107176370 - | B[4 | x || sing L o~
¥
¥ | &7 Windows Live Bing B -~ What's New Profile Mail Photos Calendar ‘ Sign in

7z Favorites % @] Suggested Sites ¥

>

| @ nittp://localhost/sendstatus?id=01071763... | i ~ B ~ & @ ~ Pagev Safety v Tools~

"

ID: 01071768370 | STATUS : 6| ERROR: Expired |SENTTIME: 2011-07-22 17:53:48

Daone €L Local intranet | Protected Mode: Off YA v ®113% v

MESSAGE STATUS CODE DEFINITION

0 Unknown

1 [Out]WaitingForSend'

2. [Out] Sending

3. [Out]ReSending

4: [Out] Sent

5 Aborted

6: [Out]Error

13: [Out]Waiting

14: [Out]PendingAcknowledge
15: [Out]Acknowledged

16: [Out] Escal ated

17 [Out]AcknowledgeTimeout

Note: If you have enabled "Authenticate against the Usersdatabase” setting under "HTTP Server Setup” tab,
you must use the USERNAME and PASSWORD parameter for all requestssent tothe HTTP Server.

Y ou may login to the web portal via http://localhost to send messages. Theuser ‘administrator’ (password:
‘administrator’) iscreated by default.
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T . - O
a & hitpy//localhost, P-EeX “ = AleriDispatcher - Test ... =
4 ALEATDispatcher
Expediting your workforce
User Name:
| Login as SYSADMIN (Manage Server)
Password:
¥ Save password
Click here to download AlertDispatcher Client
Y ou may manage users using the‘ Usersand Departments’ tab on AlertDispatcher Client.
2. AlertDispatcher v5.0.0.0 462 (Evaluation - Trial Days Left:59) [= =[]
Modem Setup ] User Feceive SMS Setup 1
Templates ] Departments 1 .
Service ] ¥ Enable User Uszers and Departments ]
&6 & 2] | |
Name Type Phi Display Mame: ]
2 administrator Administrator Paszword: |
Confirn Password: ]
Tupe: |Administrator :_j Manage User Types
Administrator has full rights. -
Mobile Phone: |
Email &ddress: ]
Manthly message limit: 1000000 [~ Discard messages in excess of limit
Current Month Usage 0
Cancel
Unknown

No wor.k-ing madem found. Refer to Modem S;etup;‘or EITor MEssage.

4). Sending Messages/Query Status from Windows Command Line or Batch File

Y ou can aso send Alerts (SMS/Email) from command line using C:\Program

Files\AlertDispatcher\A Pl s\CommandLine\AlertDispatcherConsole.exe to alocal or remote AlertDispatcher

Server.
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e.g. Al ertDi spatcherConsol e. exe Send
HOST=I ocal host ; N=+441234567890123, +441223444444123; M=" hi, how are
you?"; P=4; D="2010- 12- 31 23: 59: 59"

WhereHOST parameter is the AlertDispatcher Server | Paddressor hostname (default to localhost), N
parameter isalist of recipient(s) delimited by commas, M parameter isthe SMS message, S parameter isthe
subject (for Email), optional P parameter isthe priority which rangesfrom 1 (lowest priority) to 4 (highest
priority), optional D parameter (scheduled date timeto send), and optional MODEM PORT parameter (0 =
Auto).

‘SVIS388'’ indicates send success. 6332834583’ isatracking message | D which you can useto enquire the send
status using the command ‘ sendstatus'.

= = — e B S

D:“Program Fileszs (xB63“SMSDispatcher*APlsz“CommandLine>AlertDispatcherConszole.exe
Send HOST=localhost;H=+44123456 7890123, +441223444444123;M="" hi, how are yuu?};;
P=4;0=" 281@-12-31 23:59:59"

{— 0k
SMEBEEIID:=6332834583 IMessage gueued successfully—-AlertDizpatcher

D:“Program Fileszs (xB63“SMSDispatcher*APlsz*“CommandLine>

AlertDispatcherConsolea soalowsyouto define afailover/aternate AlertDispatcher Server if the primary
HOST isdown and can also send an alert to arecipient defined by you when afailover or recovery (of primary
host) occurs.

e.g. Al ertDi spat cher Consol e. exe Send
HOST=I ocal host ; FAl LOVERHOST=192. 168. 0. 10; ALERTRECI Pl ENT=sysadni n; N=+4412345
67890123; M=" hi, how are you?”

Where FAILOVERHOST parameter isoptional and isthe failover/alternate AlertDispatcher Server |P address

or hostname, and ALERTRECIPIENT parameter isalist of recipient(s) delimited by commas for alerts sent
when afailover or recovery (of primary host) occurs.
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Y ou can aso query the status of messages sent.

e.g. Al ertDi spatcherConsol e. exe Sendst at us HOST=I ocal host ; | D=6332834583

- =R

D:“Program Files (x86>“SM3Dispatcher AFls“CommandLine*>AlertDizpatcherConsole_exe
Send HOST=localhost;N=+441234567890123, +441223444444123;M=" hi, how are wou?” ;
P=4;]:|=""" 2@1@-12-31 23:59:59 7

<— 0k
SCMEB8BBIID:6332834583 iMessage gueued successfully—-AlertDispatcher

D:*“Program Files <xB6>~SMSDispatcher-APIz“CommandLine*fAlertDiszspatcherConzole.exe
Sendstatus HOST=localhost;ID=6332834583

——>» GetMessageStatus 6332834583

{— ID:6332834583 ISTATUS:1 {ERROR: ISENTTIME:0180-81-A1 BA:00:08
SHEB151ID:6332834583 ISTATUS -1 iERROR: i1SENTTIME:B186—-@1-81 B8:80:08-AlertDispatche

D:“Program Files (x86>“SM3Dispatcher“AFIls“CommandLine>

Y ou can aso check the status of AlertDispatcher Server.

e.g. Al ert Di spat cher Consol e. exe CheckSer ver HOST=l ocal host
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D:“Program Files (x86>>8MS5Dispatcher~AFPIs~CommandLine*fAlertDispatcherConsole.exe
CheckServer HOST=localhost

——2» Check

<{—— AlertDispatcher — Error: Ho working modem detected

AlertDispatcher — Error: Mo working modem detected

D:“Program Files (x86>*8M5Diszpatcher~APIs~CommandLine>

[

Full Syntax:
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'ﬂ : R

D:“Frogram Files (xB6>“SMSDizpatcher~APIz~CommandLine>alertdispatcherconsole

13. Function: Send Message

Usage: AlertDispatcherConsole Send [HOST={localhost or remote servert; IN={recipi
ent—phone—numbers or email addressesy;H="{smzs-—messageX" [;58="{email subject>"1L[;:P
={Priority<i—-4>>1[;D="{DateTime (yyyy—HH-dd hh:mm:=2s>>"]1[; HODEMPFORT ={HodenPort {B—
7?9, B—autor>1]

Example: AlertDispatcherConsole Send HOST=localhost:;N=+44123456787 . +44987456321 ;
M=""Hi. how are wou?";P=4;D="2010-12-31 23:57:59

2». Function: Query Message Status

lizage: AlertDispatcherConsole SendStatus [HOST={localhost or remote servery;lID=
{Message Tracking Id>

Example: AlertDispatcherConsole SendStatus HOSI=localhost;ID=345435435435

3>. Function: Check Serwver Status
Uzage: AlertDispatcherConsole CheckServer [HOST={localhost or remote serverr]

Example: AlevrtDispatcherConsole CheckServer HOST=localhost

[1 - optional parameters

D:~Program Files (xB6>“SMSDispatcher~APIz~CommandLine>

5). Interfacing from Dot Net or Java using COM DLL

Pleaserefer to ‘ AlertDispatcher DLL API Guide’ for more information.

85



AlertDispatcher Quick Start Guide Copyright 2015 Click And Deploy (Pte. Ltd.)

5. Appendix A- Preparing your GSM/GPRS modem

1). Preparing the GSM modem.

Plug your GSM modem (with working SIM card inserted) into your PC. If you are using aUSB modem,
Windowswill prompt for driver. Y ou will need to insert the modem driver CDROM, and install the driver. If
you are using aserial modem, driver isnot required.

Note:

a). If you are using aUSB modem, you must install the modem driver and then find the baud rate and COM port
number from your modem driver under Windows Device Manager.

If you are using SierraWirelessGL 6110 USB modem or M aestro 3G modem, pleaseinstall the modem
driver in your CDROM - path - \SierraWireless Modem Driver\X P-2003-2008-Vista-7\USBDriverInstaller.exe.

JRE 6 (Java Runtime Environment) is a pre-requisite — the modem driver installer will automatically prompt you
if JRE 6 needsto beinstalled. You can find JRE 6 installer in your CDROM - \SierraWireless Modem

Driver\X P-2003-2008-Vista-7\USBDriverinstaller.exe - \SierraWireless Modem Driver\jre-6u22-windows-
1586-s.exe.

Important: For 64 bitsWindows, you'll also needtoinstall jre-6u23-windows-x64.exe in addition to jre-6u22-
windows-i586-s.exe.

{

After installing thedriver, insert the SIM card* and then connect the modem to an available USB port. If
Windows*“ Add New Hardware Wizard” appears, please direct Windowsto find thedriver under
c:\Windows\System32\Drivers. If you areusing Vistaor 7 or 2007, the driver should be automatically detected.
The modem should light up after the driver has been properly installed.

*Notethat you should insert the SIM card such that it is facing upwards and golden metal strip nearest to the
opening. If youinsert the SIM card incorrectly, the modem may not blink — no signal detected.

After that, check the modem COM port assigned to your modem under Windows Device Manager. The USB
modem usesa baud rate of 115200bps. If you cannot find the Sierra Wirel ess modem device or the power
indicator light does not light up, please check if the modem is properly connected to aworking USB port, you
may also try removing the modem driver from “Windows Device Manager” and then reboot your PC.
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File Action View Help
@@= || E|HE 8| E &S

oo

| General | Modem | Diagnostics | Advanced | Driver I Deiail5|

P |
j> Q Batteries
j> /2| Biometric Devices
j> 9 Bluetooth Radios
: [N Computer

- Disk drives

<R Display adapters

-y DVD/CD-ROM drives

b Eﬁ‘ Human Interface Devices
g IDE ATA/ATAPI controllers
% Imaging devices

-Z2 Keyboards

ﬂ Mice and other pointing devices
4= Modems

L U= Sierra Wireless Device #2
-Bd Monitors

-EF Network adapters

> D Processors

»

m

Port: COM4
Speaker volume

Lo High

Maximum Port Speed

115200 -

Dial Control

Wait for dial tone before dialing

[ ok || cancel |

*Note that the SierraWireless GL6110 GPRS modem draws considerable USB power so if you are using an
USB extension cable or you have connected another USB devicethat drawstoo much power (on some PC,

power isshared across all the USB ports), the modem may also fail to work or become unstable. Y ou may try
removing other USB devicesfrom your PC or using a powered USB hub from areputable brand such as Belkin.

For the Maestro 3G modem, the modem COM port to use can be found under "Ports (COM & LPT) --> Serra

Wireless AT Command Port (UMTS)".

- COMPACSERYVER
+ :J Computer
“g Disk drives
g Display adapters
i DWD/CD-ROM drives
=) IDE ATAJATAPT conkrollers
‘e Kevboards
) Mice and other pointing devices
+ L Moderns
+ g Maonitors
+- EE Mebwork adaplers

= P Il P

1 [ E

Sierra Wir

IEFFE WIFElEss o POFE {0
“y‘ Sierra Wireless DM Pork (UMTS) (COMZ1)
+ ﬂ Frocessors
+ @%l SCSI and RAID controllers
+- %), sound, video and game controllers
+]- g Shorage wolumes

+ System devices
+ Universal Serial Bus conkrollers

55 AT Cammand Part (UMTS) {

b). If you are using Wavecom Fastrack Supreme, Cinterion or any serial modems, please ensure that your PC

has a DB serial port.

If thereisno DB9 serial port, please obtain aPCl DB9 serial card (Low profile PCI card isrequired for small
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chasis PC/Server). Not al Serial-to-USB cardswill work with GSM modems and some are not stable.

Y ou will also need to insert your SIM card carefully in the correct manner — see screen capture below. The
serial modem isusually installed onto COM 2 or COM 1 at a baud rate of 115200bps.

*Note that the antenna connector on the right hand side and you should insert the SIM card such that it is facing
upwards and golden metal strip nearest to the opening. If you insert wrongly, the SIM card may drop inside the
chassisand you will have to use ascrew driver to open the aluminum plate directly above the SIM card opening
in order to take it out.

The FASTRACK Supreme has now implemented a SIM conneclor having a carrier with lock. This helps
ensuring the user to have proper SIM card insertion and locked before proper use of GSM network.

W :

Warning: If you'reusingaGSM modem with an attachabl e antenna, please exercise caution on attaching the
antenna to the antenna connector. If there’ sanut attached to the modem casing, please ensureit does not turn
when you are connecting the antennato the modem. Failureto do so may cause damage to the modem.

2). Checking SIM card.

After you haveinstalled the Modem and the SIM card, turn on the power (for Serial modems), and check that
thered or yellow light on the modem blinks after 20 seconds. If it does not blink, please check whether the SIM

cardisproperly inserted and activated by your GSM provider — you need to call them to find out whether itis
activated.

The modem may also not blink isthereif thereisweak or no network coveragefor that SIM card. If network
coverageisunavailable, you may try rel ocating the modem or change to aprovider with better network coverage
in that location.

Note: If you need to changeyour SIM card, before removing the SIM card, please alwaysturn off the power

supply or removethe power supply cable from the modem. Y ou may reconnect the power supply after you
haveinstalled the new SIM card.
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6. Appendix B - Troubleshooting Checklist

1). SIM Card is activated, Modem is setup properly and connected to the PC

First check that your SIM card is activated and you' re able to send SM S using your cellphone. Next check that
the modem is attached tightly to the correct PC. If you are using Wavecom modems or compatible devices, the
indicator light on the modem should be blinking 15 seconds after powering up. A constant light will mean that
the SIM card cannot be detected or network coverage is unavailable.

If thelight failsto blink, disconnect the modem from the power source, check that you have inserted the SIM
card correctly, and then reconnect the power supply, wait 15 seconds for the modem to boot up.

If network coverage isunavailable, you may try rel ocating the modem or change to a provider with better
network coverage in that location.

Once done, restart AlertDispatcher service and proceed to step 3 to test send an SMS.
Note: If you need to change your SIM card, before removing the SIM card, please alwaysturn off the power

supply or remove the power supply cablefrom the modem. Y ou may reconnect the power supply after you
have installed the new SIM card.

2). Required Services Started, and Windows Firewall configured,
AlertDispatcher Client and Service added to Windows DEP exception list (for
the case of Vista/2008)

Goto Sart = Control Panel - AdministrativeTools = Services
Ensurethat ‘ AlertDispatcher’ has started.

If youintendtousethe SMTP, HTTP, or SNMP Trap Receiver interface on AlertDispatcher, please ensure that
the services * AlertDispatcher-SMTP’, * AlertDispatcher-HTTP and ‘ AlertDispatcher-SNMP’ are running.

File  Acton View Help

‘-"||@?|@|P Il om

% Services (Local) %, Services {Local)

SMSDispa tcher-SMTP Mame / Description I Status I Startup Type I Log On As |
%SMSDispatdﬂer Started Automatic Local System
& " SMSDispatcher-SMTP Started Automatic Local System
B NMP Service Tnrhides A... Manial | oral Sustem

Stop the service

In order for theseinterfacesto work, there must not be conflicting services running on your system occupying
the same ports. If thereisaconflicting service using the same port, thefollowing error will appear: “ Could not
bind to socket”.
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. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) =E &
Syztem Setup l System Alerts/Email Setup l Receive SM5 Setup l SMTP Server Setup l HTTF Server Setup l SHMP Trap Receiver Setupl
Help l
Service l Messages l Send SMS/Email l Addrezsbook, l Uszerz and Departments l Modem Setup l
Server Status: @ | Stop | Restart | Modem Signal Strength:
- ([ é "
Server inning 1 'E 1! l D's;gu?a;kgflﬁuc-mame
i Open Log Folder Iog lines to display: (100 ﬁ
| T — e~ L L 2 | o
] Perme— e P T Pom—ss—— Gannect |
"E"" 12.14 16:01:36:700 [!] External error: HTTP Server failed to start: Could not bind socket. Address and port are alreadr in use. Please ensure that IIS I
748 AlertDispatcher Service Started! Modems initialized successfully — COMG

Engine initialized.

Vendor :ClickNDeplory

HardwareID:AT3EBETC-BE&EL

Authorized User:UNLICENSED — TESTING USE ONLY
SMSDispatcher Corporate Version:2.5.0.0

i redName:UNLICENSED — TESTING USE ONLY
17 Engine finalized.

4 I 2

Server running 19(Below Average

For example, for SMTP Server interface, you may check whether Windows‘ Simple Mail Transfer Protocol
(SMTP)’ serviceexistsand isset to run automatically. If yes, stop and disablethe service, and then restart
‘AlertDispatcher-SNMP’ service.

For HTTP Server, ensure that Windows World Wide Web Publishing Service, or [1Sisn’t running on the same
port (default port for HTTP server is 80).

For SNMP Trap Receiver, if you haveinstalled Windows SNMP Trap service, please ensure that the serviceis
stopped or changeto adifferent port (default port for Trap Receiver is162).

If you need to be able to access AlertDispatcher Server from the network, and thereisafirewall running on your
system, you must add the ports used by the servicesyou requireto your firewall list of “alowed ports’.

| Server Protocol Default Port Remarks |
HTTP Server 80
SMTP Server 25
SNMP Trap Receiver 162
AlertDispatcher Server 5556 Used by AlertDispatcher Clientand DLL API

Next, we shall describe how this can be done for Windows Firewall. If you areusing a3 party firewall, check
withyour I T administrator or thefirewall vendor.

To add portsto Windows Firewall exception list:

Go to Sart = Control Panel - WindowsFirewall.
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= |[E | 5|

. |‘? | | Search Control Panel

%v“@ » Control Panel » System and Security »

Control Panel Home

Action Center
® System and Security
MNetwork and Internet

Review your computer's status and resalve issues
"ﬁ Change User Account Control settings

User Accounts and Family

Troublechoot common computer problem Bestore vour computertg an eadisr time
Hardware and Sound )
‘ Windows Firewall
Programs
Check firewall status | Allow a program through Windows Firewall

Safety C\}r too

Appearance and

Clock, Language, and Region

Windows Update

Ease of Access “®  Turn automatic updating on or off
\'j; Power Options
Change what the power buttons do

?&. Backup and Restore

Windows Anytime Upgrade

View amount of RAM and processor speed | Check the Windows Experience Index
Personalization "u Allow remote access See the name of this computer 'Jll Device Manager

Check for updates | View installed updates

Change battery settings | Require a password when the computer wakes

Back up your computer | Restore files from backup

By
A : o i
= | Get more features with a new edition of Windows 7

m

Change when the computer sleeps

Click “Advanced settings’.

ad Y8 B 8 v o0

N Ay =

~ |"| | Search Control Panel 2 |

®v|‘ » Control Panel » System and Security » Windows Firewall

Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on ar What are network locations?

off
i -
Restore defaults . @ Home or work (private)

Advanced settings I . |_@ Public networks

Troubleshoot my network

Windows Firewall state:

Incoming connections:

Active public networks:
See also

Action Center

Notification state:
Metwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

How does a firewall help protect my computer?

Networks in public places such as airports or coffee shops

o -

networks Not Connected 'lifzi'

Connected 'lZ‘:i'

m

On

Block all connections to programs that are not
on the list of allowed programs

= Unidentified network

= NETGEAR

Motify me when Windows Firewall blocks a new
program

——
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@ Windows Firewall with Advanced Security “ Rt "-“

File Action View Help

Inbound Rules

Name Group Profile  Enabled Action * -
SRR aenes %Adobe CSIC54 Public  Yes Allow |z
- - -
:‘:1[ SonncclionsSecuiRUIERD A dnbe CSI CS4 Public  Yes Allow N
» % Monitoring @ Adobe CSI C54 Public  ‘Yes Allow - .
.Aler‘tDlspatcherServer.exe Domain  No Allow Filter by Stte
@ AlertDispatcherServer.exe Domain  No Allow ' Filter by Group »
ore pp ublic es ow iew
@core FTP A Publ A( All Vi »
I @ core FTP App Public Yes Allow |4 Refresh |
@CyberLlnk PowerDVD 8.0 All Yes Allow & Export List..
@Javat‘l’M) Platform SE binary Private  Yes Allow ﬂ
OJavatTM) Platform SE binary Public Yes Block Help
OJava(TM] Platform SE binary Public Yes Block
@Java(TM) Platform SE binary Private  Yes Allow
OMZMStudiOSetup Public Yes Block
OMZMStudiOSetup Public  Yes Block |
@Microsof't Office Groove Public Yes Allow
@Microsof't Office Groove Public Yes Allow
@Mlcmsoﬂ Office Qutlook Public Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
@Oracle VM VirtualBox Manager Private  Yes Allow
OOracIe VM VirtualBox Manager Public Yes Block
OOracIe VM VirtualBox Manager Public Yes Block o
Fl n r [T m b
1] 1 M
Toggle“Port”, click Next.
@ New Inbound Rule Wizard M=
Rule Type
Select the type of firewall rule to create.
Steps:
& Rule Type What type of rule would you like to create?
@ Protocol and Ports
@ Action ©) Proaram
@ Profile Rule that controls connections for a program.
@ MName @ Port
Rule that controls connections for a TCP or UDF port.
) Predefined:
Connect to a Network Projector
Rule that controls connections for a Windows experience.
) Custom
Custom rule.
Leam more about nile types
<Back  |[ New> ][ Cancel |

Under “ Specific local”, enter “25, 80, 162, 5556” or any other ports you wish to use.
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ﬁ' MNew Inbound Rule Wizard ﬁ

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

@ FRuls Type Does this nule apply to TCP or UDP?
@ Protocol and Ports @ TCP

@ Action ' UDP

@ Profile

@ MName

Dioes this nule apply to all local ports or specific local ports?

) All local ports

@ Specific local 25, 20, 162, 5556
Bample: 80, 443, 5000-5010

Leam more about protocol and ports

<Back |[ Net> ][ Cancd

If DEPisturned onfor all programs, you will need to add AlertDispatcherClient.exe and
AlertDispatcherServer.exetotheexceptionlist. Thisisusually done automatically by theinstaller when you
install AlertDispatcher for thefirst time.

Note: For Windows 2008, DEPisturned on for all programsby default so thisstep isessential for Windows
2008.

Goto Start > Control Panel > System
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——— E=SRoh— X"

‘5‘3 + Control Panel » System and Security » - |"f | | Search Control Panel » |

120

Control Panel H .
ontrol Fane o Action Center
Review your computer's status and resolve issues

»

* System and Security .
% Change User Account Control settings

Network and Internet _—
Troubleshoot common computer problems Restore your computer to an earlier time

Hardware and Sound ) .
Windows Firewall

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family

Safety | N 5 | System I
Appearance and - T d processor speed | Check the Windows Experience Index

Programs

m

Personalization % Allow remote access | See the name of this computer ¥ Device Manager

Clock, Language, and Region = Windows Update

Ease of Access »  Turn automatic updating on or off | Check for updates | View installed updates
\'i@ Power Options

f Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

\}E. Backup and Restore
= Back up your computer | Restore files from backup

A"] Windows Anytime Upgrade

A Get more features with a new edition of Windows 7

Click “ Advanced system settings”, “ Advanced” tab, followed by “ Data Execution Prevention” tab.

o N = B LR . . ‘.G.ﬂg.
@v|fk » Control Panel » System and Security » System v|‘f|| Search Control Panel P'

Control Panel Home . P 8
View basic information about your computer

¥ Device Manager Windows edition

% Remote settings Windows 7 Home Premium

o P
5

L j Copyright © 2009 Microsoft Corporation. All rights reserved.
s

m

% Advanced system setting Sarvice Pack 1

Get more features with a new edition of Windows 7

System
Manufacturer: Fujitsu Limited

Rating: m Windows Experience Index

See also Processor: Intel(R) Core(TM) i5 CPU M 520 @ FU]ITSU

Action Center 240GHz 2.40 GHz

Windows Update Installed memory (RAM):  4.00 GB (3.80 GB usable)

Syst : 64-bit Operating Syst
Performance Information and ke s s
Tools Pen and Touch: MNo Pen or Touch Input is available for this
Display i

If theradio button for “Turn on DEP for al programs and services except those | select:” ischecked, please add
C:\Program Files\AlertDispatcher\AlertDispatcherClient.exe and C:\Program
Files\AlertDispatcher\AlertDispatcherServer.exe to the exemption list.
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System Properties .

| |
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ol =
| Computer Name I Hardare | Advanced |S stem Protection | F{anote|

You must be logged oMas-sn-Administrterio make most of these changes.

Performance

Visual effects, processor scheduling, memory usage, and vitual memo

User Profiles
Desktop settings related to your logon

Startup and Recovery
System startup, system failure. and debugging information

Environment Wariables...

oK | [ Cancsl || Apply

Performance Options bl bas .
—

|V'Eua| Effects | Advance | Data Execution Prevention I
-

. : Data Execution Prevention (DEP) helps protact against

damage from viruses and other security threats. How
does it work?

() Turn on DEP for essential Windows programs and services only

@ Turn on DEP for all programs and services except those 1
select:

[¥] AlertDispatcherClient.exe
[¥] AlertDispatcherServer.exe

Add... ] [ Rernove

Your computer's processor supports hardware-based DEP.

3). Send test SMS using AlertDispatcher

Go to ‘ Send SMSEmail’ Tab, typein your phone number asyou will do for your cell phone and then the

message. Click ‘Send’.
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. AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) o S
- - . - - - - -
Syztem Alerts/Email S etup | Feceive SMS Setup | SMTP Server Setup | HTTF Server Setup | SHMP Trap Receiver Setupl Help |
Service | Mezzages Send SMS /Email Addreszshook | Uszers and Departments | Modem Setup | System Setup |

IS‘I 234567830 J Send |
Subject [Required for e-mail]: I

= Friority: |4 'l [~ Send amessage at:] EA 242011 ;II 1:4351 F'MiI b odem port: Iauto VI Department: |k ain ;I ICustom Field1 ;I Inzert |
Testing
Characters: 7

nSewer running | 18(Below Average A

If the phone number is correct and the modem isworking, you should get the following screen. If not, verify
that the SIM card isworking using your cell phone.

2, AlertDispatcher Corporate v2.5.0.0 (Authorized User: UNLICENSED - TESTING USE ONLY) [E=R e
System Alerts/Email Setup | Receive SMS Setup I SMTP Server Setup | HTTP Server Setup | SMMP Trap Receiver Setupl Help |
Service Messages | Send SMS/Email | Addreszsbook | Users and Departments | Modem Setup | Syztem Setup |

\%l\z_a ﬁl@ |?| 1 from 1. Today sent: 1. Today received: 0 Lirit; (500 ﬂ Apply

StartDateTimi~ |Type |INJOUT |Recipient

| Out 1

] @ 3

EI r [PhoneMumber = "30621 305" Filter..

!!Serverrunninq | 19(Below Average
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7. Appendix C - FAQ and Tips

1). Question: | do not know how to pause and delete the SMS that | send

wrongly.

Solution:

Usethe ﬁl ‘Deleteall pending messages' to clear the inbox of pending messages.

.hﬂbunmtl:hur vl 2 (Ewaluation - Trial Days Lefizd5)
Sanics Meszages | SendSMS | Phorebock | Modem ¢

2?7 | Shems Todaysert 0

D O=iete 8l pending messages 7 [ IF‘hnnBNumhar |
2273300 P 40858 435426543 |
T7A3/200 P 1:47-02 123 J
E/B/2008 P 3:52 30 448444424 i
B/B/2009 P 35229 Aradadaad

2). Question: Where do | find the server and activity logs?

Solution:

They can be found under C:\Program Files\AlertDispatcher\Log.

3). Question: My modem is connected but | can’t send SMS?

Solution:

First stop AlertDispatcher Service. Then disconnect the modem power supply, check that the SIM cardis

Copyright 2015 Click And Deploy (Pte. Ltd.)

properly inserted, connect the modem power supply, wait 15 seconds, start AlertDispatcher Service, try again.

If thisfails, refer to ‘ Appendix B - Troubleshooting Checklist'.
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