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Copyright

This publication is protected by copyright and distributed under licenses restricting its use, copying and
distribution. No part of this publication may be reproduced in any form by any means without prior written
authorization of Click And Deploy Pte Ltd.

Disclaimer

This publication is provided "AS IS", without a warranty of any kind. All express or implied representations and
warranties, including any implied warranty of merchantability, fitness for a particular purpose or non-
infringement, are hereby excluded. Click And Deploy Pte Ltd may make any improvements or changes in the
product(s) or the program(s) described in this publication at any time. This document is subject to change
without notice.
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1. For End User

1). How to Launch AlertDispatcher Client

After you have installed AlertDispatcher, launch the Client from Windows Desktop.

Note: AlertDispatcher Client is only used to configure and manage AlertDispatcher Server. AlertDispatcher
Server works as a background service and starts automatically when you boot up your server. You do not need
to keep the Client open after you have finished using it.

=

L 7start {e uEE @m

Select User and enter Password to login. The following users are created by default,

1. administrator user: ‘administrator’, password: ‘alert123'
2. basic user: ‘operator", password: ‘operator’

An administrator user has full rights while a basic user can only view, send messages and can't delete any
message or manage the address book. You are advised to change the administrator user password as soon as
possible. The default password for 'operator" is 'operator'.

For better security, uncheck "Save password" so that the next user will have to enter password to login.
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Connect to AlertDispatcher Server @

2M8.01.12 215329 Connected to0 127.0.0.1. Select User, enter passward and click Lagin. -
2018.01.12 21:53:29 Connecting to 127.0.0.1...

Server Host  |127.0.0.1 ~| Par |5555 Discannect |

adrministrator - (Administrator)
aperator- (Basic User)

User

Password: I

|7 Sawve password

Login CancelfExit

Note: If you're using Corporate or Enterprise License, you can install and connect AlertDispatcher Client to a
remote AlertDispatcher Server. If the remote AlertDispatcher server has firewall enabled, then you may need to
configure the firewall to "allow" incoming requests to AlertDispatcher TCP port 5556. Refer to Appendix A -
How to Add (allow) server ports to Firewall.

Connect to AlertDispatcher Server @

2019.04.02 151325 Connected to0 127.0.0.1. Select User, enter passward and click Lagin. -
2019.04.02 15:13:24 Connecting to 127.0.0.1...

| Serser Host  remote-serverip-address LI Part: |5555 Cannect ||

User:

operator- (Basic User)

Password: I

|7 Sawve password

Login Cancel/Exit

Note: You can create new users and change passwords under "Users and Departments"™ tab.
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s ]

% AlertDispatcher Enterprise wT.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbonitarings 9999, Modbus TCR: Enabl., | o || & || 28 |

Service l Messages l Send SMS/Email | Addresshoak |
Server/Metwork Monitaring | todem Setup | Instant Messaging [IM) Setup | System Setup |
Help/Fegistration |
Servers Setup [SMTP/POPIHTTR/SOL) | Receive 5M5 Setup | Templates Users and Departments |
&s}‘&gﬂw paloalon| =
b Editing User: administratar @ =
Main I Departmenls]
[v Enable User
& operatar Basic User | -
sdminiiztrator
|administ|at0r
Password |
Confirmn Passwaord, |
|Administratol J Manage User Types
Administratar has full rights. p
Mobile Phone: |
Email Address: ”
[ALERTDISPATCHER - Master] Server ru Monthly message imit: {1000 [ Uniimited Current Month Uzage 10 25(fverage)

After successfully login, you will see the following screen.

" AlertDispatcher Enterprise +7.0.0,0.679.48 (Autharized User: Click &nd Deploy Pte Ltd {TEST SERWER 1) - MaxRecipients: 1000, MaxServerMonitarings: 9999, Madbus TCP: Enabled)

Modem Setup | Instant Messaging (IM) Setup | Systern Setup | Servers Setup [SMTP/POP3/HTTRASOL) | Receive SMS Setup |
Templates | Users and Departments | Help/Registration |
Service | Messages l Send SM5/Email l Addressbook | Server/Metwaork Monitaring |
Server Status: @ | Stop | Fiestart | Emergency Pause | Modem Signal: | COM4 «| Operator: singtel [HSPA 3.5G)

[SLERTDISPATCHER - Master] Server running o E a [ ]
Server Replication Role:  [Master] ﬁ
Slave Status: Connected

User; |administrator Server Host:  [127.0.0.1 Logout Open Log Folder

Server Event Log

2018.01.12 21:59:18:818 AlentDispatcher Service Started! Mod i d fully - COM4 [N k Dperator:singtel, Signal Strength: 23) -
2078.01.12 21:5%:15:910 Madem Firmware: 7.52.0. 201 404040850.518082t 1730532 040414 08:50

2018.01.12 21:59:15:910 Modem Model:sIB082t product

2018.01.12 21:63:10:723 [thread: 1164] Available SysternRAM: 6,615,068 KB

2018.01.12 21:63:10:722 [thread: 1164] Total Spstem RAM: 8,300,740 KB

2018.01.12 21:59:08:190 [thread: 4392] Failover Client Connected to Slave: 192.168.1.158.5556

2018.01.12 21:59:08:153 Engine initialized. [Build:673.48]

2018.01.12 21:5%:08:134 Vendor ClickND eplay

2018.01.12 21:63:08:134 Hardwared D: C47C0S7E-T1A3

2018.01.12 21:59:08:134 AlenDispatcher Enterprise +7.0.0.0.679.48 [Authorized UserClick And Deploy Pte Ltd (TEST SERVER 1]
2078.01.12 21:59:08:134 ModbusTCPEnabled: 1

2018.01.12 21:59:08:134 MaxServerMonitorings: 9999

2018.01.12 21:59:08:134 LicenseE xpin:0

2018.01.12 21:59:08:134 MaxE mergencyR ecipients: 1000

2018.01.12 21:69:08:134 MaxModemNurn: 2

2078.01.12 21:553:08:134 VendoE mail:

2018.01.12 21:5%:08:134 Vendor: ClickND eploy

2018.01.12 21:5%05:134 RegisteredN ame:Click &nd Deploy Ple Ltd [TEST SERVER 1]

Dispatcher

wpaciting your workiorce

[ALERTDISPATCHER - haster] Server running 23{Awverage)
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2). How to Send Test Message, Check Status and Troubleshoot Message
Failures

a). Sending Test Message from AlertDispatcher Client

Navigate to the “Send SMS/Email” tab. Click on the “Send” button to send the message to yourself. If there's a
backlog of messages that hasn't been sent, you may set your message Priority to "Important™ or "Urgent" to
bypass any pending message with a Normal priority.

Note: You only need to add the + country code sign unless you’re sending to a foreign number.

<, AlertDispatcher Enterprise «7.0.0.0.670.48 (Autharized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitorings: 8939, Madbus TCP: Enabl... [-—=- || & |[£3a]
Server/Metwork Monitoring | Maodem Setup | Inztant Messaging [IM] Setup | System Setup |
Servers Setup [SMTP/POPZ/HTTR/SOL) | Receive SM5 Setup | Templates | Users and Departments |
Help/Registration |
Service l Messages | Send SMS/Email I Addresshook. |
Recipients:
|90821 305, 90169696 J Send ‘ Load Test
Subject [Required for e-mail): |
Frioriy: ’m Type: &l - Modem port: | auto - Drepaitment: |IT j ‘Cuslum Field1 j Inzert
[T Send amessage at: |12/1 /2012 10:3419 Pk == Select Template: hd Use Template
Message Body [Required): | J | " | J
test smsl]
Characters: 3
[ALERTDISPATCHER - Master] Server running 26(Good)

b). Checking Message Send Status on AlertDispatcher Client

Navigate to the “Messages” Tab to check the status of your sent message. The "MessageStatus™ column will
indicate whether the message is sent or not sent. "Processed™ means the message has been successfully sent out.
Any send error will be display under "MessageStatus” and will be critical for troubleshooting.
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. MlertDispatcher Enterprise v7.0.0.0.679.48 {Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 3993, Modbus TCP: Enabled) | = || = |34

Madem Setup Instant Messaging (IM] Setup Spstem Setup | Servers Setup [SMTR/POPI/HTTPASOL) | Feceive SMS Setup |
Templates Uzers and Departments Help/Reqistration |
Service Messages ] Send SMS/Email | Addressbook | Server/Network Monitaring |
] ber of ta displ

\}%l\‘al@ ?l e Acknovledge all messages @ Delete all pending messages |2 from 2. Today sent: 9. Today received: 3 &4 mber o messsgiir;d \I:z:jaay I _I Apply |
StartDateTime = [Type |INJOUT [Recipient Text Subje|MessageStatus Pr

12A1/201810:44:57 PM SMS Outt 90169696 test smal D Pending 2
<« b

| 23(Bwerage) ]

|[ALERTDISPATCHER - Master] Server running

If you can't find your message, you may use the filter button to filter by date and time range and adjust the Max.
number of messages to display setting.

Refer to AlertDispatcher logs to see details of errors - 5). How to Retrieve Logs for Troubleshooting

(. [ALERTDISPATCHER - Master] AlertDispatcher Enterprise v7.73.787.0.797.73 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxSe... [ = || & |[ 22 |

| Modem Setup | Inztant Messaging [IM] Setup | Syztem Setup |

Addresshook.
Users and Departments |

Servers Setup [SMTP/POP3/HTTRASOL) | Receive SM5 Setup | Templates |

Help/Registration |
Server/Metwork Monitoring Messages | Send SMS/Email |

. Max. number of meszages to dizplay: _| Al
1 from 204, Today sent: 2. Today rece ] e I PRIy |

Fiter.. |

Service |

ﬁ) Delete all pending messzages

| S Acknowledge all meszages

[EE

ﬂ [V [StatDateTime > 6/8/2019 9:00:00 PM)

Subject MessageStatus

StartDateTim = | Type IN{[¥] | Recipient

< Emor: "Requested facility not s,

Filter builder

%|®|7| 2|

= "aND" applles to the following conditions:

Ok Cancel

=
|[ALERTDISPATCHER - Master] Server running 13{Paor) v
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c). Troubleshooting Send SMS/Email and Modem/SMTP Server Issues

For email to be sent out, a valid and working SMTP Server has to be configured. Refer to 2). How to setup
AlertDispatcher to send Email/Alert Emails

For SMS to be sent out, a working modem needs to be configured. If the SMS can't be sent, go to “Modem
Setup” and check if the modem is connected, and there is a signal and operator detected. The LED light on the
modem must be on and the SIM card properly inserted. Note that some SIM card adapters may not fit well so
you may try changing to another SIM card to try out.

Warning: Please read the modem installation guide for the modem you're using before installing/uninstalling
the modem /modem driver or when installing/uninstalling the SIM card -
http://www.clickndeploy.com/clients/downloads.php?action=displaycat&catid=19

., MlertDispatcher Enterprise +7.0.0.0,679.48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertanitarings: 3999, Mod... [ = || & [[s234] |

Service l Meszages l Send SMS/Email | Addressbook |
Servers Setup [SMTP/POP3/HTTRASOL) | Receive SMS5 Setup l Templates l Users and Departments |
Help/Fegiztration |
Server/Metwark Monitaring E todem Setup ] Instant Messaging (IM] 5 etup | System Setup |
RS
Port Status Operator Error{Warning) ModemMail |Description Bauc

W COMY  [Comnected | 23javerae] |sinatel (HSP4 3.55) Disabled 115201

< b

[ALERTDISPATCHER - Master] Server running 23(Average)

10
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A modem may not be detected due to mis-configured COM port or if the modem driver has not been installed
for the modem device.

Go to "Windows Device Manager" and locate the modem device. In the following example, the modem port is
COML17. After reconfiguring the modem COM port, it may take up to 30 seconds for the modem to be detected.

If the modem device is "unknown", ensure you have installed the correct USB driver for the modem and right
click on the device and select "Update driver software".

Warning: Please do not make any amendments to the Modem Setup unless you know what you're doing!

| =8 Device Manager — =] ¢S
File Action View Help
e = HE N
>l Computer -
1 Disk drives
- B Display adapters
» ] DVD/CD-ROM drives
> g IDE ATA/ATAPI controllers
3; Imaging devices
> ¥ Intel WiUSB
> == Keyboards
> -] Memory technology driver
> - Mice and other pointing devices
- Monitors
- ¥ Network adapters
> -|y% Other devices
Y5 Ports (COM & LPT)
T3 Sierra Wireless AT Command Port (UMTS) (COM17)
- Sierra Wireless CNS Port (UMTS) (COM12)
? Sierra Wireless DM Port (UMTS) (COM18)
-T2 Sierra Wireless NMEA Port (UMTS) (COM13)
D Processors
> - Security Devices i

m

[ Y

Under certain conditions, a weak GSM signal may cause SMS messages to fail to send. The GSM signal
strength and quality at your deployment location is dependent on the presence of GSM repeaters in the vicinity.
Generally speaking, GSM signal will be better in offices than in industrial buildings and data centers, and is
especially poor in basements and server rooms enclosed by reinforced concrete walls with fire-rated doors and
no windows. If your deployment site has very poor signal, please refer to point 2 and 3.

You can use your cellphone to gauge the signal strength. There should at least be 2 bars. Alternatively, you can
also compare the signal strength for various SIM card providers using the software — signal strength will be
displayed under Modem Setup and the signal reading will refresh every 20 seconds.

If the signal is very poor at your selected location (1 bar on your cellphone), please consider shifting the entire
setup to another location. If you're installing the modem in an enclosed rack, extend the antenna out of the rack.
You also may use an "active" USB extender to extend the modem to a location with better signal - click here for
an example.

If you're still not able to send your message, contact your mobile carrier company for technical assistance.

11
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d). Troubleshooting Messages Sent From Third Party Systems

Third party systems (interfacing clients) can interface with AlertDispatcher using the following server protocols:

Server Protocol Message Format Default Windows Service Log Name
Port Name
1. HTTP Server HTTP Request 80 AlertDispatcher-HTTP ~ HTTPListener.log
2. SMTP Server SMTP Email 25 AlertDispatcher-SMTP ~ SMTPL.istener.log
3. SNMP Trap Receiver SNMP Trap 162 AlertDispatcher-SNMP ~ SNMPTrapReceiver.log
4. AlertDispatcher DLL API N.A. 5556 N.A. N.A.

For example, for SMTP Email messages sent to AlertDispatcher SMTP Server, you can search the
corresponding log file, SMTPListener.log for the keyword "Email received" and find your messages.

Log location: C:\Program Files (x86)\AlertDispatcher\Log\

j SMTPListener - Notepad EI@

File Edit Format  ‘iew Help

2019.08.21 16:29:09:566 [thread:5468] [Trace] [PrimarySMTPListenerClient] --» IamAldiwe A
2019.08.21 16:29:09:566 [thread:5468] [Trace] [PrimarySMTPListenerClient] <-- Ok

2019.08.21 16:29:22:233 [thread:5468] [Trace] [Pr1marySI“1TPL1stenerC11ent] <-- Eeplicationslavestatus: standby||"Replication is not
enabled on this server P1ease enab]e rephca‘twn on S1ave Server

2019.08.21 16z 2' A 3 3 'l 1 - 1qwe
01905, 142 a5 Meace iy el cenerclianc] - fans
.08, 2 16 120: 48 628 [‘thr‘ead 1804 <xEmail received. <psubject: <>Rec1 pient:82045273@test. com <»Body: Message sent wia
L]ertDispatcher SMTP Server Protocold <r»Recipient(0) 18204527 3@ est, com
F019,08.21 16:29:48:690 [thread:5468] [Tr'ace] [Pr1marySI“1TPL1stenerC11ent] --3 Send SMTPListener{Primary)|||unencoded|||82045273@test. com
Messagel??n‘lcI\Inl?IA1?rI‘1I:D1?[|J?tcPI1|IErI"I?TTI’;‘I??TY?T Protocold]| | I(El:].tIJO -01-01 00:00:00 || |2] | |test@A]erthispatcher. com| | |Testsender]| ||
I 4 2 1o T

2019,08,21 16:20:48:690 [thread:5468] [Trace] [PrimarySMTPListenerClient] «-- Sendok

2019.08.21 16:29:54:993 [thread:5468] [Trace] [Pr"lmar‘ySMTPL'lstener‘C'l'lent] <-- ReplicationslavesStatus: standby||"Replication is not
enabled on this server. Please enable replication on 5lave Serwver.

2019.08.21 16:30:15:320 [thread:5468] [Trace] [PrimarySMTPListenerClient] --» Iamalive

2019.08.21 16:30:15:320 [thread:5468] [Trace] [PrimarySMTPListenerClient] <-- Ok

m

12
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If you can't find the message in SMTPListener.log, check if firewall is enabled on your AlertDispatcher PC and
if so, you need to add firewall exception - see A. How to Add (allow) server ports to Firewall

For hardware or switch based firewalls, please check your network administrator.

Note: The default SMTPListener.log will only show messages that have been successfully captured from the
third party system. If the SMTP transaction fails halfway, it will not be captured. For detailed SMTP logging,
please enable “Log SMTP packets (For Advanced User Only!)” under “Servers Setup”, “Email Application
Setup”, “SMTP Server (Localhost) Setup” and click “Apply settings”. This will allow all SMTP packets sent by

your application to be captured regardless of whether they are successful.

Service | Server/MNetwork Monitoring \ Messages | Send Message \

Help/Reqistration |
Messaging Service Setup | System Setup | Servers Setup [SMTP/POP3/HTTP/SAL) §| I Receive Message Setup \

Email &pplication Setup | TTP Server Setup | SHMP Trap Receiver Setup | SOL Client ]

General Setup |SMTP Server [Localhost] Setﬂ POP3 Client Setup | MAPI Setup ] Email Notifications | LDAP Query Setup ]
TCP/P address access restrictions

|v Enable SMTP Server [Localhost)

By default, all computers will be: T & Granted access
General Setup
SMTP Server Port [Localhostp |25 IP throttle |2000 j Messages/Minute Except those listed below: (&  Denied access
I Requie TLS encryption Access [ IP address [Subnet mask) [

597 | v Log SMTP packets (For Advanced User Clnly!' —_
r
Bagic SMTF Authentication

™ Enable SMTF Authentication Usemname: Password: |~

Email Filtering Rule
v Forward ALL emails to Numeric email recipients as SMS
& Query Phonebook for all ather email recipients. If na match is found, deliver email as regular email.

" Deliver all emails received as regular email with the exception of emails with the following recipient domains:

|alelldi$palchel.com [Emails to other domains will be delivered as regular emails)

Failover Setup
| Automatically disable SMTP Server on server failure or when no modems are working

IFrr mlient cide Failower bo altemabive semeern
Here is what the SMTPListener.log looks like after “Log SMTP packets” has been enabled.

| SMTPListener.log - Notepad - O X

File Edit Format View Help

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250-Hello 127.0.0.1

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250-AUTH LOGIN

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250-ENHANCEDSTATUSCODES

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250 SIZE 0

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: MAIL FROM:<scada@gmail.com> SIZE=569

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250 2.1.0 OK smtp ready for scada@gmail.com

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Revd: RCPT TO:<123456789@gmail.com>

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250 2.1.5 OK smtp ready for <123456789@gmail.com>
2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: DATA

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Sent: 354 Send MimeMsg. End with CRLF.CRLF

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: From: scada@gmail.com

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: To: 123456789@gmail.com

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: Subject: Demo Test Email

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: Date: Tue, 18 Nov 2025 16:19:31 +0800

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: MIME-Version: 1.0 (produced by Synapse)

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: X-mailer: Synapse - Pascal TCP/IP library by Lukas Gebauer
2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Recvd: Content-type: Multipart/mixed; boundary="019EA4E1_2432770E_Synapse bounda
2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: Content-Description: Multipart message

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd:

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: --019EA4E1 2432770E Synapse boundary
20725 11 1R 1A:19-31:371 [thread-1RA4R1 SMTP 127 0 0 1-AA71A Revd: Content-tune: text/nlain- chareet=ITTF-R
<

13
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If AlertDispatcher is still not getting the messages sent to it after disabling firewall/ports, you can test
independently of your system using 3" party SMTP clients.

There are 2 options - Option 1 uses the Test SCADA SMTP Client which is installed by default along with

AlertDispatcher by the setup is the easiest. Option 2 is to use a Telnet client to issue manual SMTP commands

to AlertDispatcher. You can use both options if required.

i. Option 1: Test sending SMTP mail to AlertDispatcher using “Test SCADA SMTP Client”

You can simulate the SMTP message using the “Test SCADA SMTP Client” that is installed by default along
with AlertDispatcher (if it’s missing, it’s possible excluded during the setup). You can launch the Test SMTP
Client from Windows Start Menu - AlertDispatcher > Test SCADA SMTP Client.

- AlertDispatcher

AlertDispatcher Client

@ Help

Test Scada SMTP Client

ﬁ’ Uninstall

&) Apple Software Update

e _

If the “Test SCADA SMTP Client” is missing from the Windows Start Menu, please go to “C:\Program Files
(x86)\AlertDispatcher\APIs\Test Scada SMTP Client” and run it directly.

If the third party system is not on the same server as AlertDispatcher, it is also advisable to copy the Test
SCADA SMTP Client to the same machine as the third party system after you have performed the local test.
This is to determine if firewall settings or networking is the issue.

Cut x L:"_] MNew item ~ \/J Open HH Select all
—-‘ W.| Copy path T_J Easy access ™ Edit Select none
¥y Paste Move Copy Delete Rename Mew Properties . .
#| Paste shortcut to to - folder - History DD Invert selection
Clipboard Organize Mew Open Select
1T » ThisPC » OS(C) » Program Files (x86) > AlertDispatcher > APls » Test Scada SMTP Client v ) | Ses
L
Mame Date modifie
«cess
% TestScadaSmtpClient.exe 14/10/2024 1

jects

14
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You can also download the Test SCADA SMTP Client from this link -
https://www.clickndeploy.com/clients/dl.php?type=d&id=48

After you have launched the test SMTP Client, configure using the settings as shown below.

2 SCADA SMTP CLIENT Note: Please use default settings unless need to change by — Od X
remarks!
[-Email Server Settings
pr—

‘ Open Program and Log ! .

Sles (hur Copr) Mail Server (SMTP Host): §127.0.0.1

= \ Use 127.0.0.1 if scad PC, oth
u se .0.0.1 if scada is on same PC, otherwise,
Email Authentication:  [No ~] enter AlertDispatcher IP address. For remote
e Email Encryption: |N° Encryption ,IAIertDispatcher, ensure firewall is turned off or

Demo Point: NORMAL | exception added for SMTP TCP Port 25.

Simulate Alarm Status Email Sender: |scada @gmail.com

Message Format: ISMS Email (SMS Gateway) LI

k to Normal

Alert Recipient Email Address: [ [123456789@mail.com
.
Simulate Daily Health Check EW Benerate frace log j Replace with phone number or AlertDispatcher Group Name

\ ave Settings | Test Send Email |

Enable "Generate trace log"

.o < . = O .9 0. W

(1))

15
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ii. Option 2: Test sending SMTP mail to AlertDispatcher using Telnet Client

Option 2 is to use a Telnet Client such as the Windows Telnet Client to issue manual SMTP commands to
AlertDispatcher. You can test locally first, and then remotely Also see - b). How to verify your SMTP Server
credentials using Windows Telnet Client and Blat.

The example shown below shows a local test to 127.0.0.1 port 25. This is assuming your AlertDispatcher is
locally. If AlertDispatcher is installed remotely, please replace 127.0.0.1 with the server name or IP address.

Note: The Telnet Client test only works for TCP port 25. It will not work if you have enabled TLS encryption
for AlertDispatcher SMTP Server (using port 587).

BN C\Windows\system32\cmd.exe = | B8] | &3

1M »

C:Users™Admin>telnet 127 8A.8A.1 25

If you get “220 AlertDispatcher SMTP server ready”, this means the SMTP port is open and you will be able to

send email to AlertDispatcher SMTP server.

B Telnet 127.0.0.1 = || [=] || &%
228 AlertDispatcher SMIP server ready

11 »

You can use Telnet Client to send email to AlertDispatcher SMTP server using the commands marked in red.
Basic SMTP Authentication is enabled, please temporarily disable it for this test.

If

16
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Service | Server/Netwark Monitoring | Messages | Send Message | Addressbook
Templates | Users and Departments | Help/Registration |
Modem Setup | Messaging Service Setup | System Setup Servers Setup (SMTP/POP3/HTTP/SOL) | Receive Message Setup

[ Efal Epplicaion Seupl| HTTP Server Setup | SNMP Trap Receiver Setup | SOL Client |

General Setup  SMTP Server [Localhost] Setup | POP3 Client Setup | MAPI Setup | Email Notifications | LDAP Query Setup |

TCP/IP address access restrictions
[v Enable SMTP Server [Localhast]

By default, all computers will be: @ & Granted access
General Setup . Except those listed below: (& ¢ Denied access
SMTP Server Port [Localhost): |25 IP throttle |600 - Messages/Minute
Access | IP address [Subnet mask) | Add
[~ Log SMTP packets [For Advanced User Onlyl)
Delet
Basic SMTP Authentication ﬁ
[~ Enable SMTP Authentication Username: Password: Fesi=

Email Filtering Rule
[v Fomward ALL emails ta Numeric email recipients as SMS

* Query Phonebook for all other email recipients. If no match is found, deliver email as regular email.

" Deliver all emails received as regular email with the exception of emails with the following recipient domains:

|a|erldispalcher, com [Emails to other domains will be delivered as regular emails)

Failover Setup
[ Automatically disable SMTP Server on server failure or when no modems are working

[For client side failover to altemative server]

B Command Prompt

220 AlertDispatcher SMTP server ready

EHLO alertdispatcher

250-Hello activate.adobe.com

250-AUTH LOGIN

250- ENHANCEDSTATUSCODES

j250 SIZE ©

imail from: sms@example.com

250 2.1.6 OK smtp ready for sms{@example.com
frcpt to: 91234567(@example.com

250 2.1.5 OK smtp ready for 91234567@example.com
data

354 Send MimeMsg. End with CRLF.CRLF
subject: test sms subject

this is a test message

258 0K

“250 OK” response means that the email is successfully sent.

EHLO alertdispatcher

mail from: sms@example.com

rcpt to: 91234567@example.com 2 replace “91234567” with your mobile number
data

subject: test sms subject

this is a test message

The email will appear in AlertDispatcher as shown below.



mailto:91234567@example.com
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Templates I Users and Departments I Help/Registration I
Modem Setup I Messaging Service Setup I System Setup I Servers Setup [SMTP:’PDF'SIHTTF'}SEILII Receive Message St
Service I Server/Network Monitoring Messages Send Message l Addiessbook

Max. number of messages to display
v ‘Word wrap

- - = .
1 f Filter messages .‘_n‘ Export messages n\E':/Ll Acknowledge all messages “@ Delete all pending messages |1 from 1. Today sent: 0. Today received: 0

CreatedDal~ [¥] [ Type INJOUT |Recipient

2/8/2021 8:41:32 pm ISMS IDut IS‘I 234567 hhl: is a test message

If Option 1 and 2 are both working, and there is no issue with firewall or network access, please check
SMTPListener.log (with “Log SMTP packets” enabled) and also the interfacing 3" party system logs for further
clues on why the message hasn't been transmitted.

Please note that if SMTP authentication username and password is enabled on the 3" party interfacing system,
you need to configure the same for AlertDispatcher. Note: To allow quick interfacing, basic authentication is
disabled on AlertDispatcher by default.

Service | Server/Metwork. Monitaring | Meszages | Send SMS/Email |
Addressbook | tadem Setup | Instant Messaging (M) Setup | Spstem Setup |

Help/F egistration |

Servers Setup [SMTP/POP3/HTTR/SOL] | Receive 5MS Setup | Templates | Users and Departments |
Email Application Setup | HTTP Server Setup | SHMP Trap Receiver Setup | SQL Client |
General Setup - SMTP Server Setup ‘ POP3 Client Setup | MAPI Setup | Email Notifications | LDAP Query Setup |
TCPAR address access resictions
[ Enable SMTP Server
By default, all computers will be: ? (* [Granted access
General Setup N Except thoze listed below: & © Deried access
SMTP Server Port, |25 IP throttle 5000 =1 Messages/Minute
Access |IP address [Subnet mazk)] | Add
[ Log SMTP packets [For Advanced User Onlyl)
Delet
asic SMTP Authentication ﬂ
[w Enable SMTP Authentication Username: |test Passward: | Properties
Email Filtering Rule
v Forward ALL emails to Mumeric email recipients as SMS
" Query Phonebaok for all other emal recipients. |f no match is found. deliver email as regular email.
& Deliver all emails received as regular email with the exception of emails with the fallawing recipient domains:
|alertdispatcher.con'i [Emails ta ather domaing will be delivered as regular emails)
Failowver Setup
r
[ALERTDISPATCHER - Master] Server running 13{Paar)

Once AlertDispatcher successfully receives the email sent from interfacing system, it will be reflected on
AlertDispatcher Client. Note that this will happen regardless of whether the message can be successfully
processed by AlertDispatcher.
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tadem Setup | Instant Meszaging [IM) Setup | Servers Setup [SMTF'!F'DF‘S/HTTF‘/SQL]' Receive SMS Setup |
Templates | Users and Departments Help/Registration |
Service | Server/Metwork Monitoring | Send SMS/Email | Addressboak |
\%l\‘s.a @ ? \i@u Acknowledge all messages @ Delete all pending messages |1 from 259, Today sent: 2. Today received: 0 s e mes;;gii;?ddiﬂ?: ISUU :|I Apply |
ﬂ ¥ [Test = "protocol) Filter.. |
StartDateTim =~ | Type INJOU| Recipient MessageStatus |Rul[¥] |FinishDateTime |Client

=

|[ALERTDISPATCHER - Master] Server running
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3). How to use the Addressbook and setup Escalation

a). Adding Group and Recipient

Navigate to the “Addressbook” tab, and then click on the “Add Group” icon.

., BlertDispatcher Enterprise v7.0.0.0,679.48 (futhorized User: Click And Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitorings: 9999, Mod... | = || = |[53s]
Servers Setup (SMTP/POPI/HTTR/SOL | Riecsive SMS Setup |

Templates | Uszers and Departments |

Help/Fegiztration |
Server/Metwork Monitoring | Modem Setup | Instant bMezzaging [IM] Setup | Syztem Setup |
Service l Messages l Send SMS/E mail Addressbook |

& | | &

Recipients:

sa|galsy| 1=

GfAdd Groupl

Name Phone Email IM address|Descriptio F\es\(L A

HEE]

| r

[ALERTDISPATCHER - Master] Server running

23{Awerage)
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You can assign priority to your group. Messages sent to groups with higher priority will be sent out first.

'NewGroup @

Main l Recipients | Escalation/E mergency Recall Motification |

M ame: |lest. groupl

Pricrity: | Marmal -

Restrict b Users from Department: |Main ﬂ

Use Modem Port: | auto -

Drescription: |

Ok Cancel

Next, click on “Add Recipient” button to create recipients.

.7, AlertDispatcher Enterprise w7.0.0.0.679.48 (Autharized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhanitarings: 9399, Mad... [ o= || & |[w23]
Servers Setup [SMTR/POPIMHTTR/SAL) | Feceive S5M5 Setup | Templates | Users and Departments |

Help/Fegistration |

Server/Metwork Monitoring | Modem Setup | Instant Meszaging [IM] Setup | Spstem Setup |
Service l Meszages l Send SMS/Email Addresshonk |
"
=]
&l 8| Y| <[ooun ] salsalse| (1| Pl

Reci

Add Recipient
%Dﬁnne Email IM address|{ Descriptio| Restri

Groups:

< [ 3

[SLERTDISPATCHER. - Master] Server running 23{Awerage)

Camr | =
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You can assign group level priority to recipients. If you have a modem pool, you can select the preferred

modem to use for the recipient. This is useful if you need to split sent messages across different SIM cards for
accounting purpose. For example, each SIM card may have a free SMS limit of X number of SMS per month.

To optimise your usage, you would want to split your messages across the modem pool.

Editing Recipient

tain | Custom Fields Schedule] E scalation |

Mame:  |michael smith

Send Type: ¥ SMS [~ Email [ Instant Messaging [Grmai)

Phone:  |1234567890

Email: |

Instant Messaging (Gmail): |

Altemative PhoneE mallz): |
[Far Emergency Recall Matification)

- Group Level Priority
L . Average -
[within the group itself]:
isting port:

Use Modem Part: | auta ~| [ Show only ex
Restrict to Users from Department; |Main j
Description: ||

[ Unsubszcribed [Recipient will not receive SkS)
[Mate: Recipient can unsubscribe by sending UNSUE to SMSDispatcher]

Ok | Cancel |

To assign recipients to the group you have just created, right click on the group, select “Edit Group

(Add/Remove recipient & Configure Escalation)”. Alternatively, you can just double click on the group itself.
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Servers Setup [SMTR/POP3/MHTTRASOL) |

0 AlertDispatcher Enterprise w7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbdonitorings: 9999, Mod... | = || & | M

—

Feceive SM5 Setup | Templates | Users and Departments | :I

Help/Registration | ﬂ

Server/Metwork Monitoring | Modem Setup | Instant Messaging [IM] Setup | System Setup |
Service | Meszages | Send SM5/Email Addressbook. | |
Golao | &¢| v |« |r1a1 0 ] salae|s| =[] Pl |
Fecipients: ﬁ?oups:

Name Phone Email '

IM address| Descriptio| Restrif| ™ 0 [
z rl'lil:: '..'

=

[[ALERTDISPATCHER - Master] Server running

auh Remowve Group

Rermowve Group and Recipients under the Group

.EE Expand

FE Collapse

@ Load Group frarm CS
@ Load Group fram CSY (Do not override existing recipients)
H Save Group to C3Y

e i
. L= |
j o Cornrnon File

[&) r b

[ 23(Average) ]

Use the checkboxes to add recipients to the group.

Editing Group

Main  Recipients | E zzalation/Emergency Recall Notificationl

B8

K| «]1-1401 | ]
MHame I Tupe I Phore I Email I Dezcription I Lnsu... I CustomField1 I CustomFieId2| Custor
michagl. smith SMS 1234567550

4

I

ho

0k Cancel
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b). Setting up Basic Escalation

i. Overview

To ensure that critical messages are received and acted upon by recipients, you can define an escalation
sequence for an addressbook group so that messages sent to the group need to be acknowledged by recipients
within a defined time interval, failing which they will be escalated to the next level (tier) of recipients or resent
to the same group.

There are two types of escalation that can be enabled for groups : a). Basic Escalation, and b). Emergency
Recall Notification.

For Basic Escalation, any of the recipients from the group may acknowledge the message on behalf of the entire
group. However, for Emergency Recall Notification, all recipients must personally acknowledge the escalation
messages sent to them. Any recipient that has not acknowledged will receive escalation messages as configured.

Any Basic Escalation message that is not acknowledged by any of the recipients that received the message can
be escalated up to 50 times to another recipient/group (or back to the original escalation group).

There are 2 ways to configure Basic Escalation. The most popular way is to send to a group of recipients and
hope that any of the recipients will acknowledge. If no acknowledgement is received after a defined time
interval, the message is escalated to another group of recipients, e.g. the managers. This method is useful in
reaching a group of recipients as quickly as possible, which is useful in case not everyone is able to receive or
read the message in time. For example, some recipients might have turned off their phones or maybe asleep.

The other way is to send to just 1 recipient (you can add only 1 recipient to the group), and then escalate to a
2nd recipient if that single recipient does not acknowledge, and then if the 2nd recipient also does not
acknowledge, escalate to 3rd recipient and so on.

Note: For discussion purpose, ‘escalation messages' refers to messages that require recipient acknowledgement,
and 'escalation groups' refers to groups with either basic escalation or emergency recall notification configured.
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1. Broadcast to Tier 1

Application Server

Network Monitoring/
Application Server g

o
3

PC User

Administrator

&

% Technician B

~ -8

% Technician C

)

AlertDispatcher

2 % Server

SMS Message:
Mobhile User NEW ID:05 15:01:10] Weh Server Down!!
To ack, pls reply A123
followed by any comments. Technical A

2. Escalate to Tier 2

3 & 4

Technical A Technician B

Technician C

‘ Q,,] /—\: upervisar A
AIertDmpatcher
Server

Escalation Group Level 1
SMS Message: a
[ESCO1 1D:05 15:01:10] Weh Server Downl!!
To ack, pls reply A123
followed by any comments.

Supenisor B

3. Someone in Tier 2 acknowledges

Technical A

; ' Administrator
% Technician B
A123 Hi, il fix it 8 Technician C

~ o

% Supervisor A

LY

»9

AlertDispatcher
Server

¥

SMS Message: %
[ACK ID:05 15:01:10] Technician A has .
acknowledged at 01-01-2010 15:25:04
Comments: Hi, Il fix itll Supenisor B

Ltd.)
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ii. Pros, Cons and Important Good Practices for using Escalation

There are pros and cons to using escalation messages.

Pros:
1. Ensures that someone reads the message.
2. Escalates to management if no one acknowledges.

Cons:

1. Generates greater message volume depending on how the escalation is configured, and especially so if lower
escalation level recipients don’t acknowledge promptly. The increase in message volume may slow down the
system, especially if there is a surge or outage that generates a lot of original messages.

2. Increases the workload of recipients that need to acknowledge the messages.

Here are some good practices to ensure that escalation messages works for you without the drawbacks.

Important Good Practices to follow when setting up escalation:

1). Create a test group to test out escalation messages before enabling escalation for actual AlertDispatcher
Groups.

2). Enable escalation messages only for critical alarms groups. You can use separate groups for critical and non-
critical alarms.

3). Minimizing the number of recipients in each Tier would limit the increase in message volume, especially
when “Notify everyone that has been contacted whenever anyone makes an acknowledgement” checkbox is
enabled.

For example, if there are 3 “Tier 1” recipients configured and someone in Tier 1 acknowledges before the
message is escalated to Tier 2, the total number of messages generated is 3 original messages + 3
acknowledgement confirmation messages equals 6 messages in total. Therefore, the fewer recipients are in Tier
1, the lesser the number of messages sent in total.

4). Configure an escalation time interval that is sufficient for recipients to make a successful acknowledgement.
15 minutes is the lowest recommended time interval but you configure 20 or 30 minutes if possible.

5). Train your recipients to make multiple acknowledgements in a single reply, e.g. A123, A456, A678.

6. Exempt return-to-normal messages from escalation using the “Do NOT escalate messages if message
contains ANY of the following keywords” setting.

7. Allow recipients to acknowledge once by enabling the “Acknowledging any message will acknowledge all
messages sent to the recipient” checkbox.
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To setup Basic Escalation for an addressbook group, under “Escalation/Emergency Recall Notification” tab,
select “Basic Escalation”. If Basic Escalation is enabled, escalation messages sent to the group must be
acknowledged by any recipient in the group by SMS or Email reply.

You can configure AlertDispatcher to escalate the message to another recipient or group if no one acknowledges
within the defined time interval, resend to the same group, or ring/call recipient phones (cellular/fixed line). Up
to 50 tiers or levels of escalations can be configured.

Editing Group
Main | Recipients Escalation/Emergency Recall Notification |
[v Enable Escalation/Emergency Recall Notification
(v Basic Escalation: If none of the recipients have acknowledged within:
" Emergency Recall Notification; If there is ANY recipient that has not acknowledged within: Reset Tiers to Default |
Tier 2 j ming, |escalate to: LI |{Same Group} LI
Tier  Newt I_j mins, [escaete o ~] .
Tier 4 Next |10 j ming, |escalate tor LI | LI
Tier & MNext Iw—j mins, Iescalate tar LI I LI
Tier 6: Next Iw_j rmirns, |escalale to: LI | LI
Tier 7 Mest Iw_j mins, |escalale ta: LI | LI
Tier & Next I'":l_j ming, |escalate to: LI | LI
Tier 9: Next Iw—j mins, Iescalale to: ;I I ;I
Tier 10: Next |10 j mins, |escalale to: LI | LI
1T 1

- 0 . I

[v Allow recipient to acknowledae/comment by replying to email.
v &ppend acknowledgement link to Email sent to recipients -
[~ Acknowledaing any message will acknowledae all messages sent to recipient Setup Escalation Ack POP3 Server

Acknowledgement footnate: [AEK? Reply {CODE} + msg

[~ Do NOT escalate message if message contains ANY of the following keywords:

[Ie.lu'r'. to normal, back to normal, recovered, nomal, heartbeat

[v Natify everyone that has been contacted whenever anyone makes an acknowledgement or makes a subsequent comment
[ Continue sending unsent messages to first group of recipients even after receipt of acknowledgement (Recommended)

[v Abort ring phone if anyone has acknowledged any message sent to the group in the last |10 mitites.

v Abort ring phone if recipient phone was called in the last |10 ming [only applies ta this group)

>

£

Ok ‘ Cancel

Recipients can include comments in their acknowledgement SMS/Email and these comments will be forwarded
to other recipients. The acknowledgment footnote is configurable.

If you want to allow recipients to acknowledge all escalation messages received using a single reply, you can
enable "Acknowledging any message will acknowledge all messages sent to the recipient”. This makes it more

convenient for the recipient but the downside is we can't ensure that the recipient has actually received or read

all the messages.

You can exempt specific messages bearing certain keywords from the acknowledgement requirement using the
"Do NOT escalate messages if message contains ANY of the following keywords" setting.
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iv. Acknowledging by SMS reply

Recipients can acknowledge escalation messages received via SMS by replying a code. Multiple messages can
be acknowledged in a single reply by including all the acknowledgement codes (comma separated), e.g. A123,
A456, A678.

Alternatively, if "Acknowledging any message will acknowledge all messages sent to the recipient” setting is
enabled, a recipient can acknowledge all messages by acknowledging any of the escalation messages received.

Call Contact Info

Message
7 Apr, 2014 11:33 AM

"[NEW ID:215 11:33:18]
This is an important alert!

To ack or broadcast
comment, pls reply A521
| followed by comments. )

~A521 roger!
([ACK ID:215 11:33:18] |
george(+6590621305)
acknowledged at 07-04- ©
2014 11:35:37
Comment: roger! P

=Y = )
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v. Acknowledging by Email reply

In order to allow recipients to acknowledge by email reply, you must enable "Allow recipients to
acknowledge/comment by replying to email” setting and configure the POP3 Server and User credentials using
the "Setup Escalation Ack POP3 Server" button.

Main | Recipients Escalation/Emergency Recall Notification |
Setup Escalation Ack POP3 Server — O X

[v Enable Escalation/Emergency Recall Notificatior

(¢ Basic Escalation: |f none of the recipients Iv Enable Escalation Ack POP3 Client [Required to allow user to acknowledge escalation email)

" Emergency Recall Notification: If there is &)

Tier 2: [ﬁ—ﬁ mins, |escalate POP3 Server. [pop.gmail.com = A
Tier 3: Mext ’w_j mins, m POP3 Port [995 j
Tier 4: Next ,m—ill ming, Me_ Seourh [SSL
Tier & Nest ,10— ﬂ mins, Im POP3 Email address(Sender]: [DOD3@clickndeploy com
Tier B Nest [IU— ﬂ mine. M POP3 Username: [pop3@chckndeploy. com
Tior 7 Nest IIIJ_ j nin, IM POP3 Passwoid || -
et 8 Nest lll]— ill . I@e_ Check Interval |5 =
Tier 3 Next ,w—ﬁ mins, IM
Ok Cancel ‘

Tier 10: Next |10 ﬂ mins, |escalate
o -1 .

v Allow recipient to acknowledge/comment by replying to email.
Iv Append acknowledgement link to Emall sent to recipients =
[~ Acknowledging any message will acknowledae all messages sent to recipient Setup Escalation Ack POP3 Server |

Acknowledgement footnote: [ACK: Reply {CODE} + msg

[~ Do MNOT escalate message if message containg ANY of the following keywords:

If the POP3 Server and User credential is incorrect, the following error will be shown:
. BlertDispatcher Enterprise w7.0.0.0.678.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertanitorings: 9998, Mod... [ = || & |34

Server/Metwork Monitoring | Modern Setup | Instant bMezzaging [IM] Setup | Suystem Setup |
Servers Setup [SMTP/POPZ/HTTRASAL) | Receive SMS5 Setup | Templates | Usgers and Departments |
Help/F egiztration |
Service | Messages l Send SMS/Email l Addressbook |
Server Status: @ | Stop | Fiestart | Emergency Pause | Modem Signal: |COM4 | Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - Master] Server running - EE [“ LLLEEEEEL l
Server Replication Fole:  [Master] ¢
Slave Status: Connected

User: |adminiztrator Server Host:  [127.0.0.1 Logout Open Log Folder

dispatcher

Expaciting your wovkforee

G e ar Eigel
2 —
208012 233213902 [thread 6104] [1] Escalation Ack POP3 server pop.gmail.com not available, Emor-ERR [AUTH] Usemame and password not accepted, -
2018.01.12 23:30:14:337 AlentDispatcher Service Started! Modems initialized successfully - COMA4 [Metwork Operator:singtel. Signal Strength: 26
P11 31 1 b odenn Finnaars 7 B2 0 201 A0A0ANAR0 <8082 1790532 040414 08-F

2018.01.12 23:30:11: 311 Modem Model: <8082t product

2ME.M .12 23:30:05:931 [thread:1824] D atabase recovered

2018.01.12 23:30:05: 329 [thread: 1824] Available SpstermRAM: B.E13.204 KB
2018.01.12 23:30:05: 329 [thread: 1824] Total System RAM: 8,200,740 KB
2018.01.12 23:30:00: 874 [thread:5592] Available SpstemRAM: 6,613,004 KB
2018.01.12 23:23:43:143 [thread: 5532] Available SpstermRAM: 6,613,404 KB
2018.01.12 23:29:49:143 [thread: 5532] Total Systern RAM: 8,300,740 KB
2018.01.12 23: 29:44: 354 [thread:5540] Available SpstemRAM: B.609.764 KB 4
2ME.M 12 23:29:32: 342 ] D atabaze enor: D atabase exception Open log - file:\Logh

2018.01.12 23:23:32: 311 [thread:5540] Available SpstermRAM: 6,616,860 KB

2018.01.12 23:29:32: 311 [thread:5540] Tatal Systern RaAM: 8,200,740 KB

2MB.M 12 23:29:28:972 [thread: 984] Failover Client Connected to Slave: 192.168.1.158:5556

2018.01.12 23:23:28: 348 Engine initizlized. [Build 6739, 43]

2ME8.M A2 23:23:28:832 Vendor: ClickNDeploy

2018.01.12 23: 29:28: 832 HardwarelD:C47C0E7E-7143 N

[ALERTDISPATCHER - Master] Server running 26{Goad)

m
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vi. Acknowledgqing via AlertDispatcher Client Console

A PC operator can acknowledge any or all escalation messages on behalf of recipients on the AlertDispatcher
client interface.

. MlertDispatcher Enterprise 7.0.0.0.679.48 (Autharized User: Click And Deploy Pre Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitarings: 8999, Mad... [ = | & |[=3]

Server/Metwork Monitaring | Modem Setup | Instant Messaging [IM] S etup | System Setup |
Servers Setup [SMTR/POPIAHTTRASAL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Service Messages | Send SM5/Email | Addressbook |
\gl \:a Acknowledge all meszages @ Delete all pending messages |1 from 1. Today sent: 12, Toda 7 e mess:gi;;?ddzﬂzy I _I Apply |
_I [ [Test = "maden"] Filter.. |

StartDateTime = [Type |INJOUT |Recipient Subje|MessageStatus

43/ Pending.

,) Acknouwledge all ressages

nu

Copy {Ctrl-C)

\:_% Reply to selected messages
# Resend Message

Delete selected messages

Delete listed rmessages

4 D @ Delete all pending ressages ¢

|[ALERTDISPATCHER - Master] Server running @ Delete all processed messages | 26(Good) -

Cy ) -

As previously mentioned, up to 50 tiers/levels of escalation actions can be assigned for each group. You can
escalate the message to another recipient or group, back to the same group or call a recipient phone
(cellular/fixed line).
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c). Setting up Emergency Recall Notification

i. Overview

While Basic Escalation allows any recipient in the group to acknowledge on behalf of the group, Emergency
Recall Notification requires that every recipient in the addressbook group personally acknowledge the message
sent to them. Any recipient that has not acknowledged will receive escalation messages as configured.

The Emergency Recall feature is especially useful in emergency or disaster scenarios where you would want
reach out a group of recipients and can be initiated by a user via SMS or AlertDispatcher Web Login.
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ii. How to confiqure Emergency Recall for Addressbook Groups

To setup Emergency Recall Notification an addressbook group, under “Escalation/Emergency Recall
Notification ” tab, select “Emergency Recall Notification”. Up to 50 tiers/levels of escalations can be configured.

e

Editing Group @
" Main ] Fecipients | Escalation/Emergency Recall Natification |
[v Enable Escalation/Emergency Recall Motification
" Basic Ezcalation: If none of the recipients have acknowledged within:
* Emergency Recall Motification: If there iz ANY recipient that has not acknowledged within:

A ill ming, escalate o |resend to recipients that have yet to acknowledge j

Next |3 =l ming, escalate bo |rin h f recipi hat h knowledge, for 6 d J
= b g phone af recipients, that have pet to acknowledge, far b seconds -
Mest |5 i mins, escalate bo |ca|| phone of recipients that have yet to acknowledged j
Mext |5 ﬁ minz, escalate bo |re&end to alternative contact of recipients that have pet to ackhowledge ﬂ
Mext |5 ﬁ ming, escalate to |$end repoart to zender ﬂ
Mext |5 ﬁ ming, escalate to |ring phone of alternative contact of recipients that have vet to acknowledge, for B seconds j
MNext |5 ﬁ mitig, escalate to |ring phone of recipients, that have yet to acknowledge, for B seconds j
Mexst |3 ill ming, escalate o | j
Next |3 i mings, escalate to | j
Nest |5 ﬂ mins, escalate bo | ﬂ
. . ’ Setup Escalation Ack POP3 Server ‘
v Allow recipient to acknowledge/comment by replying to emnail P
v Ackrnowledging any mezsage will acknowledge all messages sent to recipient
Acknowledgement footnate: |."-".EK: Feply Ok1
Altemnative contact header:  |PURGEMNT:Plz help fonward this msg ta {R ecipientM ame}[{R ecipientPhone) )l

v FRequire send confirmnation for Emergency Recall Motification meszages received fram user via SMS or Email

v Forward all comments made by recipients ta the sender

v Do nat send meszage header, e.q. [MEW D276 21:2224]

Ok Cahcel

If you want to allow recipients to acknowledge all Emergency Recall messages received using a single reply,
you can enable "Acknowledging any message will acknowledge all messages sent to the recipient™. This makes
it more convenient for the recipient but the downside is we can't ensure that the recipient has actually received
or read all the messages.

If "Require send confirmation for Emergency Recall Notification messages received from user via SMS or
Email" setting is enabled, users can review and then choose to confirm the message.

If you want to allow recipients to acknowledge by email reply, you must enable "Allow recipients to

acknowledge/comment by replying to email™ setting and configure the POP3 Server and User credentials using
the "Setup Escalation Ack POP3 Server" button.
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Editing Group

Mext
Mext
Mext
Mext
Mext
Hext
MHext
MHext

MHext

Alterative contact header:

=
SR |

=

5

v Allow recipient to acknowledge/comment by replying to email

Iv Acknowledging any message will acknowledge all messages sent to recipient

* Emergency Recall Matification:

ming,
ming,
ming,
ming,
ming,
ming,
mits,
mitis,
ming,

ming,

"Main ] Fecipisnts Ezcalation/E mergency Recall Natification |

|v Enable Escalation/Emergency Recall Matification
™ Basic Escalation: If none of the recipients have acknowledged within:

If there iz AMY recipient that has nat acknowledged

escalate to
estalate to
escalate bo
escalate to
escalate to
escalate to
escalate to
escalate to
escalate to

escalate to

il

|resend ta recipients that have pet to

|ring phone of recipients, that have g

|ca|| phone of recipients that have el

|lesend to alternative contact of recip

|send report to sender

|ling phaone of altemative contact of rd

|ling phone of recipients, that have pe

. Setup Escalation &ck POP3 Server EI@

v Enable Ezcalation Ack POP3 Client [Fequired to allow user to acknowledge escalation email)

POP3 Server:  |pop.gmail.com |

) =

POP3 Port: [335 =
Security: |SSL

POP3 Email address(Sender): |p0p3@clickndeploy. com

POP3 Uzername: |p0p3@clickndeplo}l. com
POP3 Password:
Check Interval |5

RRRERRRRRR

ag

Ok Cancel

Setup Ezcalation Ack POP3 Server |

Acknowledgement footnote: |ACK: Feply Ok1

v FRequire send confirmation for Emergency Recall Motification messages received from uzer via SMS or Email

IRGENT:Plz help forward this meg to {RecipientN ame[{RecipizntPhone} !

v Fonward all comments made by recipients to the sender
v Donot send message header, e.g. [NEW 100276 21:22:24]

Ok Cancel
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If the POP3 Server and User credentials is incorrect, the following error will be shown:

° AlertDispatcher Enterprise +7.0.0.0.679.48 (Buthotized User: Click And Deploy Pe Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitarings: 3939, Mod... [ = | B |[m3]

Server/Network Monitoring | Modem Setup | Instant bMessaging [IM] Setup | System Setup |
Servers Setup [SMTR/POP3/MHTTRASOL) | Receive SMS5 Setup | Templates | Users and Departments |
Help/Fegistration |
Service | Messages l Send 55 /Email l Addressbook |
Server Status: @ | Stap | Restart | Emergency Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - Master] Server running - EE [ll LTI l
Server Replication Role: [Master] ¢
Slave Statuz: Connected

User; |administrator Server Host:  [127.0.01 Logeut Open Log Folder

dispatcher

Expagiting your Wovkforee

1= = Ll
3 ——
2M8.M 12 23:32:19:902 [thread:B104] [1] E zzalation Ack POP3 server pop.gmail. com not available. Eror-ERR [AUTH] Usemarne and pazswaord not accepted. -
2018.01.12 23:30:14:337 AlenDispatcher Service Started! Modems initialized successfully - COM4 [Metwork Operator:singtel. Signal Strength: 26
R 22011211 Moo Firouare 7 52 0 201 A0ANANRRN sIR0S7H 1790532 040414 05 Al

2M8.M .12 23:30:11:311 Modern Model: 218082t praduct

208012 23:30:05:991 [thread:1824] D atabasze recovered

2018.01.12 23:30:05: 329 [thread: 1824] Available SpstermBRAM: 6,613,204 KB
2018.01.12 23:30:05: 329 [thread: 1824] Total Systern RAM: 8,300,740 KB

2018.01.12 23: 30:00: 874 [thread: 5592] Available SpstemPAM: B.613.004 KB
2018.01.12 23:29:49:143 [thread:5532] Available SpstemPAM: 6,613,404 KB
2018.01.12 23:23:43:143 [thread: 5532] Total Systern RéAM: 8,300,740 KB

2018.01.12 23: 23:44: 354 [thread: 5540] Available SpstermBRAM: 6,609,764 KB

2MBM A2 23:29:32. 342 1] D atabaze erar: D atabaze exception Open log - file:tLogh,
2018.01.12 23:29:32: 311 [thread:5540] Available SpstemRAM: 6,616,860 KB
2018.01.12 23:23:32: 311 [thread:5540] Total Systern RéAM: 8,300,740 KB

2MB.M A2 23:29:28:972 [thread: 984] Failover Client Connected to Slave: 192.168.1.158:5056
2018.01.12 23:29:28:848 Engine initialized. [Build: £79.48]

2M8.0M .12 23:25:28:832 Vendor: ClickMDeplay

2018.01.12 23:23:28: 832 HardwarelD:C47C0A7E-7143

[ALERTDISPATCHER - Master] Server running 26{Good)

m
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iii. Initiating Emergency Recall via AlertDispatcher Web Login

The best way to initiate an Emergency Recall is through the AlertDispatcher Web Login as you can monitor the
progress of the recall real-time on your browser.

For Web Login to work, AlertDispatcher HTTP Server must be enabled. If you need to allow users to access the
Web Login remotely from another workstation on the network, please ensure that Windows firewall does not
block the configured HTTP Server Port (by default port 80).

Note: If there's another conflicting web server using the default port 80, you should change the AlertDispatcher
HTTP Server Port, e.g. to port 8000.

. AlertDispatcher Enterprise «7.0.0.0.679.48 (Autharized User: Click And Deplay Pte Ltd (TEST SERVER. 1) - MaxRecipients: 1000, MaxServerManitarings: 9999, Modbus T

Service l Meszages: l Send SMS/Email | Addressbook |
Templates l Users and Departments | Help/Registration l
todem Setup | Irstant Messaging [IM] Setup | System Setup Gervers Setup [SMTR/POPIHTTR/SOL] ‘

Email Application Setup HTTF Server Setup | SHMF Trap Receiver Setup | SOL Client |

[ [+ Enable HTTP Server:l

TCP/IP address access restrictions

[~ Buthenticate against Users databasel

S &
HTTP Server Port: ’807 By default, all computers will be: ﬂ Granted access
Except thoze listed below: &) ¢ Denied access
Access IP address [Subnet mazk) | Add
S5L Password: Delete

Properties
B

IF thraottle {2000 j Messages / Minute

Acknowledgement URL: |kt /demno.clickndeploy.con
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To test, access AlertDispatcher Web Login page on AlertDispatcher Server locally through your web browser,
e.g. http://127.0.0.1/

= =&

()| @ htpyr127001 - || search. ERAR A
(2 AlertDispatcher - Click And... | |

4 .
¢ Dispatcher

diting your worlforce

User Name:
‘Dperalur ‘

[Login as SYSADMIN (Manage Server)

Password:

s o

Click here to download AlertDispatcher Client

For login user, you can create a new user under "Users and Departments™ tab, or you can use the automatically
created "operator” user to login (default password: "operator").

Note: Please change this password as soon as possible using the "Users and Departments™ tab to prevent
unauthorized usage.
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wim AlertDispatcher Enterprise v7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonito

Service | Messages | Send ShMS/Email | Addresshook | Server/MNetwork b
Help/Registration |
Instant Messaging (IM) Setup | System Setup |Ser\fers Setup (SMTP,-"POPS,-"H'I_I'| Receive SMS Setup | Template
&’"}" & &‘ R Editing User: mary 23 L
Name ‘TYPE |F kdain lDepanmems]

& administrator  Administrator

[v Enahle User

& operator Basic User MName: |mary
Display Name |mary
Fassward: |W
Confirm Passward: |’“°'°“°"
Type: |Depar1ment Leader ﬂ Manage User Types
Department Leader has the rights to access Service, Messages, Send -

SkAS/Email, Addresshook tabs only and has the rights to delete messages.
Department Leader can only view or delete messages from departments he
or she is assigned under.

ohile Fhone: |9123455?

Ermail Address: |mary@clickndeploy.com

Monthly message limit.  |1000000 [ Unlirmited CurrentMonth Usage 0

[ Discard messages in excess of limit

Ok ‘ Cancel ‘

NACUITATUTAMYDANT MaA wrarkina madal

After you have successfully login, select the group that is configured for Emergency Recall Notification,
compose your message, and click "Send Message".

|;@_Alennispatcher—cnckAnd... | ]

Jagm”aisgﬂ;gﬁ%mmertDispatcher - Click And Deploy Pte Ltd (TEST SERVER 1)
Alert System

Send SMS/Email User: operator Logout
Recipients:
‘RecallGroup |
. " g v i
ST (il | RecallGroup || Add Remplenl“ Update Reclplentﬂ
Priority: |Norma| V‘ Type: |AH V‘ [ Send message at: 2018-01-11 18:13:29 |Custom Field1 V|| Insert |
Select Template: |Select Template V|| Use Template || Update Templates |
Message Body:

This is an emergency. Please report back to cffice!
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User: operator Logout

IACK report for Emergency Recall Notification ID:18 21:37:34 Z y
From: operator()
Send SMS/FEmail To: RecallGroup
Time: 2018-01-11 21:37:34
Recipients: ge: This is an emergency. Please report back to office!

RecallGroup |
. . SENT: 2/2 (ACKED: 1/2 ~ NACK 1/2) QUEUED: 0/2 FAILED: 0/2 i i
Subject (for email): { ) VH Add REC\DIEITl” Update REEIpIEHEi

NACK(Sent but "c:t yet Recipient Comments |Description|Alternative Contact
acknowledged): Contact [ || |
018-01-11 18:13:29 Custom Field1 e Insert
mary 84987668 Stgzrg:gg?";z
¢ ) ][ Use Tempiate || Update Tempiates |
Message Body: Recimient
Thi=z is an emergs FAILED{Failed to send): Canptact Comments  |Description|Alternative Contact
N.A.
QUEUED(Pending in send Recipient Comments |Description|Alternative Contact
queue): Contact
N.A.
SMS888/ID-wESCM
ACKED(Recipient Recipient . .
Send acknowledged): Contact Comments |Description|Alternative Contact
21:52:54: ok
John 20621305 rager! mary(84987668)
Print Refresh Now
will StarHub = 358 PM & a7 [ 4

Demonewsingtelbottom

report back to office!

{@

Frm: operator to ‘RecallGroup’
ACK: Reply A264

Recall test!

Frm: operator to ‘RecallGroup’

ACK: Reply A275

A264 ok roger!

B O |
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iv. Initiating Emergency Recall via SMS

A user can also initiate an Emergency Recall remotely by sending an SMS to the server.

SMS Format:

"Send {GroupName} {Message}"

The requirement is that "Enable Receive SMS" and "Enable forward to Addressbook™ settings under "Receive
SMS Setup™ tab must be enabled. For security, the user's mobile phone number must be found in the

addressbook (recipient) or inside one of the login users (setup under "Users and Departments" tab).

Note: You can restrict this capability to login users only by enabling the "Restrict function to Users only" setting
under "Receive SMS Setup”, "Forward to Addressbook™ tab.

" AlertDispatcher Enterprise w7.0.0.0.679.48 (Buthorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitorings: 9999, Modbn

Help/Registration |
Service | Messages | Send SMS /Emai Addressbock |
Instant Messaging (IM) Setup | System Selup | Servers Setup [SMTP/POPIHTTR/SOL) Receive SMS Setup |

(e

Forward to Addressbook | Forward to Email | Execute SOL | Execute HTTP GET | Execute DOS Command | Alert Users (Buzzer/Balloan) |

| [ Enable forward to Addressbook [Restricted to Users and Addressbook Recipients) I

Forward received messages with the keyword |Send to Addressbook recipient that follows the: keyssord
[uze comma delimiter if mare than one recipient)

Example:
Uzer &dmin sends to Server
"zend operations, sales, technical AN staff to report to work in 1 howr's time"

Server send lo Operations, Sales, Technical @
"l staff to repadt to waik in 1 howr's time
Fronc Admin (9661 2345) at 200 2400-20 16:20:11"

| [~ Restict function to Users only I

v Append onginal sender to forwarded message
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In the following example, a user initiates an Emergency Recall to "RecallGroup™ group by sending an SMS
"Send recallgroup This is an emergency. PIs report back to office!".

Send recallgroup This is an

emergency

Pls report back to office!

[AlertDispatcher] Please reply
C478 to proceed with the
broadcast of the following
message:

To: RecallGroup
Msg: This is an emergency
Pls report back to office!

[AlertDispatcher] Thank you!
Your message will be
forwarded to: RecallGroup

Message: This is an
amergency
Pls report back to office!

This is an emergency

(O A)

A recipient receives the SMS and sends Ok1 to acknowledge.

This is an emergency
Pls report back to office!

Frm: John(20621305) to
'RecallGroup'

ACK: Reply Ok1
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d). Send Test Message

To test your newly created addressbook group, navigate to the “Send SMS/Email” tab, click on the ...” button
and select the group.

°. AlertDispatcher Enterprise +7.0.0.0.679.48 (Suthorized User: Click And Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertMonitorings: 9939, Modbus TCP: Enabl.. [ = [ & |[m23a]

Server/Metwork Monitoring | Madem Setup | Instant Messaging IM] Setup | System Setup |
Servers Setup [SMTR/PDP3/HTTR/SOL) | Receive SMS5 Setup | Templates | Users and Departments |
Help/Reqistration |
Semvice l Meszages Send SMS/Email | Addresshook |
Recipients:
| L J Send | Load Test
-
Subject [Required for e-mail): |
Friority: ’m Type: &l - Modem port: | auto - Departrent: |IT j |Eust0m Field1 j Inzert
[T Send amessage at [12/1 /2019 10:3419 P =~ Select Template: hd Use Template
Meszage Body (Required): | J | " | J
Test Messagd
Characters: 12
[ALERTDISPATCHER - Master] Server running 26{Good)

2, AlertDispatcher Enterprise «7.0.0.0,679,48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbdonitorings: 9999, Modbus TCP: Enabl., | = || B || 22 |

Server/Metwork Monitoring ‘ todem Setup ‘ Instant Messaging [IM] Setup ‘ Spstem Setup |

Servers Setup [SMTP/POPIHTTRASOL) ‘ Receive 5M5 Setup ‘ Templates ‘ Uszers and Departments |

Help/Registiation ‘ Select Recipients @ |

Service } ok
1-10of1
Recipients: Mame | Fhone [Drezcription
| 1885 test.group D Send | Load Test
F1& john 90621305

Subject (Required for e-mail):
B ’m Tupl prn Fieldl - Inzert

r - Use Template
Mezzage Body [Required):

Test Message

Ok C |
Characters: 12 Ance

[ALERTDISPATCHER. - Master] Server running 26{Good)

Click “Send” button to send the message.
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4). How to Delete Pending Messages

You can all delete pending messages (messages that have not been sent out by the system) by right clicking on
the message grid and select “Delete all pending messages”.

2 AletDispatcher Enterprise w7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerManitarings: 9999, Modbus TCP: Enabl. [ = | —EI—M

Server/Metwork Monitaring | todem Setup | Instant Messaging [IM) Setup | System Setup |
Servers Setup [SMTP/POP3/HTTR/SAL) | Fieceive SMS5 Setup | Templates | Users and Departments |
Help/Registration |
Service Messages | Send SMS/Email | Addresshook |
\%l \-a | N2 Acknowledge &l messagr@ Delete all pending messagesﬂﬂm 2. Today sent: 0. Today received: 0 fe=lounbei messjgiff;?ddz?;? I = ﬂl
Fiter.. |

_I I [Test = "“modem™)
StartDateTime = |[Type

Subje|MessageStatus

[ME* 101 23:38:30] test escalation 1!

12A1/201811:38:30 P 5M5 Out inhn[90B621305] 4 Escalated 2
ACK: Reply 4336 + mag

»

6(Gaod) 4

=

|[ALERTDISPATCHER - Master] Server running
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5). How to Export Messages to Excel

Navigate to the “Messages” tab. Change the Max. number of messages to display from the default "500" to
"10000" (Step 1). Click "Apply" button.

Note: After you have completed the message export, please reset back to 500 to avoid slowing down your
system.

Click on "Filter" button (Step 2), and add 2 "CreatedDateTime" conditions with Sign "GreaterThan" and
"LessThan™" to define the date range of messages you want to filter (Step 3).

For example, to set filter to show messages only in the month of August 2020, create the following 2
"CreateDate Time" conditions, 1). CreatedDateTime "Greater Than" 1/8/2020 12:00:00 AM. 2).
CreatedDateTime "LessThan™ 31/8/2020 11:59:59 PM.

Note: Messages tab can only display up to 10000 messages. If there are more than 10000 messages in the month
of August, you will need to reduce the date range defined in the filter.

Click on "Export to CSV" button (Step 4). You can use MS Excel to open the file.
2 [BLERTDISPATCHER. - Master] AlertDispatcher Enterprise w8.106,892.0 (Sutharized User: Click &nd Deploy Pte Ltd (TEST SERVER 1a) - MaxRecipients: 1000, MaxServerdaonit... |?||E”?|
Addrezsboak | todem Setup | teszaging Service Setup | System Setup |

Servers Setup [SMTP/POP3/HTTRASEL] | Receive SMS Setup | Templates | Users and Departments |

elp/Registration | @
@ | Server/Metwork Monitoring Meszages ‘ Send Meszage |

3 v ' . | Max. number of to display: - I
e ‘\:ﬁ .' ‘QLP‘ b E:)u Acknowledge all meszages &@ Delete all pending messages | 23 from 125, Today sent: 0. Today receive S mmber o meslsEgiifD?d Li::a;}' 10000 j |
J— N ;
ﬁ Iv [CreatedDateTime < 31/8/2020 11:59:59 Pt) AND [CreatedDateTime > 1/8/2020 1200:00 AM] Filter.. |
CreatedDateTime = Type INJOUT |Recipient |Tex1 Su|MessageStatus
3 : 0 Filter builder
/842020 4301 PM R N R A il caniliben EX3
31/8/2020 9:00:00 AM EMAIL Out El- "AND" applies to the following conditions: {+ Condition @
31/8/2020 9:00:00 &M EMAIL Out [EreatedDateT?me < 31/8/2020 11:59:59 PM)
i [CreatedDateTime > 1/8/2020 12:00:00 Ak) Column: CreatedDateTime j
304842020 11:02:50 PM SMS Out
304842020 11:02:26 PM SMS Out
304842020 10:58:45 PM EMAIL Out Sian |GreaterThan j
304842020 10:05:22 PM EMAIL Out
DateTime: | 1/8/2020 | [1200.00 -2
30/8/2020 9:50:00 Pk EMAIL Out
304842020 B:43:00 PM EMAIL Out
3048/2020 3:00:00 AM EMAIL Ot
304842020 9:00:00 A EMAIL Out
™ Group
Group operator. AMD J
4 Ok Cancel
[ALERTDISPATCHER - haster] Server running rerey
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6). How to Retrieve Logs for Troubleshooting

You can retrieve your logs by clicking on the “Open Log Folder” button.

The most useful logs are the AlertDispatcherServer, AlertDispatcherServer_events and AlertDispatcherSignal
logs. If you're interfacing 3rd party applications with AlertDispatcher, the relevant logs include SMTPListener,
HTTPListener and SNMPTrapReceiver logs.

Note: Logs will be automatically archived to the \archive subfolder when they reach 10MB in size. To identify
which archived log is relevant, please sort the files by date and then open log file to verify that it contains the
log when the error occurred.

To obtain support from your vendor, you'll also need to submit your AlertDispatcher database and configuration.
Refer to the "Log Submission Guide™ on how to obtain the relevant files to your vendor for further technical
assistance - http://www.clickndeploy.com/clients/dl.php?type=d&id=41

*. AlertDispatcher Enterprise +7.0,0.0,679,48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhaonitarings: 9399, Madbus TCP: Enabl.. [ o | = | (s3]

Server/Metwork Monitaring | todem Setup | Instant Meszaging [IM) Setup | System Setup |

Servers Setup [SMTR/POP3IHTTRASOL) | Receive SMS Setup | Templates | Users and Departments |

Help/Fegistration |

Fervice | Messages l Send SMS/Email l Addresshook |
Server Status: @ ‘ Stop | Restart ‘ Emergency Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G)

Server Replication Fole: [Master]
Slave Status: Connected

Dis;gagf_cher

paciting your workforce

[ALERTDISPATCHER - Master] Server wnning - EE [llllllllll------ l
User: |administrator Server Host: |127.0.01 Logout Dpen Log Folder

Server Event Log:

2018.01.13 00:15:14:671 AlertDispatcher Service Started! Modems initialized successfully - COM4 [Metwork Dperator:singtel. Signal Strength: 26) -
2018.01.13 00:15:11:457 Modem Firmware:r7.52.0.201 404040850.518082t 1790532 040414 08:50

2018.01.13 00:15:11:457 Modem Model 13082t product

2078.01.13 00:15:05:997 [thread: 4456] Available SystemPaM: 6,514,176 KB

2018.01.13 00:15:05:997 [thread: 4456] Total System RAM: 8.300.740 KB

2018.01.13 00:15:01:192 [thread: 4388] Failover Client Connected to Slave: 192.168.1.158:5556

2018.01.13 00:15:01:146 Engine initialized. [Build:679.48]

2018.01.13 00:15:01:093 Yendor: ClickMDeplay

2018.01.13 00:15:01:093 HardwarelD:C47CDS78-7143

2018.01.13 00:15:01:093 AlertDizpatcher Enterprise v7.0.0.0679.48 [Autharized Uzer:Click And Deplay Pte Ltd [TEST SERYER 1))
2018.01.13 00:15:01:093 ModbusTCPEnabled: 1

2018.01.13 00:15:01:099 MaxServertonitarings: 9999

2018.01.13 00:15:01:099 LicenzeE xpiny.0

2018.01.13 00:15:01:033 MaxEmergencyR ecipients: 1000

2018.01.13 00:15:07:093 M axtodernMum: 8

2018.01.13 00:15:01:093 WendorE mail:

201 8.01.13 00:15:01:099 Yendar: Click M Deploy

2018.01.13 00:15:01:093 Reaistered ame: Click 4nd Deolov Pre Ltd (TEST SERVER 11

[ALERTDISPATCHER. - Master] Server running 26{Good)

m
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2. For Administrator
1). How to activate AlertDispatcher license using Activation Code

Once you have successfully setup and configured your AlertDispatcher installation, the software will work for
60 days without license activation. To use beyond 60 days, please activate your license by SMS or Internet.

| AlertDispatcher w7.0.0.0,679.48 (Evaluation - Trial Days Left:60) I =N N
ServersMNetwork. Monitonng i fModem Setup | Instant Messaging [IM] Setup | System Setup |
Servers Setup [SMTP/POP3/HTTRASAL) | Receive SM5 Setup | Templates | Users and Departments |
Help/Registration |
Service | Messages l Send SMS/Email l Addrezsbook |
Server Status: @ | Stop | Festart | E Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G]
[ALERTDISPATCHER - Master] Server running - EE [lllllllllln.----.-—. l
Server Replication Role: [Master] DlSpatfhE

_ Slave Status: Disconnected. SocketEmor: 10060, Connection ti Wb

Please check if Slave Server Host is correct. If fi

Usger: |administratar Server Host: |127.0.01 Logout Open Log Folder
Server Event Log:
2018.01.13 01:07:23:070 AlentDispatcher Service Started! Modems initialized fully - COM4 [Metwork Operator:singtel. Signal Strength: 26) -

2018.01.13 01:07:19:999 Modem Firmware: 7.52.0.201 404040850, 518082t 1790532 040414 08:50
2018.01.13 01:07:1%:993 Modern Model:s13082t product

2018.01.13 01:07:14:953 [thread:5820] D atabase recovered

2018.01.13 01:07:14:885 [thread: 5820] Available SystemPAM: 6,608,456 KB

2018.01.13 01:07:14:883 [thread:5820] Total System RaM: 8,300,740 KB

2018.01.13 01:07:10: 240 [thread:559E] Available SystemBAM: 6,609,068 KB
208.01.1301:06:5%212 [N] Databaze eror: Databaze exception Open log - file:\Logh
2018.01.13 01:06:53: 163 [thread:5536] Available SystermPiaM: 5,509,744 KE|

2018.01.13 01:06:5% 167 [thread:5596] Total System RAM: 8,300,740 KB

2018.01.13 01:06:56:000 Engine initislized. [Build:675.48]

2018.01.13 01:06:55:998 [thread: 1784] Upgrade Success!

2018.01.13 01:06:55:979 Hardwarel D:C47C0 978-7143

2018.01.13 01:06:55:979 AlertDispatcher +7.0.0.0.679.48 [Evalustion - Trial Days Left:B0)

[ALERTDISPATCHER - Master] Server running 26i{Goad)

To register, run AlertDispatcher Client, and click on the ‘Register Software’ button on the splash screen.
Alternatively, you can launch AlertDispatcher Client and navigate to the "Help/Registration™ Tab on the main

page.

ClickNDeploy

Alertdispatcher

Copyright 2009 Click And Deploy (Pte. Ltd.) and its licensors

All rights reserved. SMSDispatcher, SMSDispatcher logo and Chick And Deploy are

trademarks or registered trademarks of Click And Deploy (Pte.Ltd.). Other marks are |
the properties of their respective owners

Register Software

You may register via Internet or via SMS.
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a). Register via SMS (Modem and SIM Card required)

If you do not have access to Internet connection, you may try to register via SMS by ticking the checkbox
“Register via SMS". If you are not able to tick "Register via SMS", please ensure you have configured a modem
and inserted a working SIM card and restart AlertDispatcher service. You may send a test SMS to verify your
configuration is correct.

. Register Software E'@

Click on thiz button to register or upgrade your licenze.

Fequirements:

Flegister via Intemet - an actual machine anly! 1] Software activation code - Y'ou can either find it in vour COROM package or obtain it from pour wendor,
2] Intermet connection - IF pou do not have Intermet connection, you may copy the registration link
generated

on the AlertDispatcher server to anaother machine with Internet connection [for example your laptop).

[For SMS activation, pleaze zee below]

Alermatively, vou may register wia SM5 by ticking "Register wia SM5"

v Tick here to Register via SMS

Activation Code: |CNDSG-F’F’2gqick
Organization Mame: |Elick And Deploy Pte Ltd Autivate via Sh5
Contact Perzon: |John Tan

Contact Person Email: |iohn.tan@clickndeploy.con‘l

Upon receiving the license key via SMS, the "Evaluation - Trial Day Left" should be replaced by "Authorized
User" as shown below. You may need to manually restart AlertDispatcher Service to see the new license.

<. AlertDispatcher Enterprise w7.0.0.0.670.48 (futhorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 9999, Modbus TCP: Enabl... [ |[ & |[sE3s]

Server/Metwork Monitoring | Modem Setup | Instant Meszaging [|M] Setup | System Setup |
Servers Setup [SMTP/POPIHTTRASOL) | Receive M5 Setup | Templates | Uszers and Departments |
Help/Registration |

i Service | Meszages l Send SMS/Email l Addresshook |

Server Status: @ | Stop | Restart | E Pause Modem Signal: |COM4 ~ | Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - E E [llllllllll------ l
Server Replication Role: [Master] ¢ Dl‘spatcher”
chting your worktorce

Slave Status: Disconnected. SocketError: 10060, Connection ti
Please check if Slave Server Host is comect. If fi

Uszer: |administrator Server Host [127.0.0.1 Logout Open Log Folder

Server Event Log:

2018.01.13 01:12:02:884 Vendor. ClickM D eplay o
2018.01.13 01:12:02:884 HardwarelD:C47C0978-7143

2018.01.13 01:12:02:884 lenDispatcher Enterprize +7.0.0.0.679.48 [Autharized User:Click And Deploy Pre Lid (TEST SERVER 1))

2018.01.13 01:12:02:884 ModbusTCPEnabled: 1

2018.01.13 01:12:02:884 MaxServerMonitorings: 9933

2018.01.13 01:12:02:384 LicenseE zpin:0

: 2:384 MaxE mergencyRecipients: 1000

2018.01.13 01:12:02:884 Mzt odernblur

2018.01.13 01:12:02:884 VendorEmail

2118 01 13011202884 Vendor ClickM N enloy

2018.01.13 01:12:02:884 RegisteredMame: Click And Deploy Pte Lid [TEST 5
2018.M 1301 34 Activation: Created bin key.

L 2018.01.13 01:1 18 Activation: Hecelved reglstratlon keyl

m

R1)

3 initialized fullp - COM4 [Network O tor:-zingtel, Signal Strength: 26]
2018.01.13 01:07:19:939 Madem Firmware: 7.52.0. 201 404040850, /8052t 1790532 040414 05:50
2018.01.13 01:07:19:939 Modem Model: 518082t product
2018.01 .13 01:07-14:953 [thread:5820] D atabaze recoverad
2018.01.13 01:07:14:885 Ithread: 58201 Available SustemPAtd: 6608 456 KB

[
[ALERTDISPATCHER. - Master] Server running 26{Good)
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<., BlertDispatcher Enterprise vr.u.n.u.sJE.ats {futhorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - IAaxRecipients: 1000, MaxServerbonitorings: 9939, Modbus TCF: Enabl.. [ = |[ & |[234]

Server/Network Monitaring | TAodem G etup i Ihstant Messaging [IM) Setup | System Setup |
Servers Setup [SMTP/POPIHTTRASOL) | Receive M5 Setup | Templates | Uszers and Departments |
Help/Registration |

i Service | Messages l Send SMS/Email l Addressbook |

Server Status: @ | Stop | Restart | E Pause | Modem Signal: |COM4 «| Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - E E [lllllllllllll--- l
Server Replication Role: [Master] ¢ DITSQEEEC’TEF”
Expaciting your workforce

_ Slave Statuz: Disconnected. SocketErmor: 10060, Connection ti
Please check if Slave Server Host is comrect. [f fi

Usger: | administrator Server Host: |127.0.01 Logout Open Log Folder
Server Event Log:
b 2018.01.13 01:12:02:884 Vendor. ClickM D eploy -

2018.01.13 01:12:02:884 Hardware|D:C47C0I78-7143

2018.01 13 01:12:02:884 AlertDispatcher Enterprise w7 0.0.0 679 48 [Autharized User Click And Deploy Pte Ltd [TEST SERVER 1))
2018.01.13 01:12:02:884 ModbusT CPEnabled: 1

2018.01.13 01:12:02:884 MaxServerMonitorings: 9333

2018.01.13 01:12:02:884 LicenzeExpin:0

2018.01.13 01:12:02:884 MaxE mergencyR ecipientz: 1000

2018.01.13 01:12:02:884 MawModemNurm g

2018.01.13 01:12:02:884 VendorEmail

2018.01.13 01:12:02:884 Vendor. ClickM D eploy

2018.01.13 01:12:02:884 RegisteredMame: Click And Deploy Pte Ltd [TEST SERYER 1]

2018.01.13 01:12:02:634 Activation: Created bin.key.

2018.01.13 01:12:02:618 Activation: Received registration keyl

2018.01.13 01:07:23:070 AlertDizpatcher Service Started! Modems initialized fully - COM4 [Metwork Operator:singtel, Signal Strength: 26]
2018.01.13 01:07:19:939 Modem Firmware: 7.52.0.201 404040850, 518082t 1730532 040414 08:50

2018.01.13 01:07:19:999 Moderm Maodel:£/8082t product

2018.01.13 01:07:14:953 [thread:5820] D atabaze recovered

2018.01.13 01:07:14:885 thread: 58201 Available SustemPiatd: 6608 456 KB

"
[ALERTDISPATCHER - Master] Server running 26(Good)

m

If SMS activation don't work for you, you can activate via Internet by copying the registration link generated on
the AlertDispatcher server (which does not have Internet) to another machine with Internet connection (for
example your laptop).

Warning: You must not generate the registration link using AlertDispatcher installed on your laptop as the key
generated using your laptop will work for your laptop but will fail to work on the server.

b). Register via Internet

After clicking "Register via Internet", enter your license Activation Code, e.g. "CNDSG-zATUzRA4t".

Note: If you do not have Internet access on your AlertDispatcher PC, you can copy the browser link generated

on AlertDispatcher PC to a laptop or office PC with Internet access to continue with the registration. Please do
not attempt to install AlertDispatcher on your laptop and try to perform the activation as the key won't work on
the actual PC.

You can find the Activation Code on your CDROM or the Email sent to you after you have made your order. If
you do not have this code, please contact your software vendor. The software code will be sent to you by Email.
Please check your spam folder if you cannot find your activation Email.

The Activation Code is unique to your machine; please do not use it to register multiple machines as it may
cause the Activation Code to be voided.
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— | ) [
G(} htt:n:i',.-'-.n.-'.-.--.-.-.cli_ckndepl... P~ < ”Online Registration ‘ | ﬂﬁ __ “”

Online Registration

Dlease enter the Activation Code which yvou recerved after you
made your purchase. If you have previously registered, but lost
vour activation code, you can request for your activation code by
e-mail - click here

*%%Note: I

Your software 1s licensed on a per mstallation basis - vou must
use a Unigue Activation Code for each mstallation you wish to
register. As all registered machines are recorded mside our
registration database, please do not activate the software if you
intend to deploy on another machine subsequently.

Activation key |CNDSG-zATUzR4t d

| Submit Key || Reset |

- 4

After you have applied downloaded the registration key (for case of Internet registration), please restart
AlertDispatcher Service to confirm that your software has been registered.

. AlertDispatcher Enterprise «7.0.0.0,679,48 (Autharized User: Click And Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients:

Server/Metwark Monitaring | Maodem Setup | Ihztant Meszaging (IM) Setup |
Servers Satup [SMTPHPDPBJHTTPHSQL]| Receive SMS Setup | Templates |
Help/Reaistration |
Service ‘ tessages l Send SMS/Email l
Server Status: . | Sthp | Restart | mergency Pause Modem Signal: [COM4 ~| Oy
L
[BLERTRDISPATCHER - b aster] Server running - E E [llllllllllnn--..--.

Server Replication Role:  [Master]
Slave Status: Digconnected. Sockel
Pleaze check if Slave

Iser: | administrator Server Host:  |127.0.0.1 Logout Open Log Folder

Server Event Log:

[018.01.13 01:1213%:211 [I1] Replication Slave iz not available. Please check i Slave Server Host is comect. |f firewallis enabled, plea
WLogh,

2018.01.13 01:12:02:884 Vendor: Click MD eplay

2018.01.13 01:12:02:884 HardwarelD:C47C0S7E-7143

2018.01.13 01:12:02:884 AlertDispatcher Enterprize +7.0.0.0.679.48 [Authorized User Click And Deploy Pte Ltd [TEST SERVER 1)
2018.01.13 01:12:02:584 ModbusT CPEnabled: 1

2018.01.13 01:12:02:884 MaxServertonitorings: 9933

Upon successful activation, the "Evaluation - Trial Day Left" should be replaced by "Authorized User" as shown
below.
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Serves Setup (SMTP/POPS/HTTR/SAL] | Receive SMS Setup |
Help/Registration |
Service | Messages l

Pause L]

d,

Server Status: . | Stop | Restart | E

[ALERTDISPATCHER - Master] Server running -

User: | administrator

Server Host: |127.0.01 Logout
Server Event Log:

=]

Server Replication Fole: [Master]
Slave Status: Disconnected. SocketError: 10060, Connection ti
Please check if Slave Server Host is comrect. [f fi

Dpen Log Folder

. AlertDispatcher Enterprise VT.D.D.D.EEAS (Authorized User: Click And Deploy Pte Ltd (TEST SERWVER 1) - IA
Server/Network Monitaring | TAodem G etup i Ihztan

eszaging [[M] Setup |

Templates

Send SMS/Email

Signal: | COM4 + | Operator: singtel [H5PA 3.5G)

axRecipients: 1000, MaxServerbdonitorings: 9999, Modbus TCP: Enabl... EI-@

System Setup |

| Uszers and Departments |

l Addresshook |

l

dispatcher

Expaciing your workforee

2018.01.13 01:12:02:884 Vendor. ClickM D eploy
2018.01.13 01:12:02:584 HardwarelD:C47CDA7E-7143

2018.01.13 01:12:02:884 ModbusT CPEnabled: 1

2018.01.13 01:12:02:884 MaxServerMonitorings: 9333

2018.01.13 01:12:02:884 LicenzeExpin:0

2018.01.13 01:12:02:884 MaxE mergencyR ecipientz: 1000

2018.01.13 01:12:02:884 MawModemNurm g

2018.01.13 01:12:02:884 VendorEmail

2018.01.13 01:12:02:884 Vendor. ClickM D eploy

2018.01.13 01:12:02:884 RegisteredMame: Click And Deploy Pte Ltd [TEST SERYER 1]
2018.01.13 01:12:02:634 Activation: Created bin.key.

2018.01.13 01:12:02:618 Activation: Received registration keyl

2018.01.13 01:07:23:070 AlertDizpatcher Service Started! Modems initialized

2018.01 13 01:12:02:884 AlertDispatcher Enterprise w7 0.0.0 679 48 [Autharized User Click And Deploy Pte Ltd [TEST SERVER 1))

fully - COM4 (Net

m

(41 tor:singtel. Signal Strength: 26)

2018.01.13 01:07:19:933 Modem Firmware: 7.52.0.201 404040850, 518082 1730532 040414 08:50
2018.01.13 01:07:19:999 Moderm Maodel:£/8082t product

2018.01.13 01:07:14:953 [thread:5820] D atabaze recovered

2018.01.13 01:07:1 4:385 thread: 58201 Available SvstemBAb: 6605 456 KB

"
[ALERTDISPATCHER - Master] Server running

6(Gaad)
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In order for AlertDispatcher to send out Emails, you must configure the Primary SMTP Server under “System

Alerts/Email Setup"”.

AlertDispatcher can be configured to send a system alert message (Email/SMS) on encountering a modem or
system error. You can configure the system alert recipient under “Send System Alert to:”. This is highly

recommended if you are using AlertDispatcher for a critical purpose.

a). Configure Primary SMTP Server and credentials and Gmail SMTP example

<., AlertDispatcher v6.0.0.0618.21 (Evaluation - Trial Days Left6) = =
Servers Setup [SMTR/POR3/HTTRASAL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Service l Meszages l Send SMS5/Email | Addressbook |
Server/Metwork Monitaring | Modem Setup | Instant Meszaging [IM)] Setup System Setup |
General | Master/Slave Replication | Server Monitoring | E zcalation Setup | Modems | Outgoing Message Filter | Alert ateway Setup | Fieporting | Others |
Iv¥ Send Spstem Alertto  Recipients: | Test Alert
Frimary SMTP Server
SMTP server: |smtp.gmail.com SMTP user: |C|ickndeploytest@gmail.c:om
SMTP port: |58? ﬁ SMTP pazsword: | “““““““““““
Sender Email Address: |alertdispatcher@alertdispatcher.c:om
Sender Dizplay Mame: |
[~ Enable Secondary SMTP Server [failover]
=]
|25 = [
|aIertdispatcher@alertdispatcher.c:om
[~ Enable ModemMail [GPRS) [Email will be sent using modemn only if Internet mail is not available)
-
Mo working modem found. Refer to Modem Setup for error message. Unknown

Obtain the following SMTP Server settings from your company email administrator and ensure the firewalls are
opened for the SMTP Server port and AlertDispatcher Server IP address. Note that username and password is

not always required.

1. SMTP Server address (IP address or hostname).

2. SMTP Server port, e.g. port 25.

3. SMTP username (if authentication is required).

4. SMTP password (if authentication is required).

5. Sender Email address (required for some email servers).

Click "Test Alert" to test send an email and check the Messages tab for the MessageStatus.
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General EﬁmnAlertstmaiISetum| Master/Slave Replication | Server Manitming] E scalation Sell.p[ Mndems] Outgoing Message Filterl Alert( ateway Sell.p[ Reporting

¥ Send System dlertto Recipients: [ J Test Alert

Primary SMTP Server
SMTP server ISmtD-gmail.com SMTFP user: Iclickndeploylesl@gnaﬂ.com

SMTPpot  [587 =l SMTP password: [P
Sender Emad Address: |alertdispatchel@aleﬂdispatcher.cum

Sender Display Name: |

Note:

1). As far as possible, do not use your email account or an existing email account just in case you need to change
your password in the future, and forget to update the password set on AlertDispatcher. Create a new email
account, e.g. alertdispatcher@yourcompanydomain.

2). If you do not have a company email or SMTP Server, you can use your ISP SMTP Server or register a free
GMAIL account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take note that GMAIL
has a daily send limit of 2000 emails a day.

In order to enable SMTP access from your setup, you must also login to your GMAIL account on the same
workstation you installed AlertDispatcher and perform the following steps:

1. Enable 2-Step Verification.

After you have created the Gmail account, go to Google account, Security and enable 2-Step Verification. This
is needed to be able to setup an App password that you can use to send emails from AlertDispatcher.

Go gIeAccount Q, Search Google Account @ tHH o

Home Personal info Data & privacy Security People & sharing Payments & subscriptions

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

[ @ 2-Step Verification 2-Step Verification is off ] >
»+=  Password Last changed 2:25PM >
[ Recovery phone >
F  Recovery email >
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2. Generate App password

Search for App passwords.

Google Account Q. app password| X
4 RESULTS
@ Home B Password Manager
®  Security vec
*Z] Personal info Password me
E an

Personal info, Security

©

Data & privacy
‘ “ Security

—  App passwords ]

ﬁ Security
— Web & App Activit
B y

. Data & privac
2 People & sharing privacy

= Payments & subscriptio Q_  Search Help Center for "app password" >

(® About (@ See help options

Generate App password.

Google Account

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn more

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Mail Windows Computer

GENERATE
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Generated app password

Your app password for Windows Computer

Add your Google account e-FOX —

Enter the information below 1o Connect to your Geogle account,

How to use it

Email address
securesally@gmail.com

1. Open the “Mail” app.

2. Open the “Settings” menu.

3. Select “Accounts” and then select your
Google Account.

4. Replace your password with the 16-
character password shown above.

F: d

Include your Google contacts and calendars

Just like your normal password, this app
password grants complete access to your

This app password will be your SMTP password (instead of your Gmail password).

The following screen shows a successful test.

2. BlentDispatcher Enterprise 7.0.0.0.686.48 (Sutharized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitarings: 999... [ = |5 [[=5]

Servers Setup [SMTR/POPIMHTTRASOL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Server/Metwark Monitaring | Modem Setup | Instant Messaging [IM] Setup | System Setup |
Service Messages | Send SMS/Email | Addressbook |
\?%l\fﬁl@ ? {E:)u Acknowledge all meszages @ Delete all pending messages |1 from B64. Today sent: 6. T Ma. number of meslsigii,;?ddii?: ISUD jl Apply
il ¥ [PhoneMumber = "support@clickndeploy. com'] Filter..

StartDateTime Type INSOUT |Recipient Text Su > |MessageStatus Pri|FinishDateTime

test email best emal 588 Email Processe 2 |5/2/2018 7:40:01 P

If the SMTP Server setup is not correctly configured or if your AlertDispatcher hasn't been authorized to send
email to the SMTP Server, the error will be shown under MessageStatus column. Please show this error to your
company email server administrator.
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[

. BlertDispatcher Enterprise v7.0.0.0.686.48 (Authorized User: Click And Deplay Pre Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitarings: 399... [ = |[ = =5

Servers Setup [SMTPJPDPBJHTTPJSQL]' Receive SMS Setup | Templates | Uszers and Departments |
Help/Registration |
Server/Metwark Maonitaring | todem Setup | Instant Messaging [IM] Setup | System Setup |
Service Messages | Send SMS/Email | Addressbook |
‘G%l \_a | @ ? | e Acknowledge all meszages @ Delete all pending messages |1 from 664, Today sent: 7. T Ma. number of mBSSjgi;;?ddz?;;}' I _I ADD'P
il ¥ [PhoneMumber = "suppot@clickndeploy. com'] Filber..
StartDate Time Type INJOUT [Recipient Text Su > |MessageStatus Pri|FinishD

TARIDPM | EMA Out support@clickndeploy.com [_ ok et £LERTY & Email Error:

Error: "11004,Valid name, no data record of requested type™ is a socket error, and indicates that AlertDispatcher
is unable to connect to the SMTP Server. Please check if the configured Primary SMTP Server and Port are
correct, and there is no firewall blocking the connection.

. AlertDispatcher Enterprise w7.0.0.0.686.48 (futharized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerManitorings: 999.., [ = |[ =5 |2

Servers Setup [SMTF'.-’F'DPB.-’HTTF'HSGL]' Receive SMS Setup | Templates | Uszers and Departments |
Help/Reqistration |
Server/Metwork Monitoring | Modem Setup | Instant Meszaging (M) Setup | Syztem Setup |
Service Messages | Send SMS/Email | Addressbook |
\T%l\.alg ?l Acknowledge all mezzages @ Delete all pending messages |1 from 664, Today sent: 7. T Max. number of I'ﬂESS:g?;.tD?ddz:J;;}l I _I AF‘D'.'r'
il ¥ [PhoneMumber = “support@clickndeplop.com') Filter..
StartDateTime Type INJOUT | Recipient Text 7 |Subje|MessageStatus

[BLERTDIS i- : Test alett

44 P ‘ EMAIL ‘ Out support@clickndeploy. com [Cietizat S [4LE FIT4 B8 Enail Eror: *17004 .Y alid name, no data ren::n:nn:l|

If the SMTP Server is configured correctly and there is network connectivity but the email is still being rejected
by the SMTP Server, you might receive the following error:

. [BLERTDISPATCHER - Master] AlertDispatcher Enterprise w7.81.816.0.816.81 {(duthorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertdonitari

Instant Meszaging [IM] Setup | System Setup | Servers Setup [SMTP;’F'DPSHHTTPHSQL]' Feceive SMS Setup | Templz
Help/Registration |
Service | Server/Metwork Maonitoring Messages | Send SMSEmaill | Address|

1 from 1. Today sent: 3. Today received: 0 b

3| a2|?
il [ (StarDateTime < 25/9/2019 11:53:59 Ph)
StartDate Time = | Type INJOUT |Recipient Su [¥] |MessageStatus

{E:)u Acknowledge all meszages ﬁ) Delete all pending mezzages

|EP-.-1.-'3-.IL |I:|ur_ |:E:|_l|:||:||:|[[ eploy. com <t emai £ Email Ermor: Authentication unsuc
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Please check EmailSenderSMTPDebug.log - refer to 5). How to Retrieve Logs for Troubleshooting

b). How to verify your SMTP Server credentials using Windows Telnet Client and Blat.

You can use Windows Telnet Client to check network connectivity and open port access to the SMTP Server.

To determine if your SMTP Server credentials are correct, you will need to use an SMTP client such as Blat -
Blat is a free command-line based SMTP client.

On your AlertDispatcher installation, launch Telnet client to verify that you are able to connect to the SMTP
Server. The following example tries to connect to GMAIL SMTP Server at port 587. Note: Your corporate
email server may use port 25 instead,

=% Command Prompt =S @

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

M »

C:\Users\Admin>telnet smtp.gmail.com S87

On successful connection, it will return the code 220",

A Telnet smtp.gmail.com (=] @

220 smtp.gmail.com ESMTP n86sm1291331pfb.45 - gsmtp

If you're getting the error ™telnet' is not recognized as an internal or external command", this means Telnet
Client is not installed on your Windows machine.

C:\Windows\system32\cmd.exe

C:sUzerssjoshua MIMZKEBCLIENT~DezsktopX*telnet smtp.gmail.com 587
*telnet’ is not recognized as an internal or external command.
operahle program or bhatch file.

C=sUzerssjoshua MINZKECLIENT~DesktopX_
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To install Telnet Client, go to Windows Control panel -> Programs and Features -> Turn Windows
features on or off -> Server Manager -> Features -> Add Feature, and then add Telnet Client.

Eﬂsel'vﬂ' ELET
Fle Acton View Hep
= 2EH =
= =i Select Features
S Server Manager (WIN2KBCLIENT) E k_[

=P Roles
{52 Features —

7 Diagnostics Fﬂﬂtl-lfc.a

jﬁ’} Configuration Confirmation

=3 Storage

—ioi x| [
x|

Select one or more features to install on this server.

Features: Description:

Progress ] Remote Differential Compression ﬂ Telnet Client uses the Telnet protocol

- - _ to connect to a remote Telnet server
Results L Remote Server Administration Tocls (Installed) and run applications on that server.
[ RPC aver HTTP Proxy
[ simple TCP/IP Services
[] smTP Server
[] sMMP Services
[] storage Manager for SANs
[] subsystem for UNIX-based Applications
o
[] Telnet Server
] TFTP Client
[ windows Biometric Framewaork
[ windows Internal Database
[] Windows Powershell Integrated Scripting Environment (I8
[] windows Process Activation Service
[] windows Server Backup Features
[ windows Server Migration Tools
L Windows System Resource Manager
[ windows TIFF IFilter

[] WinRM IIS Extension hd
1| | »

More about features

T

Action: In progress...

= Previous | Mext = I Insta | Cancel |

If Telnet works, but you're still not able to send email successfully, you can test using the free command line
SMTP client Blat which you can download from http://www.clickndeploy.com/downloads/blat-smtp.zip.

For testing with SMTP Server without authentication:

blat -server {smtp-server-hostname} -port {smtp-port} -t {to-recipient} -f {sender-email} -subject {email-
subject} -body {email-body}

Example:

blat -server localhost -port 25 -t 12345@clickndeploy.com -f test@clickndeploy.com -subject "test subject” -
body "test body"

B Command Prompt

= || =] || &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server lo

calhost -port 25 -t 12345@clickndeploy.com -f test@clickndeploy.com -subject "te8
st subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com
Subject: test subject

Login name is test@clickndeploy.com

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>
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For testing with SMTP Server with authentication:

blat -server {smtp-server-hostname} -port {smtp-port} -u {username} -pw {password} -t {to-recipient} -f

{sender-email} -subject {email-subject} -body {email-body}

Example:

blat -server localhost -port 25 -u "test” -pw "test" -t 12345@clickndeploy.com -f test@clickndeploy.com -subject

"test subject™ -body "test body"

B8 Command Prompt = | B | &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server al(
ertdispatcher -port 25 -u "test” -pw “test” -t 12345@clickndeploy.com -f test@clf
ickndeploy.com -subject "test subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com
Subject: test subject
Login name is test@clickndeploy.com

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>

If password is wrong:

B8 Command Prompt = | 3] | &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server al
ertdispatcher -port 25 -u “test” -pw "wrong-password” -t 12345@clickndeploy.com
-f test@clickndeploy.com -subject “"test subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com

Subject: test subject

Login name is test@clickndeploy.com

The SHTP server did not accept Auth LOGIN PASSWD value.

D:\Data\ClickAndDeploy\Testing Tools\smtpi\blat262.full\blat-smtp>

c). Configure email recipients in the Addressbook

To send email through the Addressbook, you can add the recipient email address as shown below.
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tain IEustom Fieldsl Schedulel Escalationl

Modem Setup
Templates
Service Mame: Imichael.smith
&“:'}-‘l& |& H | 4 Send Type: [ SMS v Email [ Instant M essaging (Gmai
Name Phone Phone: |

Email: Imichael.smith@clickndeploy.com

Ihztant Meszaging [Grail): I

Alternative Phone/Emallz): I |
[Far Emergency Recall Matification]

Group Lewvel Priority lm
[within the group itzelf]: o

Restrict to Users from Department: IMain j
Birth [1ate: Hod hd
Description: I

[~ Unsubscribed [Recipient will not receive SMS)
[Mote: Recipient can unsubscribe by sending UNSUE to SMSDizpatcher]

X

eceive SMS Setup

ers and D epartments

Copyright 2025 Click And Deploy (Pte. Ltd.)

=1ol |

|

K|

|No working modem found. Refer -

Ok Cancel |

Unknown

¥
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3). How to setup AlertDispatcher High Availability (Master/Slave Cluster
Redundancy)

If you are using the Enterprise License, you can setup Master/Slave cluster redundancy on AlertDispatcher
installations using 2 different "Operation Modes"”, a). Active Master/Active Slave (default), b). Active
Master/Passive Slave.

When configured as "Active Master/Active Slave cluster” (the default setting), both Master and Slave nodes will
process messages sent to them concurrently (by interfacing application) and act as backup for each other (2-way
message replication) in the event of failover of either node. To ensure that there is no duplicate messages, the
interfacing application should only send to one node at any one time and be able to enact a failover to the other
node.

When configured as "Active Master/Passive Slave cluster”, messages sent by the interfacing application to the
Slave node will be ignored until the Master node is offline. If the interfacing application can send the same
message to both nodes, this setup confers an additional level of high availability. The message sent to Slave
node (passive) will be ignored as long as the Master node is online. In the event of failure of the Active Master,
the message sent to the Passive Slave node will be processed and sent out.

Note:
1. For both operation modes, changes to Users, Addressbook, Template, System Alert Recipient and Daily

Heartbeat setting can only be done on the Master node and will be replicated to the Slave node.

Modem settings including the required NPort setting “Modems are connected to IP network, cater for modem
response...” are to be configured or enabled separately on Master and Slave node separately.

2. A redundant server is only useful if it works, configure Heartbeat / Healthcheck alerts to be sent once or twice
daily for both Master and Slave nodes - refer to page 20 of the “AlertDispatcher Quick Installation Guide.pdf”
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a). Active Master/Active Slave Operation Mode

To configure your AlertDispatcher as Active Master/Active Slave, first enable the setting “Enable Replication
and Message Failover (Users, Addressbook and Templates will be replicated from Master to Slave)" to enable
automatic message failover (both ways) across the Master and the Slave node.

The "Enable Replication and Message Failover" setting does not ensure message persistency, so messages
already queued on a node that failed will be lost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messages from Master to Slave and vice versa™. This setting provides
additional high availability by replicating messages queued on either Slave or Master node on the other node. If
a particular node fails or crashes, pending messages that are in queue in the failed node will be sent using the
other node automatically. This is possible because all queued messages will be replicated on the other node.

Note: Firewall may prevent Master and Server from connecting to each other so if you have firewall enabled on
either or both servers, please add firewall rule to "allow" AlertDispatcher TCP port 5556. Refer to Appendix A
- How to Add (allow) server ports to Firewall.

In the following example, the Active Master node IP address is 192.168.1.203 and the Active Slave node IP
address is 192.168.1.74.

Active Master Node:

. AlertDizpatcher Enterprize »7.0.0,0.679.48 {Autharized User Click And Deplaoy Pte Ltd (TEST SERWER 1) - MaxRecipients: 1000, MaxServerbdanitarings: 9. E@
Servers Setup [SMTR/POFP3/HTTRASOL) | Receive SMS Setup l Templates l Usgers and Departments |
Help/Registration |
Service l Meszages l Send SS/Email | Addressbook. |

Server/Metwork Monitoring | Modem Setup | Instant Meszaging [IM] Setup System Setup |

General | System dletts/Email Setup  Master/Slave Replication | Server Monitoning/Modbus TCP Setup | E zcalation Setup ] Modems ] Outgoing Meszage Filker | AlertGateway 54 | *
ReplicationMinaring/Message Failaver | Wirtual IP Failover ] ‘windows MLEB ]

[+ Enable Replication and Meszage Failover [Uzers, Addressbook and Templates will be replicated from M aster to Slave)

Server Replication Role: |Master ﬂ

Slawve Server Host: |1 921681.74

Slave Server Part: |5558

Operation Mode: |Active Masteribotive Slave ﬂ

Iv Miror pending messages from M aster to Slave and vice versa.

| ALERTDISPATCHER - Master] ferver running 15(tverage)

| T 3
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Active Slave Node:

AlertDispatcher Enterprise v7,0,0,0,679,48 (Buthorized Usen Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerionitatings: 0., | = || & |23

Uszers and Departments |

Servers Setup [SMTR/POPIHTTPASAL) | Receive SMS Setup l Templates l
Help/Registration |
Service l Meszages l Send SM5/Email | Addreszbook
| Modem Setup | Instant Messaging [IM] Setup Spstem Setup |

Server/Metwork b onitoring

Gereral | System Alerts/Email Setup  Master/Slave Replication | Server Manitaring/Madbus TCP Setup | E scalation Setup ] Maodems ] Outgoing Message Filker | AletGateway 504 ¥

FeplicationMiroring/tezzage Failowver | ‘irtual IP Failover ] windows MLE ]

[w Enable Replication and Message Failover [Users, Addressbook and Templates will be replicated from b aster to Slawve]

Server Feplication Fole: |Sla\~'e j

Master Server Host: |‘I 92168.1.204

Master Server Port: |5558

25(fverage)

L3

ALERTDISPATCHER - Master] Server running
a4 1

The connection status to the Active Master is displayed on the Active Slave. The following screen shows
Active Slave as connected to the Active Master.

[PC - Slave] AlertDispatcher vi5.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Registration |
System Setup l Servers Setup [(SMTR/POPS/HTTRASEL) | Receive SMS Setup | Templatez
Server/Metwark Maonitarin

Instant Mezzaging [IM)] Setup

Service | Meszages l Send SMS/Email l Addressbook
Server Status: . | Stap | Restart | Emergency Pause Modem Signal: | COM11 | Operator:

ik [
it
Server Replication Rale: [Slave]

Slave Statuz: Active Slave
Iaster Statuz: Connected

Fr—" v Save password Open Log Folder Femote Server Host: |127.0.0.1 j Part: |5555 Save/Connect

Server rnning

Usger: |administrat0r Pazsword:

Server Event Log:
2017.07.25 22:28:10:524 [thread: 1808] Replication Client Connected to Master: 192.168.1.203. 5556
T AT AR 720040 THerm - A-1 0007 L. L. . bmd bemrn kd mabme 107100 1 IN2EREEC

= O ENRY o HEY AP
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The following shows Active Slave as disconnected from the Active Master.

[PC - Slave] AlertDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Registration |

Instant Mezzaging [IM] Setup | System Setup l Servers Setup [SMTP/POP3IHTTR/SOL) | Receive SMS Setup | Templates
Service | Meszages l Send SMS/Email l Addreszbook | Server/Metwork Monitori
Server Status: . | Stap | Festart | Emergency Pause Modem Signal: | COM11 ~| Operator:
3 - [N [
Erver running i

Server Replication Role:  [Slave]
Slave Statuz: Active Slave

Master Status: Disconnected. SocketEror: 10065, No route to host
User: |administrator Pazsword: v Save pazsward

Open Log Folder Remate Server Host: (127.0.0.1 j Part: |5558 Save/Connect
Server Event Log:

2017.07.25 22:32:05:117 [1] Replication Error: Socket ermar: 10065, Mo route to host

2017.07.25 22:32:05:117 [thread: 1808] Replication Client Disconnected from kaster: 1921681, 2035556
2017.07.25 22:28:10:524 [thread: 1808] Replication Client Connected to Master: 192.168.1.203.5556
2017.07.25 22:27-38:649 [thread: 1808] Replication Client Dizconnected from Master: 192.168.1. 203:5556
2017.07.25 22:04:32:664 [thread: 1808] Replication Client Connected ta Master: 192.168.1.203:5556

Lo Tuh Bl e et Wy T s W T RPN I Ty oy NN R ENY ol VT Y b brmrn b b 1077 100 1 IERRC

The disconnected status is also displayed on the Active Master.

[PC - Master] AlertDispatcher Enterprise v6.0.0.0.636.36 (Authorized User: Click And Deploy - MaxRecipients: 1000, . MaxServerMonitorings: 9999, Modbus TCP: Disabled)

Instant Meszaging [IM] Setup | Spstemn Setup | Servers Setup [SMTR/POP3/HTTRASAL) | Receive SMS Setup | Templates
Help/Registration |
Service | Meszages l Send SMS/Email l Addrezsbook, | Server/Metwork kMonitorin
Server Status: . | Stop | Festart | Emergency Pause Modem Signal: | CORM10 | Operator:
Server rnning - D E

Server Replication Role: [Master]
Slave Status: Disconnected. SocketErmor: 10060, Connection timed out

[r———

User: |Administratar Password: I Save password Open Log Folder Remoate Server Host: [127.0.0.1 j Port: |5558 Save/Connect
Server Event Log:

2017.07.25 22:36:59:538 1] Replication Slave not available. Please check if Slave Server Host iz comect. If firewall is enabled, please allow port 5556, SocketEmar: 10060, Connection timed out Open log - files\L
2017.07.25 22:31:43:308 [thread: 1652] Failover Client Dizconnected from Slave: 192.168.1.74.5556

207.07.25 22:31:43:308 [1] Falover Eror: Socket error: 10054, Connection reset by peer
20170725 222525452 lenDispatcher e St with oo e
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b). Active Master/Passive Slave Operation Mode

To configure your AlertDispatcher as Active Master/Passive Slave, first enable the setting "Enable Replication
and Message Failover (Users, Addressbook and Templates will be replicated from Master to Slave)" to enable
automatic message failover (both ways) across the Master and the Slave node.

The "Enable Replication and Message Failover" setting does not ensure message persistency, so messages
already queued on a node that failed will be lost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messages from Master to Slave and vice versa".

This setting provides additional high availability by replicating messages queued on either Slave or Master node
on the other node. If a particular node fails or crashes, pending messages that are in queue in the failed node
will be sent using the other node automatically. This is possible because all queued messages will be replicated
on the other node.

Note: Firewall may prevent Master and Server from connecting to each other so if you have firewall enabled on
either or both servers, please add firewall rule to "allow™ AlertDispatcher TCP port 5556. Refer to Appendix A
- How to Add (allow) server ports to Firewall.

In the following example, the Active Master node IP address is 192.168.1.203 and the Passive Slave node IP
address is 192.168.1.74.

Active Master Node:

<., AlertDispatcher Enterprise +7.0.0.0.673.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbonitorings: ... | = || & |34
Service l Meszages l Send SM5/Email | Addressbook |

Servers Setup [SMTR/PORP3IMHTTRASAL) | Receive 5M5 Setup l Templates l Usgers and Departments |
Help/Registration |

Server/Metwork Manitoring Maodem Setup | Instant Messaging (IM] Setup System Setup |

General | System Slerts/Emai Setup  Master/Slave Replication | Server Monitoring/Modbus TCP Setup | Ezcalation Setup ] Modems ] Outgoing Message Filker | AlertGateway S| ¥
Replication/Mirraring/Meszage Failover | irtal IP Failowver ] Windows NLEB ]

[v Enable Replication and Message Failover [Users, Addressbook. and Templates will be replicated from M aster ta Slave)

Server Replication Role: | b aster j

Slave Server Host: |‘I 92168.1.74

Slave Server Port: |5558

Operation Mode: |Active Master/Passive Slave j

[ Mimor pending meszages from b aster ta Slave and vice versa.

[&LERTDISPATCHER. - Mastﬂewer running 25(Average)
7 b

11

In the following screen, the Active Master is shown as connected to the Passive Slave.
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[PC - Master]- AlertDispatcher Enterprise v6.0.0.0.636.36 (Authorized User: Click And Deploy - MaxRecipients: 1000, MaxServerMonitorings: 9999, Modbus TCP: Disabled)

Help/Registration [
Instant Messaging (IM) Setup [ System Setup | Servers Setup (SMTP/POP3/HTTP/SQL) l Receive SMS Setup I Templates
Service | Messages | Send SMS/Email l Addressbook I Server/Network Monitorin

Server Status: @ l Stop ‘ Restart I Emergency Pause | Modem Signal: [COM10 v| Operator:

S - ot 1

erver iunning P T CLCLECTCTT TP [ i 111
Server Replication Role: [Master]
_ Slave Status: Connected
User. [Administrator Password: | === [V Save password _ Open Log Folder | Remote Server Host [127.0.0.1 v |Port: [5556 Save/Connect

Server Event Log:
2017.07.25 23:09:07:847 [thread:5000] F ailover Client Connected to Slave: 192.168.1.74:5556
2017.07.25 23:08:36:082 [thread:5000] Failover Client Disconnected from Slave: 192.168.1.74:5556
2017.07.25 23:08:36:082 [!] Failover Error: Socket error: 10054 Connection reset by peer
2017.07.25 23:08:35:097 [thread:5000] F ailover Clhent Connected to Slave: 192.168,1,74:5556
2017.07.25 23:08:35:035 [thread: 1672] Failover Client Disconnected from Slave: 192,168.1.74:5556
2017.07.25 22:52.05:103 AlentDispatcher Service Started with no modems enabled!

ANET AT AC ANLCANAANA Tleee - L4001 AL P PR e )

Passive Slave Node:

" BlertDispatcher Enterprise w7.0L0.0,679.48 (Authorized User: Click &nd Deploy Pte Ltd {TEST SERVER 1) - MaxRecipients: 1000, MaxServertanitorings: 9., EI@
Service l Messages l Send SMS5/Email | Addressbook |
Servers Setup [SMTR/POP3MHTTR/SOL) | Receive SMS Setup l Templates l Userz and Departments |
Help/Regiztration |
Server/Metwork Monitoring | Modem Setup | Instamt Meszaging (IM] Setup System Setup |
General | System Alerts/Email Setup  Master/Slave Replication | Server Monitoning/Modbus TCF Setup | E zcalation Setup] Modems ] Outgoing beszage Filter | Alert ateway S-LlL

ReplicationMiroring/Message Failowver | Wirkual IP Failover ] ‘windows MLE ]

[w Enable Replication and Meszage Failowver [szers, &ddresshook and Templates will be replicated from Master to Slave)

Server Replication Role: |Slave ﬂ

Master Server Host: |‘I 921621203

taster Server Part: |5558

In the following screen, the Passive Slave is shown as connected to the Active Master. The Passive Slave status
is "Standby" which means it doesn't process any messages until the Active Master is down or becomes
disconnected from the Passive Slave.

l[PC - Slave] Al'ﬂ't[)ispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Fegistration |

Instant M eszaging (IM] S etup | System Setup l Servers Setup [SMTP/POP3/HTTR/SAL) | Feceive 5MS5 Setup | Templates
Service | Messages l Send SMS/Email l Addressbook | Server/Netwark Monitori
Server Status: . | Stop | Restart | Emergency Pause Modem Signal: | COR11 ~| Operator:
3 - [N [
ErVEr [Unning A

Server Replication Role: [Slave]
Slave Status: Passive Slave [standby)
Master Statuz: Connected

User: |administrator Passward: |xxxxxxxxxxxxx I Save password Open Log Folder Bemote Server Host: [127.0.0.1 j Part: |555B Save/Connect

Server Event Log:

2017.07.25 23:08: 37707 [thread: 1792] Replication Client Connected to Master: 192.168.1.203.5556
20170725 23:08; 36,707 [thread: 1808] Replication Client Disconnected from Master: 192.168.1. 203.5556
2017.07.25 23:08:36: 707 [1] Replication Emor Socket error 10054 Connection reset by peer

2017.07.25 22:51:48:414 [thread: 18081 Replication Client Connected to Master: 192.168.1.203:5556

The following screen will be shown if the Passive Slave is disconnected from the Active Master. The Passive
Slave status will then change to “failover" which means all messages sent to it will be processed.
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I [PC - Slave] A}r‘tDl’spatch erv6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Instant Meszaging (1] Setup | System Setup | Servers Setup [SMTR/POP3/MHTTRASAL) | Feceive SM5 Setup | Templates
Help/Fegistration |
Service | Messages l Send SMS/Email l Addressbaok | Server/Metwork Maonitoring
Server Status: o | Stop | Restart | Emergency Pause Modem Signal: |COM11 ~| Operator:
warning: Replication Error, - D E [

Server Replication Role: [Slave]
Slave Status: Passive Slave [failover]
Master Status: Disconnected. SocketError: 10065, No route to host

User. | administrator Pagaward, |Fessess v Save password Open Log Folder Remaote Server Host: [127.0.0.1 j Part: |555B Save/Connect
Server Event Log:

201707 25 23:25:53:606 [1] Replication Master not available. Fleaze check if Slave Server Host iz comect. |f firewall iz enabled, please allow port 5556, SocketError 10065, Mo route to host Open log - file\Logh
2017.07.25 23:20:58:497 [1] Replication Ermor; Socket emor; 10065 Mo route to host

2017.07.25 23:20:58: 497 [thread:1792] Replication Client Disconnected from kaster: 192.168.1.203:5556

20170725 23:20:58:497 [/] Replication Emor: Socket enor: 10054, Connection reset by peer

2017.07.25 23:15:44:106 [thread: 1792] Replication Client Connected to Master: 192.168.1.203:5556

2017.07.25 231513463 [/] Replication Eror: Socket error: 10061 Connection refused
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The following diagram shows normal operation for an Active Master/Passive Slave cluster.

Application Server

Messages are being sent out Slave will act as standby and ignore
from Master messages sent to it.

System Administrator

@

AlertDispatcher Master (Active) AlertDispatcher Slave (Passive)

Checking Status
Bi-directional Message Failover
Replicated Addressbook
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Upon failure of the Active Master node, the Passive Slave takes over and starts processing messages.
Application Server

=

PC User
‘ 2. Slave takes over

automatically and starts

sending out me es
1. Master encounters critical failure . -

AlertDispatcher Master {Active) AlertDispatcher Slave (Passive)

System Administrator

3. Slave sends alert notification
to the system admin

Y

Checking Status
Bi-directional Message Failover
/Mirroring and Addressbook replication

% % SMS Message:

Master Server offline!!
To ack, pls reply A123.

2 2 R

Managers Engineers Technicians
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4). How to configure Moxa NPort to allow AlertDispatcher to connect a modem
via network

Directly connecting a modem to the server using USB or Serial cable is the most reliable way of deploying a
modem, but this may not be possible for the following scenarios, 1). AlertDispatcher is installed on a virtual
machine, 2). There is no network in the server room and the modem needs to be relocated to another room.

You can connect an RS232 serial modem to your computer network using a serial device server such as the
Moxa NPort - https://www.moxa.com/product/NPort_5110.htm.

Due to the greater risk of failure for such a deployment as compared to a deployment in which the modem is
directly connected to the server, we will recommend using 2 sets of modems and device servers for redundancy.

Tip:

1). Before configuring the NPort device, please obtain the network configuration information (IP
address/Netmask/Gateway) from your IT department, and confirm that the necessary firewall ports are all
opened — see Procedure below.

2). As some corporate networks may not allow Broadcast search across VLANS, it’s recommended that you
configure the NPort network settings by connecting it to your laptop directly.

Important: Please go through all the steps in the Procedure first to ensure you do not miss any step as it
maybe more difficult to troubleshoot if any one step is not done correctly.

Procedure:

1). Connect the serial cable of your modem to the NPort device. Connect the NPort device to your switch using
an RJ45 cable. Your switch must support 10/200 Mbps.

2). Install the latest version of Moxa NPort Administrator on your AlertDispatcher server (or VM guest
instance). For convenience, you can download Moxa NPort Administrator and NPort Windows Driver Manager
from this link (pls check if it’s the latest version from Moxa website).

Note:

If you encounter the “Fail to start Real COM driver” during installation, you’ll not be able to create a virtual
COM Port on Windows so you’ll need to install the “NPort Windows Driver Manager” (different from
Windows Device Manager) which will be used in step 5. You’ll still be able to search and configure your NPort
device using Moxa NPort Administrator.

NPort COM ports (COM mapping) created using the NPort Windows Driver Manager may not appear in NPort
Administrator COM mapping. To avoid orphaned COM ports that will block working ports, please create all
your COM mappings under either Moxa NPort Administrator or NPort Windows Device Manager, and not both.

Setup X

Fail to start Real COM driver. Mapping COM Port will fail.
Please re-install.

If there is a firewall between your Server and the NPort device (both Windows and Network firewall), please
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ensure that TCP Port 80, 950, 966 and UDP Port 4800 are open for your Moxa NPort device and assigned IP

[For NPort 5000 Series; NPort S000A, NPort IAS000A, NPort P5150A, NPort W2x50, NE-4100 and MiiNePort
Series] — Device Servers

Protocol Port No. Purpose
TCP 80 Web Console
TCP 950(~965) Data Port
TCP 966(~981 ) Command Port
UDP 4800 Broadcast, Monitor, Get current settings, RealCOM Port mapping
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3). Run NPort Administrator (right click to run as administrator) and click "Search™. If UDP Port 4800 is

open on your NPort device and the NPort is connected to the same network or VLAN, you should be able to
automatically locate your modem (or modems) as shown below.

All Apps Documents  Web More ¥

Best match

é% NPort Administrator

App
Search the web
p e nport - See web results
A2 nport administrator

A nport search utility

Run as administrator
Open file location
Pin to Start

Pin to taskbar

2 ¢ ¢ 82 dJd

Uninstall o

% MPort Administrator-Configuration

File Eunction Configuration “iew Help
i 2 2
Exit Search SearchIP
Function Configuration - 0 NPort(:
| | I ‘i L1 T=ra o b [ oo
1| Searching @

hMessage Log-4 | FMonitor Log -

Searching for NFort...

Found 1 NPort(s). remain timeout = 3 second(s)

MNo | Model | MAC Address | IP Address

1 MPort5110 00:90:E8:50:45... 192.168.1.99

(1

Mo | Time

1 g 2my1018:37 .

L] A0 eand ? An1 0040
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Steps if Search button fails:

1. If broadcast is blocked, you’ll not be able to locate the NPort device using the “Search” button. Please
configure NPort network settings by connecting it to your laptop directly and repeating the step again. You will
also need to install NPort Administrator on your laptop. Tip: You can also enter the Factory Default IP address:

192.168.127.254 using Search IP.

Note: If “Search” button fails even with your laptop directly connected to the Moxa NPort device, please
use Search IP button, enter 192.168.127.254 (factory default IP address). If this fails, reset the device to
factory fault by inserting a paper clip into the reset button next to the LAN port and press for 10-20 seconds.
The power must be on during the reset.

2. Once step 1 is done, reconnect the NPort device back to your network, and then click “Search IP” and enter
the IP address you have just configured for the NPort device.

ﬁ NPort Administrator-Configuration

| Eile Function Configuration View Help

Il £ a -3 & n
Exit Search SearchIP it nfigure =

Function Col
=B NPor No | Model [ MACAddiess | IP Address [ 1P Address2
o Configuration

Monitor
Port Monitor Add NPort pe ‘

i ﬁ COM Mapping
s P Address Report ~Input an NPort IP address

192.168.1.99

v OK X Cancel I

If an error “Specified NPort not Found” pops out, skip Step 4 and proceed to Step 5.

Information X ‘

0 Specified NPort not Found.
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4). This step is applicable only if Step 3 is successful. Right click on the NPort device to unlock it. The default

Configure the network for your NPort device (IP address, Netmask and Gateway). Please use a static IP

address that is on the same subnet as your AlertDispatcher machine. For example, if the IP address of your
AlertDispatcher machine is 192.168.1.100, the NPort device IP address can be 192.168.1.101. If a different
subnet is used, please consult a network expert on the networking setup.

% NPort Administrator-Configuration

File Function Configuration Yiew Help

i 2 - 3

= &

Exit Search SearchlP  Locate  Configure  Web

Function

€ Configuration
Monitar

Fart tanitar
i, COM Mapping

------ % IP Address Repaort

Message Log -5 | Monitor Log -0 |

Mo | Tirne

[ T S SUN R

2R/TIE0TT 0837
28/7/201710:78:45 L
287 2MT 02303 .
2R/TIZMIT 02307 L
28/7/201710:23:18 ..

Mewe 28772017 10-24:45 PM

Configuration

Information
Model Mame
MPortR110

MAC Address
00:90:E8:B0:48.12

Setial Number
4247

Firmware Yersion
YWer2.?

System Uptime
0 days. 00h:27m:01s

Accessible IPs

Basic

[ Madify

[ Madify

[ Madify

| Auto Warning

192.166.1.99

2BR 2RE.256.0
192.168.1.1

Static

192.168.1.1
,—

|pub|ic

IP Address Repart
Serial

Ex3

Fassword |
Operating Mode |

Click the "Modify" check box to modify configuration

X Cancel
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After you have configured the NPort device network, you should be able to PING the NPort device. If PING is
not enabled on your network, you can also run Powershell to connect to the NPort data port 950 —tnc
192.168.1.101 950

» Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\windows\System32> tnc 192.168.1.101

ComputerName : 192.168.1.101
RemoteAddress : 192.168.1.101
RemotePort : 950
InterfaceAlias : Wi-Fi
SourceAddress : 192.168.1.8
TcpTestSucceeded : True

PS C:\windows\System32>

Warning: Please double check your network configuration and ensure that the IP address assigned is valid and
available as you may not be able to connect to the device again if the configuration is wrong. After configuring
the network, always record the NPort network settings.
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5). Right click on "COM Mapping", select "Add Target" and select the NPort device that you link from your
machine.

% NPort Administrator-COM Mapping

J File Function COM Mapping Yiew Help
‘ i 2 = @

Exit Add Femove  Apply Configure
Function ‘ COM Map)
(5 3 NPat No | Model | 1P Address | 1P Address2 | Port | COM Por | Mod
o Configuration

8 Manitor
8 Port Monitor Add NPort %
M COM Mapping

L./ |P Address Report

@ Salact Froan it Rescan | Selectall | Clearal |
No | Model | MAC Address | 1P Address |
11 NPort 5110 00:90.E5D:4812  192.168.1.99
&2l2 [NPort5110 00:90: 7F53 | 192.168.1.101

" Input Manually IP Address I
Mode [NPort 5110 =l

Ports 1 Port(s

Message Log - 5 | Monitor Log - 0 |

[ No | Time [ D | " OK | X Cancel | =
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On successful creation, take note of the Virtual COM Port created as you would use it when you configure
AlertDispatcher under Modem Setup. Click "Apply" to save the configuration.

Note: If the automatically assigned Virtual COM port is COM1 or COMZ2, this may cause conflict on some
systems rendering the COM Port inaccessible from AlertDispatcher. To avoid this, you are advised to change it
to another COM port, e.g. COM14 as shown in the example below.

@ NPort Administrator-COM Mapping

File Function COM Mapping View Help

i 2 a

M COM Mapping
‘- IP Address Report

Exit Add Remove  Apply  Configuie
Function ‘ COM Mapping -
(= [ NP No | Model [ IPAddess [ IP Address2 | Pot__| COM Por | Mode
o Configuration 1 NPort 5110 1921681101 [...double click toch... 1 COMT + Hi-Perfom
B Monitor
&) Fort Horner COM Port Settings X

Port Number: 1 Port(s) Selected. 1st port is Port 1

Basic Settings |Advanced Sellingsl Senal Parameters| COM Grnupingl

COM Number |CEIM1 [current] (assigned) ﬂ
COMS [in use)

[_ &
. ~|COM3 [in use) l

) COM10 (in use)

[~ Grouping seli COM11 (in use)

ComM12 [in use]

* Mapping to 4{COM13 [in use

" Mapping to

Message Log -5 | Monitor Log - 0 |

 OK I XCanceII :
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@ NPort Administrator-COM Mapping

File Function COM Mapping @ View Help

n £ == @B =

E xit Add Remove  Apply  Configure
Function COM Mapping - 1 COM
| =-{2 NPort No [ Model ~ | IP Address | IP Address2 | Port | COM Port
€ Configuration 1 NPart 5110 192.168.1.101 [...double click tach.. 1 COmM14
Manitor
Port Monitor

ﬂﬁ COM Mapping
G- IP Address Report

The COM Port will appear on Device Manager under Ports (COM & LPT). Note: For newer version of NPort
Administrator, it may appear as “NPort Administrator Port”.

,-.-;'—.I. Device Manager

File Action View Help
e= EEHE S E NS
’l}; Human Interface Devices d
& IDE ATA/ATAPI controllers
< Keyboards
g Modems
k Monitors
k¢ Network adapters
([ Other devices
oz Ports (COM & LPT)
W\ Por t Communication Port 1 (COM35)
Sound, video and game controllers
; System devices
. Universal Serial Bus controllers
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1. If NPort Administrator Port device has an error as shown below, remove the COM Mapping you just created

for the NPort, click Apply button, uninstall NPort Administrator using windows “Add or remove programs”.
Reboot your server and then reinstall NPort Administrator using the default program path provided (do not

change path), and repeat the initial configuration, add COM Mapping.

v & DESKTOP-MOUCVOU
| > #| Audio inputs and outputs
> Q Batteries
> B Computer
> wa Disk drives
> [ Display adapters
> w DVD/CD-ROM drives
> {9 Human Interface Devices
> *m |IDE ATA/ATAPI controllers
> E=2 Keyboards
> (§ Mice and other pointing devices
> [ Monitors
» I3 Network adapters
v @ Ports (COM &LPT)

"2 NPort Administrator Port 1 (COM1)

» = Print queues

» 1 Processors

'@ NPort Administrator-COM Mapping

| File Function COM Mapping View Help

n £ 2 B =

Exit Add Remove  Apply  Configure
Function | COM Mapping - 1 COM
=3 NPor Mo / | Model [ 1P Address [ IPAddess2 [ Pot | COMPat | Mode
@ Configuration NPart 5110 192.168.1.99 |1 [coMi [ HiPerfomance, FIFO

Monitor 22 Add Target

“ COM Mamhg - emove large

i IP Address Report Enable
Disable

E COM Settings

u Apply Change
Discard Change

& Export COM Mapping
== Import COM Mapping
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2. If you’re getting “COM is used currently...” error, you’ll need to install NPort Windows Driver Manager in
order to add the virtual COM port to your server — see Step 6.

'@ NPort Administrator-COM Mapping

| File Function COM Mapping View Help

n 2 = &

| Exit Add Remg\fe Apply  Configure
Function \ COM Mapping - 1 COM
E@ NPort No / | Model | IP Address | IP Address2 | Pot | COMPot | Mode | Parameter
i o Configuration 1 NPort 5110 192.168.1.99 1 COM1 + Hi-Performance, FIFO Ena... 3600, None, 8, 1, None
Monitor
: Port Monitor
[‘ COM Mapping

-@: IP Address Report Eivor ~ ‘

e‘ COM1 is used currently. No change can be done yet. Please change the port and try again.
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6). This step is applicable only if you have failed to add the NPort COM Port using NPort Administrator.
Otherwise, please skip this step and proceed to Step 7.

First download and install NPort Windows Driver Manager from -
http://www.clickndeploy.com/downloads/NPort Administrator.zip

Note: Configuration of NPort Device (IP address, etc) is still done using NPort Administrator so do not uninstall
the NPort Administrator software.

Go to Windows search, type NPort, select to launch NPort Windows Driver Manager. Use NPort Windows
Driver Manager to add your NPort COM port. Click “Apply” button.

Add NPort X l

@ Select From List
I Mapping IPvS COM Pod Seach | Selectal | Clearal | |

No | Model | MAC 1 | Address 1 | MaC2 | Address 2 |

NPort 5110 00:90:E8:50:48:12 | 192.168.1.99 | r—— e —————

" Input Manually

Real COM l Redundant COM | Reverse Real COM |

? Help Vv 0K X Cancel
P | | |
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'@ NPort Windows Driver Manager - O
File COM Mapping Configuration View Help
L & & & &
| Exit Add  Remove | Apply Undc
No | COMPot / | Addess1 | Address 2 |
1 COM1 192.168.1.99 950:966 (Port1)
Information X ‘

o

irTotaI COM Port - 0

COM Port Configuration is applied successfully.
Remember to change NPort operation mode to Driver/Real COM Mode.

4

If you’re unable to Search for the NPort Device, please use the “Input Manually” option. After that click

“Apply” button and proceed to step 7.
Add NPort

" Select From List

™ Mapping IPvE COM Port
No | Model | MAC 1 | Address 1 | MaC 2 | Address 2 [
+ Input Manually
Real COM I Redundant COM | Reverse Real COM |
First Mapping Port
NPort IP Address [192.168.1.99 DatsPort 950
|~ Enable Auto IP Report Command Port IBBB
it I* S Total Ports |1

? Help |

' 0K I x Cancel |
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7). If you’re told by your vendor to upgrade your firmware, you can do this using the NPort Adminstrator.

IMPORTANT: Please ensure that your NPort Firmware Version is Ver 2.9 (or higher). Lower version maybe

unstable.

.

& NPort Administrator-Configuration

s T

J File Function Configuraty

I 2 H
Exit Search Seal

Function

=] E NPort

@ Configuration
B Moritor

; Port Manitor
m COM Mapping
4 IP Address Repol

Message Log - 3 | Monitor L

No I Time

1 15/4/20221
2 15/4/20221
3 15/4/20221

Now: 15/4/2022 1:28:06 orr

0 X
Configuration X %
- Informatiory Accessible IPs | Password | Auto Warning |
Mﬁg::‘; 1':% | Network | IP Address Report | Serial | Operating Mode
T Modify —_—[:
MAC Address Server Name |NPS110_8509
00:90:E8:35:E0:F1
Serial Number
8509 e | ~]
Local Date | 171 /2000 |
Firmweare Version Local Time |12:UIJ:UU am jl
Ver23 Time Server I
System Uptime I~ Modify
0 days, 00h:22m:04s ¥ Enablet Console =
I~ TLS v1.0/%1.1 for HTTPS conscle | Enable Telnet Console
>
Click the "Modify"' check box to modify configuration J 0K | x Cancel |
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NPort Administrator-Configuration — X
J File  Function Ennflguratlnn View Help
2 & & 8
l Search Search|IP  Locate Configure  ‘Web
Function I Configuration - 1 NPort(s)
E@ NPort No 7 Model MAC Address IP Address IP Address2 Server Name Status
-4 Configuration NPort 5110 00:90:E8:95:E0.6 i J NPE1T0 8509 [Unlock [ |
Moritor £ Broadcast Search
i Port Monitor £k Specify by IP Address
= ﬁ COM Mapping
% IP Address Report & Locate
20 Unlock
IQ Configure
B Web
P g Firmuare ——|
& Export Configuration
- Import Configuration
Assign IP Address
< >
Message Log - 5 | Monitor Log -0 |
No | Time | Description |
1 15/4/2022 12:46:19 pm Found MPort(s]: 1
2 15/4/2022 12:46:33 pm Unlock Ok: NPort 5110 (00:90:E8:35:E0:F1)
3 15/4/202212:53:01 pm Unlock Ok: NPort 5110 (00:30:E8:35:E0:F1)
4 15/4/2022 1:53:07 pm Unlock Ok: NPort 5110 (00:90:E8:35:E0:F1)
o 15/4/2022 1:53:14 pm Unlock Ok: NPort 5110 (00:90:E8:35:E0:F1)
Now: 15/4/2022 1:53:29 pm \ \ 4
& NPort Administrator-Configuration - X

J File Function Configuration Yiew Help

Jﬁeaﬂ@a

Exit Search Search P Locate Configure  ‘Web

Function Configuration - 1 NPort(s)
= NPort Status
-0

Configuration

"g :?ﬂ:‘;;::::g:puﬂ Processing, please wait... X Cancel |

No [ Model MACAddress | IPAddress | IPAddress? | Status

1 NFort5110 00:90:EB:95:E0:.. 192.168.1.100 192.168.1.100 ‘Write Flash-10%

>
Message Log -6 | Monitor Log
No | Time _ A
2 15/4/202212:4|
3 15/4/202212:5
4 15/4/20221:53
5 15/4/2022 1.53 74 pm i THFoI [SEBSSED
B 15/4/2022 1:57:31 pm Firmware Updated: NPort 5110 [00:90:E8:95:E0:F1)

W
Now: 15/4/2022 1:58:00 pm | \ Y
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Send SMS/Email |
Templates |

lMessages |
Receive SMS Setup |

Senvice |
Servers Setup (SMTP,-"POPS,-"H'I_I"

Help/Registration |

Addresshook |

Users and Departments |

Server/Network Monitaring tdodem Setup | Instant Messaging (IM) Setup | Systam Setup |
%l %] %/9]
Status Signal Operator Error{¥Warning) ModemMail |Des

{ Fort Mot Found. Tk

| Error

<

|No working modem found. Refer to "Modem Setup Tab" for error message.

[ Unknown y
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8). Launch NPort Administrator, click on Configuration, double click on your NPort Device. Modify the TCP
Alive Check Timeout of your Modem Port or Ports from 7 min (default) to 1 min. This setting is necessary to
ensure that the NPort Device can be redetected within 1 minute of any network disruption.

€% NPort Administrator-Configuration | = || Iﬁ‘ H P |
File Function Configuration iew Help

i 2 2 3 B
Exit Search Search P Locate Configure  YWeb

Operating Mode

Function Configuration - 1 1 Pari(s) Selected. 1st portis Port 1
=8 | MNo 7 ‘ Model | MAC Address IF Address Server Name | Status ‘ Operating Mode Real COM Mode
€ Confiquration [1 NPart5110 O0:A0:EBE04B.. 192168199 NPGI10_4247
Configuration |7 Fieal COM |
Information Accessble Ps | AuloWaming | IPAddress Regas Racsuai] Max. Cannectian 1 -
Model Name Besic | Netwark. | Serial Operating Moda
NPort 5110 ‘ Misc (Optional)
MAC Addrass [ Modify TCP Alive Che:b-('rimeungt9
94 rriin
00:80:E8:50:48:12 Port | Alias | OF Mode [ ! g ])
1 Real COM M
Serial Number v r
4247 —
Firrrewvare Yersion Data Packing (Optional)
Vera?
[ Delimiter 1 luui {04 Hex) Force Tx Timeout ,07 (065
System Uptime [~ Delimiter 2 [ili] {04 Hex) Packing Length 0 (010
Watys, Wiy 22s Delimiter Process  |Do Mathing hd
Message
Mo
2 | Seftings
3
4
5 o OK
5 L
7 - |
Now: 28/7, Click the "Modify" check hox to modify configuration ' OK ‘ X Cancel

Note: If you’re unable to use NPort Administrator to access your NPort device, you can configure the TCP
Alive Check Timeout using a web browser.

im] (3 NPort Web Console X |+

& @ A Notsecure | 192.168.1.98/home htm?Submit=Submit&token_text=&FakeChallenge=67CFC02BFB13CD0358F860F110EC30. .

MOXANA

‘4 Main Menu Operating Settings

(1 overview |

{1 Basic Settings - B

() Network Settings Operation mode || Real COM Mode v

#{_] Serial Settings TCP alive check time ‘(0 - 99 min)

=y Operating Settings Max connection 1v

O Portl Ignore jammed IP No Yes

i l:J Accessible IP Settings Allow driver control No Yes

*1_1 Auto Warning Settings Data Packing

~ .

: ‘_J Monitor Packing length |||0 ](0 - 1024)

(1 Change Password = 0

(1 Load Factory Default Delimiter 1 [0 ](Hex) Enable

L] Save/Restart Delimiter 2 0 (Hex) L) Enable
Delimiter process Do Nothing v | (Processed only when Packing length is 0)
Force transmit 0 (0 - 65535 ms)
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9). If your NPort is connected to a high traffic network with many servers and controllers, to cater for network
congestion, please go to AlertDispatcher Client, under “System Setup”, “Modem Settings”, enable “Modems are
connected to IP network, cater for modem response...” checkbox. The default value is 100ms. You may try to
ping your Moxa NPort IP address to determine a suitable Ping IP modem response latency setting.

Note: If you’re using Master/Slave setup, please configure this on both Master and Slave AlertDispatcher
separately.

Service ‘ Server/Network Monitoring ‘ Messages ‘ Send Message
Templates ‘ Users and Departments | Help/Registration |
Modem Setup ‘ Messaging Service Setup System Setup ‘ Servers Setup [SMTP/POP3/H

General | Message Limitz  Send Email/Modem Settings I Messaging Service Proxy | Message Handling (R eformatting) | Master/Slave Replication | Server Monit

System Alerts/Send Email Setup | Escalation Setup (POP3 Client) Modem Settings |

Note: The following settings are not replicated from Master instance to Slave instance.
Please configure any changes made on Master on Slave separately

Iv Failover to an available modern port if the selected modem port is down

— —
v Modems are connected to IP network. cater for modem response. Ping IP modem
response latency [ms): 1 00) j
—

|
Max number of resends: |2 =

Minimurn interval between SMS sending, msec: |0

Change modem status to offline after |8 j modem check failures (for Slave/Master message falover).

v Remove special characters from SMS to reduce number of SMS sent.

Senal Write Delay [for expert user], psec: 400 ﬂ Default

Device: [

For example, the ping response is 2ms-4ms for the below test, which is lower than the default 100ms. For this
case, you can leave the default. If the ping response is above 50ms, please increase the value to 200ms to cater
for traffic fluctuation and network congestion situation.

TL=255
TL=255
TL=255
TL=255

t

s
pund trip times i
linimum = 2ms, Maximum =

C: \WINDOWS \system32
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Troubleshooting notes:

If AlertDispatcher fails to detect the Modem via the added COM port, perform the following:

Step 1: Ensure the serial cable is tightly connected to the NPort and modem device. The modem power is turned
on and SIM card properly inserted. You may test the modem using your laptop to confirm that it is working. If
this doesn’t work, proceed to Step 2.

Step 2: Check if there’s another AlertDispatcher installed on another Windows machine that is connected to the
same NPort device/Modem. Disable the modem port on that AlertDispatcher. Disable all Firewall including
Network firewalls. If this doesn’t work, proceed to Step 3.

Step 3. Disable the modem port under AlertDispatcher “Modem Setup”. Remove all the COM ports added
under COM Mapping, click "Apply" and then reboot your server. Launch NPort administrator or NPort
Windows Driver again, and then select "Add Target" under COM Mapping. If the COM ports have changed,
update the COM ports configured under AlertDispatcher, "Modem Setup”.

Step 4. Reset the IP address of NPort device to a new IP address (unused) and repeat step 3.
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3. Appendix

A. How to Add (allow) server ports to Firewall

If you need to be able to access AlertDispatcher Server from the network, you must add the ports used by the
services you require to your firewall list of “allowed ports™ if firewall is active.

To add port exceptions to Windows Firewall exception list:

Go to Start = Control Panel = Windows Firewall.

===

@ ®v|\‘{9 + Control Panel » System and Security » - |‘y| Search Control Panel Fel ‘

Control Panel Home a ! Action Center

Review your computer's status and resalve issues

* System and Security .
% Change User Account Control settings
Network and Internet

Hardware and Sound

Windows Firewall

Programs ) )

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family
Safety Srasbasy L
Appearance and ) View amount of RAM and processor speed Check the Windows Experience Index
Personalization % Allow remote access | See the name of this computer | & Device Manager
Clock, Language, and Region ~ Windows Update

Ease of Access Turn automatic updating on or off | Check for updates | View installed updates

Power QOptions
Change battery settings | Require a password when the computer wakes

Change what the power buttons do | Change when the computer sleeps

» Backup and Restore
=" Back up your computer | Restore files from backup

n
5

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

»

k

Click “Advanced settings”.
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C L P = = =)

%v |‘ » Control Panel » System and Security » Windows Firewall - |‘¢| | Search Control Panel R |

) o -

Control Pane! Higg Help protect your computer with Windows Firewall

Allow a program or feature
through Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

% Change netification settings How does a firewall help protect my computer?
"J Turn Windows Firewall on or What are network locations?
off
I eraults . @ Home or work (private) networks Not Connected (¥)

4 Advanced settings J . |_$ Public networks Connected E;’:\;J

Troubleshoot my network

m

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not
on the list of allowed programs

Active public networks: = Unidentified network

See also =
T NETGEAR

Action Center

] Maotification state: MNotify me when Windows Firewall blocks a new

Network and Sharing Center bl

program
e =

Click Inbound Rules, followed by “New Rule”.

e
& Windows Firewall with Advanced Security _ -“_

File Action View Help
Actions
MName Group ° Profile  Enabled  Action * -
= SrRees %Adcbe CSICS4 Public  Yes Allow E|
‘L!'[ Connection Security Rules § 5 4ope c51 C54 Public  Yes Allow R
» % Menitoring @ Adobe €SI CS4 Public  ‘Yes Allow
.AIertD\spatcherServer.exe Domain  No Allow V' Filter by State ’
@ AlertDispatcherServer.exe Domain  No Allow T Filter by Group 4
@ cCore FTP App Public Yes Allow View »
I @ Core FTP App Public  Yes Allow [6 Refresh |
@ CyberLink PowerDVD 8.0 All Yes Allow ~ .
@Java(TM) Platform SE binary Private  Yes Allow = BrportLit.
 Java(TM) Platform SE binary Public  Yes Block H rep
OJava(TM) Platform SE binary Public Yes Block
@Java(TM) Platform SE binary Private  Yes Allow
OMZMS‘tud\oSetup Public Yes Block
OMZMS‘tud\oSetup Public Yes Block i
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Groove Public Yes Allow
@Microsoft Office Qutlook Public Yes Allow
@ Oracle VM VirtualBox Manager Private  Yes Allow
@ Oracle VM VirtualBox Manager Private  Yes Allow
GOrac\e VM VirtualBox Manager Public Yes Block
OOrac\e VM VirtualBox Manager Public Yes Block i
] m I mm 3

Toggle “Port”, click Next.
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9 New Inbound Rule Wizard | X |

Rule Type
Select the type of firewall rule to create.

Steps:
@ Rule Type What type of rule would you like to create?

@ Protocol and Ports

@ Action ©) Proaram
@ Profile Rule that controls connections for a program.
@ MName @ Port

Rule that controls connections for a TCP or UDF port.

©) Predefined:
Connect to a Metwork Projector

Rule that controls connections for a Windows experience.

©) Custom
Custom rule.

Leam more about nule types

< Back MNext = ] [ Cancel

Under “Specific local”, enter “25, 80, 162, 5556 or any other ports you wish to use.

If you are using a 3" party firewall, check with your IT administrator or the firewall vendor.

Server Protocol Default Port Remarks

1. HTTP Server 80

2. SMTP Server 25

3. SNMP Trap Receiver 162

4. AlertDispatcher Server 5556 Used by AlertDispatcher Client, DLL API and

AlertDispatcher High Availability (Master/Slave
Cluster Redundancy)
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