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Copyright

Thispublicationis protected by copyright and distributed under licensesrestricting its use, copying and
distribution. No part of this publication may be reproduced in any form by any meanswithout prior written
authorization of Click And Deploy PteLtd.

Disclaimer

Thispublicationisprovided"ASIS", without awarranty of any kind. All expressor implied representationsand
warranties, including any implied warranty of merchantability, fitnessfor aparticular purpose or non-
infringement, are hereby excluded. Click And Deploy Pte Ltd may make any improvements or changesin the
product(s) or the program(s) described in this publication at any time. Thisdocument is subject to change
without notice.
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1. For End User

1). How to Launch AlertDispatcher Client

After you haveinstalled AlertDispatcher, launch the Client from Windows Desktop.

Note: AlertDispatcher Client is only used to configure and manage AlertDispatcher Server. AlertDispatcher
Server works as abackground service and starts automatically when you boot up your server. Y ou do not need
to keep the Client open after you havefinished using it.

[ 7start (e u;g @“

=

Select User and enter Password to login. Thefollowing users are created by defaullt,

1. administrator user: ‘administrator’, password: 'alert123'
2. basic user: 'operator’, password: ‘operator’

Anadministrator user hasfull rightswhile abasic user can only view, send messagesand can't delete any
message or manage the address book. Y ou are advised to change the administrator user password as soon as
possible. Thedefault password for 'operator’ is ‘operator’.

For better security, uncheck " Save password" so that the next user will haveto enter password to login.
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Connect to AlertDispatcher Server | G |

2018.01.12 21:53:29 Connected to 127.0.0.1. Select User, enter password and click Login. -
2018.01.12 21:53:29 Connecting to 127.0.0.1...

ServarHost  [127.0.0.1 | Por |5555 Disconnect |

INEETl = mninistrator - (Administrator)
operator- (Basic User)

Fassword: |

¥ Sawe passward

Lagin | Cancel/Exit l

Note: If you're using Corporate or Enterprise License, you caninstall and connect AlertDispatcher Clientto a
remoteAlertDispatcher Server. |f theremote AlertDispatcher server hasfirewall enabled, then you may need to
configurethe firewall to "alow" incoming requeststo AlertDispatcher TCP port 5556. Referto Appendix A -
How to Add (allow) server portsto Firewall.

Caonnect to AlertDispatcher Server | DG |

2019.04.02 15:13:25 Connected to 127.0.0.1. Select User, enter password and click Login. -
2019.04.02 15:13:24 Connecting to 127.0.0.1...

| SepgerHost  |remote-serverip-address ﬂ Fart: !5558 Connect ||

Login Cancel/Exit

Note: Y ou can create new usersand change passwords under " Usersand Departments” tab.
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-

% AlertDispatcher Enterprise w1.0.0.0.679.48 {Authorized User: Click &nd Deploy Pte Led (TEST SERVER 1) - MaxRecipients: 1000, baxSercerbdonitonings: 9999, Modbus TCP: Enabl... | = ” = = |

Service l Meszages l Send SM5/Email | Addressbook |
Server/Metwork Monitoring | Modem Setup l Instant Meszaging [IM] Setup | Spstem Setup ]
Help/Registration |
Servers Setup [SMTP/POP3/HTTR/SOL) | Receive SMS Setup | Templates Users and Departments ]
[ =] | = palpnlonl =
gf‘} Kb & [ Editing User: adrministrator
Name Type Main l Departments]
. W Enable User
& operator Basic Uzer 1 e
adaminiErator
|administrator
Pascword: [
Confirm Pagsword: 1""""""""”‘"""
|Administrat0r J Manage User Types
& dministratar has full rights. -
Maobile Phone: | 5 33 !
Email Address: "
[ALERTDISPATCHER - Master] Server ru Monthly meszage limit 1000 I~ Unlimited Current Month Uzage 10 25(fverage)

After successfully login, you will seethefollowing screen.

" AlertDispatcher Enterprize w7.0.0.0.679.48 {Autharized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbdonitorings: 9999, Modbus TCP: Enabled)

Modem Setup I Instant Messaging [IM)] Setup | Systern Setup | Servers Setup [SMTP/POP3/HTTP/SOL) | Receive SM5 Setup |
Templates | Users and Departments | Help/Registiation |
Service | Meszages l Send SMS/Email ] Addressbook | Server/Metwork Manitaring |
Server Status: . 3 I Stop | Restart | Emergency Pause Modem Signal: jEDMd | Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server mnning - Ea [ CCCEEETTeeT ]
Server Replication Role: [Master] ﬁ Dlspimcherm
xmmdiling your workfarce

Slave Status: Connected

User: | administratar Server Host:  |127.0.0.1 Logaout Dpen Log Folder

Server Event Log:

2018.01.12 21:59:18:818 AlertDispatcher Service Started! Mod initi d fully - COM4 (M k Dperator:singtel, Signal Strength: 23] &
2018.01.12 21:83:15:910 Modern Fimware: 7.62.0.201 404040850, £18082¢ 1730532 040414 08:50

2018.01.12 21:59:15:910 Modem Model 18082t product

2018.01.12 21:59:10:723 [thread:1164] Available SpstemBAM: 6615058 KB

2018.01.12 21:89:10:722 [thread:1164] Tatal System RAM: 8,300,740 KB

2018.01.12 21:59:08:190 [thread: 4992] Failover Client Connected ta Slave: 192.168.1.158:5556

2018.01.12 21:59:08:153 Engine initislized. [Build:679.48]

2018.01.12 21:59:08:134 Vendor, ClickNDeploy

2018.01.12 21:69:08:134 HardwarelD:C47CD978-7143

2018.01.12 21:59:08:134 AlertDispatcher Enterprize +7.0.0.0.679.48 [Authorized U zerClick And Deploy Pte Ltd [TEST SERVER 1)
2018.01.12 21:569:08:134 ModbusTCPEnabled: 1

2018.01.12 21:59:08:134 MaxServerMonitarings: 39339

2018.01.12 21:59:08:134 LicenseExpin:0

2018.01.12 21:59:08:134 MasEmergencyRecipients: 1000

2018.01.12 21:59:08:134 MasModernMurm:8

2018.01.12 21:53:08:134 VendorE mail

2018.01.12 21:59:08:134 Vendor, ClickNDeploy

2018.01.12 21:59:08:134 Registeradr ame: Click 4nd Deplay Pte Ld (TEST SERVER 1]

[BLERTDISPATCHER - Master] Server running 23(Average)
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2). How to Send Test Message, Check Status and Troubleshoot Message
Failures

a). Sending Test Message from AlertDispatcher Client

Navigate to the “ Send SMS/Email” tab. Click on the“Send” button to send the message to yourself. If theresa
backlog of messages that hasn't been sent, you may set your message Priority to "Important” or "Urgent” to
bypass any pending messagewith aNormal priority.

Note: Y ou only need to add the + country code sign unlessyou’ re sending to aforeign number.

. AlertDispatcher Enterprise +7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER. 1) - MaxRecipients: 1000, MaxServerMonitorings: 9999, Modbus TCP: Enabl.. | = || =
Server/Metwark Monitaring | tMaodem Setup | Instant Meszaging [IM] Setup | Spztern Setup |
Servers Setup [SMTP/POP3HTTR/SAL) | Receive SMS Setup | Templates | Uszers and Departments |

Help/Registration |

Service l Messages | Send SMS/Email I Addressboaok |

Recipients:

|SDE21 305, 90169656 _] Send ‘ Load Test
Subject (Required for e-mail): |

Friarity: ’m Type: ’_‘ Madem part: m Departrent: |IT j |Custom Field1 j Insert

Missac By (Recuiiad: [T Send a message at: |12.-"1 /208 J |TD:34:19 FM —  Select Template: | j Use Template

test sl

Characters: 3

[ALERTDISPATCHER - haster] Server running 26{Good)

b). Checking Message Send Status on AlertDispatcher Client

Navigate to the “Messages’ Tab to check the status of your sent message. The "MessageStatus’ column will
indicate whether the messageis sent or not sent. "Processed” means the message has been successfully sent out.
Any send error will bedisplay under "M essageStatus' and will be critical for troubleshooting.
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7 AlertDispatcher Enterprise 7.0.0.0.679.48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbonitorings: 9999, Modbus TCP: Enal:rlet_l).
Fieceive SMS Setup |

| Server/Network. Monitoring
500 = Aoy |

Pr

| Servers Setup [SMTP/POP3/HTTR/SEL) |

AlertDispatcher How-To Guide
System Setup
Help/Reqistration |
Send Sk S/Email | Addresshook
: o tax. number of messages to display:
2 fram 2. Today sent 9. Today received: 3 [ ‘Word wrap
Subje|MessageStatus

Inztant Messaging (1) Setup

Modem Setup

Templates

Users and Departments

Messages

*4;9 Delete all pending meszages

B Pending

Service

@l \:_:alkg ? | \ff@u Acknowledge all messages

StartDateTime = | Type

test smel

Ot 90169696

121/2M810:44:57 P SMS

9

23(Awerage) v

4l
i[ALERTDISPATCHER - Master] Server running

If you can't find your message, you may usethefilter button to filter by date and time range and adjust the Max.

Spstem Setup

Instant Mezsaging [IM] Setup |
| Users and Departments

Modem Setup |
| Templates

| Send SM5/Email

500 = Ap

Max. number of meszages to dizplay:
Filter..

number of messagesto display setting.
Refer to AlertDispatcher logsto see detailsof errors - 5). How to Retrieve Logsfor Troubleshooting
2. [ALERTDISPATCHER. - Master] AlertDispatcher Enterprise w7.73.797.0.797.73 (Suthorized User: Click And Deploy Pte Ltd (TEST SERVER 1 - MaxRecipients: 1000, MaxSe.., E’E‘@

Addressbook |
Servers Setup [SMTP/POPIHTTRASAL) I Receive SM5 Setup
Help/Registration I
Service | Server/Metwork Monitaring Messages
\%l \_ﬂ @ ?l {@“ Acknowledge all messages “@ Delete all pending messages |1 from 204, Today sent: 2. Today rece I ot it
il W [StatDateTime > 6/8/2019 9:00:00 PM)

MessageStatus

. Ermor: "Heq facility rot

| @5 |7
= "aND" applies to the following conditions:

13{Poor 4

Ok Cancel

™

|[ALERTDISPATCHER. - Master] Server running
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c). Troubleshooting Send SMS/Email and Modem/SMTP Server Issues

For email to be sent out, avalid and working SMTP Server hasto be configured. Refer to 2). How to setup
AlertDispatcher to send Email/Alert Emails

For SMSto be sent out, aworking modem needsto be configured. If the SMScan't be sent, go to “Modem
Setup” and check if the modem is connected, and thereisa signal and operator detected. The LED light on the
modem must be on and the SIM card properly inserted. Note that some SIM card adapters may not fit well so
you may try changing to another SIM card to try out.

Warning: Please read the modem installation guide for the modem you're using before installing/uninstalling
the modem /modem driver or when installing/uninstalling the SIM card -
http://ww.clickndepl oy.com/clients/downl oads.php?action=displaycat& catid=19

; 7, MlertDispatcher Enterprize +7.0.0.0,679.48 (Sutharized User: Click &And Deploy Pre Ltd (TEST SERVER 1 - MaxRecipients: 1000, MaxSerserhdonitarings: 9999, Mad... E@ -
| Service l Messages ] Send SMS/Email ] Addressbook. |
Servers Setup [SMTR/POPZ/MHTTR/SAL) ] Receive SMS Setup l Templates ] Users and Departments l
Help/Registration |
Server/Netwark, Monitaring E Maodem Setup ] Instant Messaging (IM] Setup ] System Setup I

slelsl a8

Error{warning) ModemMail
| singiel (HSPA 356 | Disabled 115201

Description

a1 COM4

< 3

|[ALERTOISPATCHER - Master] Server running | 23tAverage)

10
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A modem may not be detected due to mis-configured COM port or if the modem driver has not been installed
for the modem device.

Go to "Windows Device Manager” and locate the modem device. Inthefollowing example, the modem port is
COM17. After reconfiguring the modem COM port, it may take up to 30 secondsfor the modem to be detected.

If the modem deviceis"unknown", ensure you haveinstalled the correct USB driver for the modem and right
click on the device and select "Update driver software"

Warning: Please do not make any amendments to the Modem Setup unlessyou know what you're doing!

| &= Device Manager = '_@Kg_
File Action View Help
@ | HE|

b & Computer
by Disk drives
> B, Display adapters
> eis DVD/CD-ROM drives
» g IDE ATA/ATAPI controllers
: i Imaging devices
> ¥ Intel WiUSB
» == Keyboards
b £ Memory technology driver
>« J# Mice and other pointing devices
> I Monitors
b L¥ Network adapters
> -|y3) Other devices
a 7 Ports (COM & LPT)
| [T Sierra Wireless AT Command Port (UMTS) (COMI?)
‘f’ Sierra Wireless CNS Port (UMTS) (COM12)
'? Sierra Wireless DM Port (UMTS) (COM18)
P e ; Sierra Wireless NMEA Port (UMTS) (COM13)
n Processors
b ‘ Security Devices -

m

Under certain conditions, aweak GSM signal may cause SM S messages to fail to send. The GSM signal
strength and quality at your deployment location is dependent on the presence of GSM repeatersin thevicinity.
Generally speaking, GSM signal will be better in offices than inindustrial buildingsand datacenters, andis
especially poor in basements and server rooms enclosed by reinforced concrete wallswith fire-rated doors and
no windows. If your deployment site has very poor signal, pleaserefer to point 2 and 3.

Y ou can use your cellphoneto gauge the signal strength. There should at |east be 2 bars. Alternatively, you can
also comparethe signal strength for various SIM card providersusing the software — signal strength will be
displayed under Modem Setup and the signal reading will refresh every 20 seconds.

If thesignal isvery poor at your selected location (1 bar on your cellphone), please consider shifting the entire
setup to another location. If you'reinstalling the modem in an enclosed rack, extend the antenna out of the rack.

Y ou also may usean "active" USB extender to extend the modem to alocation with better signal - click herefor
an example.

If you'restill not ableto send your message, contact your mobile carrier company for technical assistance.

11
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d). Troubleshooting Messages Sent From Third Party Systems

Third party systems (interfacing clients) can interfacewith AlertDispatcher using thefollowing server protocols:

Server Protocol Message Format Default  Windows Service Log Name
Port Name
1. HTTP Server HTTP Request 80 AlertDispatcher-HTTP ~ HTTPListener.log
2. SMTP Server SMTP Email 25 AlertDispatcher-SMTP ~ SMTPListener.log
3. SNMP Trap Receiver SNMP Trap 162 AlertDispatcher-SNMP  SNMPTrapReceiver.log
4. AlertDispatcher DLL API N.A. 5556 N.A. N.A.

For example, for SMTP Email messages sent to AlertDispatcher SMTP Server, you can search the
corresponding log file, SMTPL istener.log for the keyword "Email received” and find your messages.

Log location: C:\Program Files (x86)\AlertDispatcher\Log\

:' SMATPListener - Motepad = | =] @
File Edit Format Aiew Help
2019.08.21 16:29:09:566 [thread:5468] [Trace] [PrimarySMTPListenerClient] --» Iamalive “

2019.08.21 16:29:09:566 [thread:5468] [Trace] [PrimarySMTPListenerClient] <-- Ok
2019,08.21 16:29:22:233 [thread:5468] [Trace] [PrimarysMTPListenerClient] <-- Eeplications]avestatus: standby||"Replication is not
enabled on this ser\.rer Please enab]e rep]ication on S1a\.re server. '

2019.08.21 16 2' - . 1 HE
gl 3 et : n 15¥ener‘E 1en¥J o= E’m
3,21 16120148628 [thread 1804 <:Email received.

i [Subject cxRecipient:82045273@test. com <>Body: Message sent wia
L] ertDispatcher SMTP Server Protocold Tl <rRecipient(0):82045273@test. com
com

F019.08.21 16:29:48:690 [thread:5468] [Trace] [Pr'lmarySMTPL'lstenerC]1ent] --5 Send SMTPListener{Primary)|||unencoded|||82045273@test.
Message sen‘ifl\lf]?IA1 nlarr‘iI:D1???‘tdn?fl?rﬂ?l??f\lf?ﬁ' Pr‘o‘toco'IClI | |0100 -01-01 00:00:00] | |2] | |[test@Alerthispatcher. com| | |Testsender| ||

o o F P S 404

2019.08.21 16:20:48:690 [thread:5468] [Trace] [PrimarySMTPListenerClient] ¢-- Sendok

2019.08.21 16:29:54:993 [thread:5468] [Trace] [Pr"lmar‘ySMTPL'lstener‘C'l1ent] <-- Eeplications]avestatus: standby||"Replication is not
enabled on this server. Please enable replication on Slave Server.

2019.08.21 16:30:15:320 [thread:5468] [Trace] [PrimarysMTPListenerClient] --» Iamalive

2019.08.21 16:30:15:320 [thread:5468] [Trace] [PrimarySMTPListenerClient] <-- Ok

e

12
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If you can't find the messagein SMTPListener.log, check if firewall isenabled on your AlertDispatcher PC and
if s0, you need to add firewall exception - see A. How to Add (allow) server portsto Firewall

For hardware or switch based firewalls, please check your network administrator.

Note: Thedefault SMTPListener.logwill only show messagesthat have been successfully captured fromthe
third party system. If the SMTP transaction fails halfway, it will not be captured. For detailed SMTPlogging,
please enable”Log SM TP packets (For Advanced User Only!)” under “ Servers Setup”, “Email Application
Setup”, “SMTP Server (Localhost) Setup” and click “ Apply settings’. Thiswill allow all SMTP packets sent by
your application to be captured regardless of whether they are successful.

Service | Server/Network Moritoring ‘ Messages | Send Message }
Help/Registration |
Messaging Service Setup | System Setup | E Servers Setup [SMTP/POP3/HTTP/SAL) H I Receive Message Setup \

Email &pplication Setup l TTP Server Setup i SNMP Trap Receiver Setup | SAL Clent 1

General Setup @T P Server (Localhost) Selﬂ POP3 Client Setup | MA&P! Setup l Email Motifications | LDAF Query Setup ;
TCP/IP address access restrictions

|v Enable SMTP Server [Localhaost]

General Setup
SMTP Server Port [Locahhost) |29 1P theottle 12000 j Messages/Minute Except those listed below: &) © Denied access
[~ Require TLS encryption

By default, all computers will be: T & Granted access

Access [ IP addiess [Subret mask) [
| v Log SMTP packets [For Advanced User Unly!' —_
“Basic SMTP Authentication

[~ Enable SMTP Authentication Username: Password: =

Email Fitering Rule
v Forward ALL emails to Numeric email recipients as SMS

¢ Query Phonebook for all ather email recipients. If no match is found, deliver email as regular email.

" Deliver all emails received as regular email with the exception of emails with the fallowing recipient domains:

|a|alldispalch8l.com [Emails ta other domains will be delivered as regular emails)

Failover Setup
[T Automatically disable SMTP Server on server failure or when no modems are working

[Far clisnt side falower to altemative sameerl

Hereiswhat the SMTPListener.log lookslikeafter “Log SMTP packets’ has been enabled.

_!| SMTPListener.log - Notepad - O X

File Edit Format View Help

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent:
2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent:
2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250-ENHANCEDSTATUSCODES

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250 SIZE 0

2025.11.18 16:19:31:369 [thread:18648] SMTP 127.0.0.1:64716 Revd: MAIL FROM:<scada@gmail.com™> SIZE=569

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250 2.1.0 OK smitp ready for scada@gmail.com

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Revd: RCPT TO:<123456789@gmail.com>

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Sent: 250 2.1.5 OK smtp ready for <123456789@gmail.com>

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: DATA

2025.11.18 16:19:31:370 [thread:18648] SMTP 127.0.0.1:64716 Sent: 354 Send MimeMsg. End with CRLF.CRLF

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: From: scada@gmail.com

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: To: 123456789@gmail.com

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: Subject: Demo Test Email

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: Date: Tue. 18 Nov 2025 16:19:31 +0800

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Rcvd: MIME-Version: 1.0 (produced by Synapse)

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: X-mailer: Synapse - Pascal TCP/IP library by Lukas Gebauer

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: Content-type: Multipart/mixed: boundary="019EA4El 2432770E_Synapse bounda
2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: Content-Description: Multipart message

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd:

2025.11.18 16:19:31:371 [thread:18648] SMTP 127.0.0.1:64716 Revd: --019EA4E1 2432770E_Synapse boundary
2025 11 1R 14-19:31:371 [thread-1R64R1 SMTP 127 01 N 1-64714 Revd: Content-tune: tevt/nlain® charsat=TTTF.R
<

50-Hello 127.0.0.1
5

2
250-AUTH LOGIN
2
2

13



AlertDispatcher How-To Guide Copyright 2025 Click And Deploy (Pte. Ltd.)

If AlertDispatcher isstill not getting the messages sent to it after disabling firewall/ports, you can test
independently of your system using 3¢ party SMTP clients.

There are 2 options - Option 1 uses the Test SCADA SMTP Client whichisinstalled by default along with
AlertDispatcher by the setup isthe easiest. Option 2 isto use aTelnet client to issue manual SM TP commands
to AlertDispatcher. Y ou can use both optionsif required.

i. Option 1: Test sending SMTP mail to AlertDispatcher using “Test SCADA SMTP Client”

Y ou can simulate the SM TP message using the* Test SCADA SMTP Client” that is installed by default along
with AlertDispatcher (if it smissing, it’ s possible excluded during the setup). Y ou can launchthe Test SMTP
Client from Windows Start Menu - AlertDispatcher > Test SCADA SMTP Client.

- AlertDispatcher

“ﬁ AlertDispatcher Client

@ Help

Test Scada SMTP Client

&F i
:i" Uninstall

&' Apple Software Update

If the“Test SCADA SMTP Client” is missing from the Windows Start Menu, please go to “ C:\Program Files
(x86)\AlertDispatchen\APIS\Test Scada SMTP Client” and runiit directly.

If thethird party system is not on the same server as AlertDispatcher, it isalso advisableto copy the Test
SCADA SMTP Client to the same machine asthethird party system after you have performed thelocal test.
Thisisto determineif firewall settings or networking istheissue.

Cut

__J 7 New item ~ \/l Open FH select al
e W Copy path T | Easy access ~ Edit Select none
ay  Paste Move Copy Delete Rename New Properties : = e
[#] Paste shortcut to ta = folder = History [0 Invert selection
Clipboard Organize Mew Open Select
1T > ThisPC » OS(C) » Program Files (x86) » AlertDispatcher > APls > Test Scada SMTP Client v Q| | Ses
s
MName Date modifie
cess
JE TestScadaSmtpClient.exe 14/10/2024 1

jects

14



AlertDispatcher How-To Guide

Copyright 2025 Click And Deploy (Pte. Ltd.)

Y ou can aso download the Test SCADA SMTP Client from thislink -
https://mwww.clickndepl oy.com/clients/dl.php?type=d& id=48

After you havelaunched thetest SMTP Client, configure using the settings as shown below.

Email Authentication:

&7 SCADA SMTP CLIENT Note: Please use default settings unless need to change by — O %
remarks!
r~Email Server Settings-
l 1 ——
Open Program and Log i
Folder (for Copy) Mail Server (SMTP Host): §27.0.0.1
SMTP Port: |25

Use 127.0.0.1 if scada is on same PC, otherwise,
|N° '] enter AlertDispatcher IP address. For remote

IN" Encryption :l, AlertDispatcher, ensure firewall is turned off or
exception added for SMTP TCP Port 25.

=l

Demo Point: NORMAL Sl By ons:
1 |
I—
Simulate Alarm Status Email Sender: |scada @gmail.com
— Message Format: ISMS Email (SMS Gateway)
o Alert Recipient Email Address: ﬂ123456789 @ail.com
Simulate Daily Health Check

Settings

[I'J Eenerate trace lod j Replace with phn;é number or AlertDispatcher Group Name

| Test Send Email [

£ 1 . O = SO 0 [N v | o

D

Enable "Generate trace log"

15
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ii. Option 2: Test sending SMTP mail to AlertDispatcher using Telnet Client

Option 2 isto useaTelnet Client such asthe Windows Telnet Client to issue manual SM TP commandsto
AlertDispatcher. You cantest locally first, and then remotely Also see - b). How to verify your SMTP Server
credentialsusing Windows Telnet Client and Blat.

The example shown below showsalocal test to 127.0.0.1 port 25. Thisisassuming your AlertDispatcher is
locally. If AlertDispatcher isinstalled remotely, pleasereplace 127.0.0.1 with the server name or | P address.

Note: The Telnet Client test only worksfor TCP port 25. It will not work if you have enabled TL S encryption
for AlertDispatcher SMTP Server (using port 587).

E C\Windows\systern32\cmd.exe = || =] | &3 |

C:\sers“Admin>telnet 127.8.8.1 25

M| »

If you get “ 220 AlertDispatcher SMTP server ready”, thismeansthe SMTP port is open and you will be ableto
send email to AlertDispatcher SMTP server.

[ Telnet 127.0.0.1 = || [=] | &3
228 AlertDispatcher SMIP server ready

1| »

Y ou can use Telnet Client to send email to AlertDispatcher SMTP server using the commands marked inred. 1f
Basic SMTP Authentication is enabled, pleasetemporarily disableit for this test.

16
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Service | Server/Network Monitoring ‘ Messages ‘ Send Message ‘ Addressbook
Templates | Users and Departments ‘ Help/Registration ‘
Modem Setup | Messaging Service Setup ‘ System Setup Servers Setup [SMTP/POP3/HTTP/SOL) | Receive Message Setup

Emal Application Sefup | HTTP Server Setup | SNMP Trap Receiver Setup | SOL Client |

General Setup  SMTP Server [Localhost] Setup | POP3 Client Setup | MAP! Setup | Email Notifications | LDAP Query Setup |

,, TCP/P address access restnctions
[¢ Enable SMTP Server [Localhost)

By defaul, all computers will be: @ & Granted access
General Setup = i 1 k Except those listed below: &) © Denied access
SMTP Server Port [Localhost): |25 IP thiottle 600 | Messages/Minute
Access ] IP address [Subnet mask] | Add I

[~ Log SMTP packets [For Advanced User Only!]

Basic SMTP Authentication ﬂl

[~ Enable SMTP Authentication Usemanme: Password [ Propesties I
Emai Filtering Rule

v Forward ALL emails to Numeric emal recipients as SMS

& Quety Phonebook for all other email recipients. If no match is found, deliver email as regular email
= Deliver all emails received as regular email with the exception of emails with the following recipient domains:

[slertdispatcher.com [Emails to other domains will be delivered as regular emails)

Failover Setup
[~ Automatically disable SMTP Server on server failure or when no modems are working

[For client side fallover to altemative server)

BEX Command Prompt

220 AlertDispatcher SMTP server ready

EHLO alertdispatcher

250-Hello activate.adobe.com

}250-AUTH LOGIN

250-ENHANCEDSTATUSCODES

258 SIZE ©

imail from: sms@example.com

256 2.1.0 OK smtp ready for sms@example.com
Ercpt to: 91234567@example.com

258 2.1.5 OK smtp ready for 91234567@example.com
data

354 Send MimeMsg. End with CRLF.CRLF
subject: test sms subject

this is a test message

258 0K

“250 OK” response meansthat the email issuccessfully sent.

EHL O alertdispatcher
mail from: sms@example.com
rcpt to: 91234567@example.com > replace “ 91234567 with your mobile number

data
subject: test smssubject

thisisatest message

Theemail will appear in AlertDispatcher as shown below.


mailto:91234567@example.com
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Templates I Users and Departments | Help/Registration ‘
Modem Setup I Messaging Service Setup I System Setup ] Servers Setup [SMTP/POP3/HTTP/SQL) ‘ Receive Message Si
Service I Server/Network Monitoring Messages | Send Message Addressbook

s Max. number of messages to display
1 from 1. Today sent: 0. Today received 0 I (Word o

a@ Delete all pending messages

"E:“ Acknowledge all messages

- _ %]
( Filter messages B Export messages

CreatedDat > Y| [Type |INJOUT |Recipient Text Subject

| SMS | Out ‘ 91234567 J this is a test message

2/8/2021 8:41:32 pm

If Option 1 and 2 are both working, and thereis no issuewith firewall or network access, please check
SMTPListener.log (with“Log SMTP packets’ enabled) and also the interfacing 3" party system logsfor further
clueson why the message hasn't been transmitted.

Please note that if SM TP authentication username and password is enabled on the 3 party interfacing system,
you need to configure the samefor AlertDispatcher. Note: To allow quick interfacing, basic authenticationis

disabled on AlertDispatcher by default.

Service l Server/Metwork Monitoring l Messages l Send SMS/Email l
Addresshook I Modem Setup | Instant Messaging [IM] Setup ] System Setup |

Help/Registration I
Servers Setup (SMTP/POP3/MHTTP/SOL) l Feceive SMS Setup ] Templates | Users and Departments ]

Email &pplication Setup | HT TP Server Setup | SMMP Trap Receiver Setup ] SOL Client |

General Setup  SMTP Server Setup ] POP3 Client Setup | &P Satup] Email Notifications | LDAP Query Setup
TCPAP addiess access restrictions
¥ Enable SMTP Server
By default, all computers will be: T = Grarted access

General Setup Except those listed belaw 3 " Denied access

SMTP Server Por: |25 1P throttle |5000 ﬁ MessagesMinute
ACCEsE IF address (Subnet mask] | Add

[~ Log SMTP packets (For Advanced User Onll]
asic SMTP Authentication %
¥ Enable SMTP Authentication Usemame: |test Password: | Properties

Email Filtering Rule
¥ Forward ALL emails to Mumeric email recipients as SM3
" Guery Phonebook, for all other email recipients. IF no match is found, deliver email as regular email.

@& Deliver all emails received as regular email with the exception of emails with the following recipient domains:

|alertdlspatcher.con'i [Emails to other domainz will be delivered az regular emailz)

Failover Setup

r

[.ALE.RT.DI.S;P.Q.TCHER - M.aster.]"Sérver runnlhg .1.3(I5.00.r.)

OnceAlertDispatcher successfully receivesthe email sent frominterfacing system, it will be reflected on
AlertDispatcher Client. Notethat thiswill happen regardless of whether the message can be successfully

processed by AlertDispatcher.
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todem Setup | Instant Meszaging [IM)] Setup | Swpstem Setup | Servers Setup [SMTP/POP3/HTTR/SOL) | Receive SMS Setup |
Templates | Users and Departments | Help/Registration |
Service I Server/Network, Monitoring Messages | Send SM5/E mail | Addressbook |
= = = 3 bz ber of to display: -
‘\%l\:-a @ ? \nf% Acknowledge al messages @ Delete all pending messages |1 from 259, Today sent: 2. Today received 0 AEIUINEEED mesggiz,‘;d \Izﬁa:y iSUU j Apply
ﬂ ¥ [Test=""protocal™’] Filter.. |

StartDateTim > |Type INJOU| Recipient
Phi |aM3 [ou Jstatu

< [ v
i[ALERTDISPATCHER - Master] Server running m;
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3). How to use the Addressbook and setup Escalation
a). Adding Group and Recipient

Navigate to the “Addressbook” tab, and then click on the “ Add Group” icon.

Copyright 2025 Click And Deploy (Pte. Ltd.)

i -A.Iet‘ilfiispa.fcherf:'ﬁterpris"e 1.0.0.0.679,48 ﬁ.ﬁufhoriz’led User: Click '.E\nd']:jepl'oy'ijte-'l_td.('l.'.EIS:I: SERVER 1) - .M.‘axﬁec‘;.[;ier.{{s:. l.DEI\D,'.M.‘ax;S;en.ferm'.onitor‘;.ngs: 9:9:99,-7\51001...

Servers Setup [SMTR/POPIHTTRASAL) | Receive SMS5 Setup I Templates i Users and Departments |
Help/Registration |
Server/Metwork Monitoring | Modem Setup i Instant Meszaging (IM] Setup I System Setup |
Service | Messages l Send SMS.-"EmalI Addresshook |
G | | &4

Fecipients:

Add Group

| «Jooao > | w] [ME}E@I&I

‘Name 'Phune 'Email 'IM addresi Descriptiu’ RES\Q

| »

|[ALERTDISPATCHER - Master] Server running

23(fwerage)
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Y ou can assign priority to your group. Messages sent to groups with higher priority will be sent out first.

| ﬁew G roup -E -x {

Main i Fiecipients | Ezcalation/Emergency Fecall Motification

Marne: Itest. groud

Priority: I Mormal - i

Restrict to Users from Department: IMain _'j
Uze Modem Port: Iauto VI
Degcription; I
Ok Cancel

Next, click on“Add Recipient” button to create recipients.

=3 '.I\|e.r{b.;'spatc.her Ente rp tise w7.0.0.0.679.45 f:ﬁ.ﬁi:hori.zed User: Click And De ploy Pte Ltd (TEST SERVER 1= Maxﬁeciﬁiénts: 1000, M akS:er\.re.r?\{u';loﬁ:iE-.oriﬁgs: 999:9:, Mod... 1

Servers Setup [SMTR/POP3MHTTR/SAL) | Receive SM5 Setup | Templates I Users and Departments |
Help/Registration |
Server/Metwork Monitaring | Modem Setup | Instant Messaging [IM] Setup I System Setup |
S ervice | Messages | Send SMS/Email Addresshook l
ﬁ
&b & [ «Joowo s [n] salsalse| || Pl

Reci

Add Recipient
%Dﬂune ’Emﬁil ’IM addresi Descriptiu’ Restri

Groups:

= 3

[[ALERTDISPATCHER - Master] Server running 23{fwerage) i

Cp ey -
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Y ou can assign group level priority to recipients. If you have amodem pool, you can select the preferred

modem to use for the recipient. Thisisuseful if you need to split sent messagesacrossdifferent SIM cards for
accounting purpose. For example, each SIM card may have afree SMSIimit of X number of SM'S per month.

To optimise your usage, you would want to split your messages across the modem pool.

Editing Recipient

Main | Custom Fislds Schedule | Escalation |

Mame: |michael. smith

Send Type: W SMS [~ Email [ Instant Meszaging [Gmai]

Phone:  [1234567830

Email: |

Inztant Mezsaging [Gmail): |

Alternative Phone/Emalls): |
[For Ernergency Recall Notification)
[ i Group Lewel Priority
Ye : Average -
[within the group itzelf]:
Use Madem Part: | auta w | [ Show only exigting port:
Restrict to Users from Department; |Main L]
Description: ||

™ Unsubsenbed [Recipient will not receive SMS)
[Mote: Recipient can unsubscribe by sending UNSUE to SMSDispatcher)

Ok | Cancel |

To assign recipientsto the group you havejust created, right click on the group, select “Edit Group

(Add/Removerecipient & Configure Escalation)”. Alternatively, you canjust double click onthe group itself.
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e

. BlertDispatcher Enterprise v7.0.0.0.670.48 (Autharized

Uszer:

 Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipie

1000, MasServer

anitorings:

9999, Mod.. [-= |[ & |[E5]

Servers Setup [SMTP/POPI/HTTR/SOL) | Receive SMS Setup | Templates | Uszers and Departments | :I =
Help/Fegistration | ﬂ
Server/Metwork Monitaring | Modern Setup | Instant Meszaging [IM)] Setup I System Setup |
Service | Messages | Send SMS/Emai Addressbook. | e

&_&lggl Hl( |1-10f1 >|>I|

Recipients:

sa/se|se == | 2|

IM addres

2 micl

- o4 Permowe Group
Rermowve Group and Recipients under the Group

'EE Expand

B Collapse

@ Load Group frorm CSY

@ Load Group from C5 (Do not override existing recipients)
H Save Group to CSW

e | b ¥
[[ALERTDISPATCHER - Master] Server running 23(fverage) ]
TS co ]
] RIOMIANELL @rn.. FATTTIT P T AT T T T T T T T TITTIT TS T T T T 1T TR

Use the checkboxesto add recipients to the group.

Editing Group

Main  Recipients I E zzalation/Emergency Recall Motification I

(5]

M| 4]i-101 p | M|

M ame | Type | Phane | E rriail | Drezcription

| Unazu... | CuztomnFieldl | EustomFieIdEl Cuztar

michagl. smith SMS 1234567330

no

4

Ok Cancel
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b). Setting up Basic Escalation

i. Overview

To ensurethat critical messages are received and acted upon by recipients, you can define an escalation
sequence for an addressbook group so that messages sent to the group need to be acknowledged by recipients
within adefined timeinterval, failing which they will be escalated to the next level (tier) of recipients or resent
to the same group.

There are two types of escalation that can be enabled for groups : a). Basic Escalation, and b). Emergency
Recall Notification.

For Basic Escalation, any of the recipients from the group may acknowledge the message on behalf of the entire
group. However, for Emergency Recall Notification, all recipientsmust personally acknowledgethe escalation
messages sent to them. Any recipient that has not acknowledged will receive escal ation messagesas configured.

Any Basic Escalation message that is not acknowledged by any of the recipientsthat received the message can
be escalated up to 50 times to another recipient/group (or back to the original escalation group).

There are 2 waysto configure Basic Escalation. The most popular way isto send to agroup of recipients and
hope that any of the recipients will acknowledge. 1f no acknowledgement isreceived after adefined time
interval, the message is escalated to another group of recipients, e.g. the managers. Thismethod isuseful in
reaching agroup of recipients as quickly as possible, which isuseful in case not everyoneisableto receive or
read the messageintime. For example, some recipients might have turned off their phones or maybe asleep.

The other way isto send to just 1 recipient (you can add only 1 recipient to the group), and then escalateto a
2nd recipient if that single recipient does not acknowledge, and then if the 2nd recipient a so does not
acknowledge, escalate to 3rd recipient and so on.

Note: For discussion purpose, ‘escal ation messages refers to messages that require recipient acknowledgement,
and 'escalation groups' refersto groupswith either basic escal ation or emergency recall notification configured.
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1. Broadcast to Tier 1

Application Server

Metwork Monitoring/
Application Server g

Administrator

LR

&

% Technician B

% Technician C

AlertDispatcher

Server %

SMS Message:
Mahile User MEW ID:05 15:01:10] Web Server Downll
To ack, pls reply A123
followed by any comments. Technical A

2. Escalateto Tier 2

3 &

Technical A Technician B

Technician C

. : Q}l /—_\;‘Ipewsor A
AlertDispatcher \ %
Server

Escalation Group Level 1
SMS Message: 8
[ESCO1 1D:05 15:01:10] Weh Server Down!!

To ack, pls reply A123
followed by any comments.

Supernisor B

3. Someonein Tier 2 acknowledges

;l Administrator

Technical A

Technician B

a Technician C

% Supervisor A

A123 Hi, il fix it!

&

AlertDispatcher
Server

¥y

SMS Message: %
[ACK ID:05 15:01:10] Technician A has e
acknowledged at 01-01-2010 15:25:04
Comments: Hi, I'] fix ittt Supervisor B

Copyright 2025 Click And Deploy (Pte. Ltd.)
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ii. Pros, Cons and Important Good Practices for using Escalation

There are pros and consto using escal ation messages.

Pros:
1. Ensuresthat someone reads the message.
2. Escalatesto management if no one acknowledges.

Cons:

1. Generates greater message volume depending on how the escalation is configured, and especially so if lower
escalation level recipientsdon’t acknowledge promptly. Theincreasein message volume may slow down the
system, especially if thereisasurge or outage that generatesalot of original messages.

2. Increasesthe workload of recipientsthat need to acknowledge the messages.

Here are some good practices to ensure that escal ation messages works for you without the drawbacks.
Important Good Practicestofollow when setting up escalation:

1). Create atest group to test out escal ation messages beforeenabling escalationfor actual AlertDispatcher
Groups.

2). Enabl e escalation messages only for critical alarms groups. Y ou can use separate groupsfor critical and non-
critical darms.

3). Minimizing the number of recipients in each Tier would limit theincreasein message volume, especially
when “ Notify everyonethat has been contacted whenever anyone makes an acknowledgement” checkbox is
enabled.

For example, if thereare 3“Tier 17 recipients configured and someonein Tier 1 acknowledges before the
message is escalated to Tier 2, the total number of messages generated is 3 original messages + 3
acknowledgement confirmation messagesequals 6 messagesin total. Therefore, thefewer recipientsarein Tier
1, the lesser the number of messages sent in total.

4). Configure an escalationtimeinterval that is sufficient for recipientsto make a successful acknowledgement.
15 minutesisthelowest recommended timeinterval but you configure 20 or 30 minutesif possible.

5). Train your recipients to make multipleacknowledgementsinasinglereply, e.g. A123, A456, A678.

6. Exempt return-to-normal messages from escalation using the “ Do NOT escal ate messagesif message
contains ANY of thefollowing keywords’ setting.

7. Allow recipientsto acknowledge once by enabling the “ Acknowl edging any messagewill acknowledgeall
messages sent to the recipient” checkbox.
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iii. How to configure Basic Escalation for Addressbook Groups

To setup Basic Escalation for an addressbook group, under “ Escalation/Emergency Recall Notification” tab,
select “ Basic Escalation” . |f Basic Escalation isenabled, escalation messages sent to the group must be
acknowledged by any recipient in the group by SMS or Email reply.

Y ou can configure AlertDispatcher to escal ate the message to another recipient or group if no one acknowledges
within the defined time interval, resend to the same group, or ring/call recipient phones (cellular/fixed line). Up
to 50 tiers or levels of escalations can be configured.

Editing Group b

Main | Recipients Escalation/Emergency Recall Notification |

|¢ Enable E scalation/Emergency Recall Notification
(» Basic Escalation: If none of the recipients have acknowledged withir:

" Emergency Recall Notification: If there is ANY recipient that has not acknowledged within: Reset Tiers to Defaul

£

|

Tier 2 15 ﬁ mins, |escalate to: = | |{5ame Group} x| »
Tird New [15 =] mins, [ecaae o - R -
Tier 4: Mext |1|3_i|"| mins, |escalate ta: L] | :]
Tier & Mext Iw—ﬂ mins. |escalale ta: ;] | LI
Tier B: Next [m_ﬂ ming, |escalale to: LI | _ﬂ
Tier7:Net [10 ] mine, [escalate to: ~ | ]
Tier 8: Mext |1|:l_iJ mins, |escalate ta: _:J I j
Tier & Next |10 iIJ mins, |escalate to: ;I I LI
= =
10 1

Tier 10: Next |1D ﬂ ming, |escalale (%
S AT rp—E T
v Allow recipient to acknowledge/comment by replying to email

v Append acknowledgement fink to Email sent to recipients :
[~ Acknowledging any message will acknowledae all messaages sent ta recipient Setup Escalation Ack POP3 Server ‘

Acknowledgement footnote: [ACK: Reply {CODE} + msg

[~ Do MOT escalate message if message contains ANY of the following keywords:

[n:-.m:n to normal, back to normal, recovered, nomal, heartbeat

v Motify everyone that has been cortacted whenever anyone makes an acknowledgement or makes a subsequent comment
v Continue sending unsent messages ta first group of recipients even after receipt of acknowledgement [Fecommended)

I Abart ring phone if anyone has acknowledged any message sent to the group in the last ]1I] rhinLtes.

v Abort ring phone if recipient phone was called in the last 110 ming [only applies to this group]

ok \ Cancel

Recipients can include commentsin their acknowledgement SM S/Email and these commentswill be forwarded
to other recipients. The acknowledgment footnoteisconfigurable.

If you want to all ow recipientsto acknowledge all escalation messagesreceived using asinglereply, you can
enable " Acknowl edging any message will acknowledge all messages sent to therecipient”. Thismakesit more
convenient for the recipient but the downside iswe can't ensure that the recipient has actually received or read
all the messages.

Y ou can exempt specific messages bearing certain keywords from the acknowledgement requirement using the
"Do NOT escalate messagesif message contains ANY of thefollowing keywords" setting.
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iv. Acknowledging by SMS reply

Recipients can acknowledge escal ation messagesreceived via SMS by replying a code. Multiple messages can
be acknowledged in asinglereply by including all the acknowledgement codes (commaseparated), e.g. A123,
A456, AG78.

Alternatively, if " Acknowl edging any message will acknowledge all messages sent totherecipient” setting is
enabled, arecipient can acknowledge all messages by acknowledging any of the escal ation messages received.

«ILSTARHUB 3G  11:36 AM

" Messages

Call Contact Info

7 Apr, 2014 11:33 AM

" [NEW ID:215 11:33:18]
This is an important alert!

To ack or broadcast
comment, pls reply A521
followed by comments.

" A521 roger!
[ [ACK ID:215 11:33:18]
george(+6590621305)
acknowledged at 07-04- (5)
2014 11:35:37 -
| Comment: roger! 2

e ED
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v. Acknowledging by Email reply

In order to allow recipientsto acknowledge by email reply, you must enable " Allow recipientsto
acknowledge/comment by replying to email” setting and configure the POP3 Server and User credentials using
the " Setup Escalation Ack POP3 Server" button.

Main I Recipients Escalation/Emergency Recall Natification |

] Setup Escalation Ack POP3 Server — O X
|v Enable Escalation/Emergency Recall Notificatior
¢ Basic Eacalation: It nane of the recipients § [v Enable Escalation dck POP3 Client (Required to allow user to acknowledge escalation email]
" Emergency Recall Notification: If there is A)
Tier 2 15 '%_IJ mins, [escalate POP3 Server. [pop gmai.com = A
; e |
Tier 3 Nest |15 j ming, |escalate POP3 Patt: [995 =1
Tier 4; Nest ]10 ﬁ mins, Iescalale Sk ISSL
= ; i : J@chckndeploy.
Tier & Nest ]W—j min, lm‘ POP3 Email address{Sende] [DOD @clickndeploy.com
= POFP3 U . |pop3@clickndeploy.com
Tier 6 Mest |10 j ming, lescalale semame [p P oo
- POP3 Password: |4
Tier 7: Nest 110 j mins, |escalate =
Check Interval: |5 =
Tier 8 Neswt |10 j ming, |escalate | e
Tier 9 Next I‘lG j‘ mins, lescalate
= Ok Cancel |
Tier 10: Next ]10 ] mins, |escalate
S e — v

v Allow recipient to acknowledge/comment by replving to email
v Append acknowledgement link to Email sent to recipients "
[~ Acknowledging any message will acknowledge all messages sent to recibient | Setup Escalation Ack POP3 Server |

Acknowledagement footnote: [ACK: Reply {CODE} + msg

[~ DoMNDT escalate message if message contains ANY of the fallowing keywaords:

If the POP3 Server and User credential isincorrect, the following error will be shown:

" SlertDizpatcher Enterprise w7.0.0,0,679,48 {Suthorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhaonitarings: 9939, Mad.., EI
Server/Metwork Monitaring l Modem Setup l Instant Messzaging (IM] Setup | Supstem Setup |
Servers Setup [SMTP/POP3/HTTR/SEL) | Receive SM5 Setup | Templates | Uszers and Departments |
Help/Reqistration l

Service | Messages l Send SMS/Email l Addressbook |

Server Status: @ Star ‘ Stop | Restart | Emergency Pause | Modem Signal: 1CDM4 ~| Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - Master] Server running b EE [|| LLLELEEELL l
Server Replication Role: [Master] ¢ EHT Dispatfher
Expagiting your workforce

Slave Statuz: Connected

User |administlator ServerHost:  |[127.0.0.1 Logaut Open Log Folder

C Ll

: T —
2018.01.12 23:32:13:902 [thread:6104] [1] E scalation Ack POP3 server pop.gmail.com not available, Eror-ERRA [AUTH] Usemame and pagsword not acoepted, -
h: ZBI

2018.01.12 23:30:14:337 AlentDispatcher Service Started! Mod initialized fully - COM4 [Metwork Operator:singtel. Signal Strengtl
el a1 1.2 1 b oden Firrnare . B2 0L 201 A0A0A02R0 <2082 1790537 040414 02-A0

2018.01.12 23:30:11:311 Modem Model £I3082t product

2018.01.12 23:30:05:991 [thread: 1824] D atabase recoverad

2018.01.12 23:30:05:929 [thread: 1824] Available SystemPak: §813,204 KB

2018.01.12 23:30:05:929 [thread:1824] Tatal System RAM: 8,300,740 KB

2018.01.12 23:30:00:874 [thread:5592] Available SystemPaM: B.613,004 KB

2018.01.12 23:29:49:143 [thread:5592] Available SystemPakd: 6613404 KB

2018.01.12 23:29:49:143 [thread:5592] Tatal System RAM: 8,300,740 KB

2018.01.12 23:29:44: 354 [thread:5540] Available SystemPAM: §,609,764 KB

2018.01.72 23:29:32:342 [1] Databaze ermor: D atabaze exception Open log - file:\Log'

2018.01.12 22:29:32:311 [thread:5540] Available SystermPAM: BB16,860 KB

2018.01.12 23:29:32:311 [thread:5540] Tatal System RAM: 8,300,740 KB

2018.01.12 23:23:28:972 [thread: 384] Failover Client Connected to Slave: 192.168.1.158:5556

2018.01.12 23:29:28:848 Engine initialized. [Build:679.48]

2018.01.12 23:29:28:832 Vendor: ClickMDreplay

2018.01.12 22:29:28:832 HardwarelD:C47C0A7E-7143 i

[[ALERTDISPATCHER - Master] Server running 26(Good)

m
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vi. Acknowledging via AlertDispatcher Client Console

A PC operator can acknowledge any or all escalation messages on behalf of recipients on the AlertDispatcher

client interface.

Server/Metwork Monitaring l
Servers Setup [SMTR/POP3/HTTRASOL) |
Help/Registration I

Service

2|3

k_g |Q|PJ {9:}[[ Acknowledge all messages

Messages |

*L@ Delete all pending meszages

_?il I~ [Test = "“modem™']

Inztant Messaging [Ik] Setup | Spstem Setup |
Templates | Uzers and Departments |
Send SMS5/Email | Addressbook |

o Todaysents 12 Tods Maw. number of messages to display: 500 joEs | Aoy |

v word wrap =]

. AlertDispatcher Enterprise wT.0.0.0.678,48 (Authorized User: Click And Deplay Pte Ltd (TEST SERVER 1 - MaxRecipients: 1000, MaxServerbdanitarings: 9999, Mad..,
Modem Setup |
Receive SMS Setup |

StartDateTime = | Type

el

INJOUT | Recipient

{f,':?{ Acknowledge all rmessages
i

Copy (Ctrl-C)

\% Reply to selected messages
> Resend Message

Delete selected messages

Delete listed rmessages

!@ Delete all pending messages

{[ALERTDISPATCHER - Master] Server running

I“g Delete all processed messages | 26(Good)

A

BT ot

-

Aspreviously mentioned, up to 50 tiers/levels of escalation actions can be assigned for each group. Y ou can
escal ate the message to another recipient or group, back to the same group or call arecipient phone

(cellular/fixedline).

31



AlertDispatcher How-To Guide Copyright 2025 Click And Deploy (Pte. Ltd.)

c). Setting up Emergency Recall Notification

i. Overview

While Basic Escalation alows any recipient in the group to acknowledge on behalf of the group, Emergency
Recall Notification requires that every recipient in the addressbook group personally acknowledge the message
sent to them. Any recipient that has not acknowledged will recei ve escal ation messages as configured.

The Emergency Recall featureisespecially useful in emergency or disaster scenarios where you would want
reach out agroup of recipients and can be initiated by auser viaSMS or AlertDispatcher Web Login.

32



AlertDispatcher How-To Guide Copyright 2025 Click And Deploy (Pte. Ltd.)

ii. How to configure Emergency Recall for Addressbook Groups

To setup Emergency Recall Notification an addressbook group, under “ Escal ation/Emergency Recall
Notification” tab, select“Emergency Recall Notification”. Up to 50 tiers/levels of escalations can be configured.

Editing Group
" Main ] Fiecipients | Ezcalation/Emergency Recall Natification |
[v Enable Escalation/Emergency Recall Motification
" Basic Ezcalation; If none of the recipients have acknowledged within;
* Emergency Recall Matification: I there iz ANY recipient that haz not acknowledaed within:

5 i ming, escalate to |IESEI"IC| to recipients that have yet to acknowledge j
Mext |5 ﬁ ming, escalate bo |ring phone of recipients, that have pet to acknowledge, for b seconds ﬂ
Mext |5 ﬁ ming, escalate to |u:a|| phone of recipients that have vet to acknowledged ﬂ
Mext |5 ﬁ mikg, escalate to |resend ko alternative contact of recipients that have yet to acknowledge j
Mext |5 ﬁ ming, escalate to |send report to sender j
Mext |5 i ming, escalate to |ling phone of alternative contact of recipients that have yet to acknowledge., for B seconds j
Mext |5 ﬁ ming, escalate bo |ring phone of recipients, that have pet to acknowledge, for b seconds ﬂ
Mext |5 ﬁ ming, escalate ko | ﬂ
Mext |5 ﬁ ming, escalate to | j
Mext |5 ﬁ minz, ezcalate to | j

- ) . Setup Escalation Ack POP3 Server ‘
[v Allow recipient to acknowledge/cormment by replying to email P
v Acknowledging any mezsage will acknowledge all meszages zent to recipient
Acknowledgement footnobe: |-"-\EK: Reply Ok1
Altermative comtact header:  |JRGEMNT:Pls help forvard thiz mzg to (R ecipientt ame}{F ecipientPhone})

[ FRequire zend confirnation for Emergency Recall Motification meszages received from user via SMS or Ernail

[v Forwmard all comments made by recipients ta the sender

[v Donat zend meszage header, e.a. [NEW 1D:276 21:22:24]

Ok Cahcel

If you want to allow recipientsto acknowledge all Emergency Recall messagesreceived using asinglereply,
you can enable " Acknowl edging any message will acknowledge all messages sent to therecipient”. This makes
it more convenient for the recipient but the downside iswe can't ensure that the recipient has actually received
or read all the messages.

If "Require send confirmation for Emergency Recall Notification messagesreceived fromuser via SMSor
Email" setting is enabled, users can review and then choose to confirm the message.

If you want to allow recipientsto acknowledge by email reply, you must enable " Allow recipientsto

acknowl edge/comment by replying to email” setting and configure the POP3 Server and User credentialsusing
the" Setup Escalation Ack POP3 Server" button.
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Editing Group Tt ;
" Main ] Fecipients Escalation/Emergency Recall Motification | . Setup Escalation Ack POP3 Server ) e
[v Enable Escalation/Emergency Recall Matification [v Enable Escalation Ack POF3 Client [Required to allow user to acknowledge escalation email)

" Basic Escalation: If none of the recipients have acknowledged within:

P . . FOP3 S - |pop.gmail. com
f* Emergency Recall Matification: If there iz ANY recipient that has not acknowledged et Ip P-g

POP3 Port: 995

3 j minz, excalate to |resend to recipients that have pet to

SecLrity: |SSL

MNext |3 j ming, ezcalate to |ring phane of recipients, that have e

POF3 Email address(S ender): IpopS@cIickndeploy. cam

FOF3 Uszername: Ipopﬁ@clickndeploy. com

MNest | j ming, excalate to |cal| phione of recipients that have et
Hext |5 j ming, excalate to |resend to alternative contact of recip

POP3 Password: |’“‘"""""""”"

HNest |2 j ming, ezcalate ko |send report to sender

Check Interval: |5
Hext | j ming, excalate ko |ring phone of alternative contact of r

Hext |3 j ming, ezcalate ko |ring phone of recipients, that hawe ye

EL

Ok Cancel

Mext |5 j ming, escalate ko
Mext |5 j ming, ezcalate to

Mext |5 :JI ming, excalake bo

Iv Allow recipient to acknowledge/comment by replying to email

Kl

Setup E zcalation Ack POP3 Server |

[v Acknowledging any message will acknowledge all messages sent to recipient

Acknowledgement footnote: |.QEK: Feply Ok1

Alternative contact header:  *URGENT:Pl: help fonaard this msg to {RecipientName}{{R ecipientPhonel)!

[v Require send confimation for Emergency Recall Maotification messages received from user via SMS or Email
[v Fonward all comments made by recipients to the zender
v Donot send message header, e.g. [MEW |D:27E 21:22:24]

Ok Cancel
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If the POP3 Server and User credentials isincorrect, thefollowing error will be shown:

AlertDispatcher Enterprise w1.0.0.0.679.48 (futharized User: Click &nd Deplay Pre Ltd (TEST SERVER. 1) - MaxRecipients: 1000, MaxServerhonitorings: 9333, Mod... | o=

Server/Metwork Monitaring Modem Setup l Instant Meszaging (IM] Setup | Sustem Setup |
Servers Setup [SMTPAPOP3/HT TR/SOL) | Receive SM5 Setup | Templates | Users and Departmants |
Help/Fegistration |
Service | Messages l Send SM5/Email l Addrezshook |
Server Status: @ Sta | Stop | Restart | Emergency Pause | Modem Signal: |COM4 ~| Dperator: zsingtel (HSPA 3.5G)

dispatcher

Expagiting your workforee

[ALERTDISPATCHER - Master] Server running - EE [ll (T l
Server Replication Fole: [Master] ¢
Slave Statuz: Connected

Uzer. {admirizstrator Server Host:  |127.0.0.1 Logout Open Log Folder

e Ll

B
—

2018.01.12 23:32:15:902 [thread:6104] [1] E scalation Ack POP3 server pop.gmail.com not available. Eror-ERRA [UTH] Usemame and pazsword not accepted. -
2018.01.12 23:30:14:337 AlertDispatcher Service Started! Mod initialized fully - COM4 [Network Operator:zingtel. Signal Strength: 26 il
i teemled Ao 2 1 b oden Firrnare s 7 B2 0 201404040500 <2082 1790532 040414 02-A0

2018.01.12 23:30:11:311 Modem Model: 13082t product

2018.01.12 23:30:05:991 [thread:1824] D atabasze recoverad

2018.01.12 23:30:05:929 [thread: 1824] Available SystemPaM: B.E13.204 KB
2018.01.12 2330:05:329 [thread: 1524] Total Systern RaM: 8,300,740 KB

2018.01.12 23:30:00:874 [thread:5532] Available SystemPaM: 6.613.004 KB
2018.01.12 23:29:49:143 [thread:5592] Available SystemPaM: B.E13.404 KB
2018.01.12 23:29:49:143 [thread:5592] Total System RAM: 8,300,740 KB

2018.01.12 23:23:44:354 [thread:5540] Available SystemPRaM: 6.609.764 KB
2018.01.72 23:29:32:342 [1] Databaze eror: D atabaze exception Open log - file:\Logh
2018.01.12 23:23:32:311 [thread:5540] Available SystemPaM: 6616860 KB
2018.01.12 23:23:32:311 [thread:5540] Total Systern RaM: 8,300,740 KB

2018.01.12 23:29:28:972 [thread: 984] Failover Client Connected to Slave: 192.168.1.158:5556
2018.01.12 23:29:28:848 Engine initialized. [Build:679.48]

2018.01.12 23:23:28:832 Vendor. ClickMDeploy

2018.01.12 2323:28:832 HardwarelD:C47CDI7E-7143

[[BLERTDISPATCHER - Master] Server running

e

26(Goad)
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iii. Initiating Emergency Recall via AlertDispatcher Web Login

The best way to initiate an Emergency Recall is throughthe AlertDispatcher Web L ogin as you can monitor the
progress of the recall real-time on your browser.

For Web Login to work, AlertDispatcher HTTP Server must be enabled. If you need to allow usersto accessthe
Web L ogin remotely from another workstation on the network, please ensurethat Windowsfirewall does not
block the configured HT TP Server Port (by default port 80).

Note: If there'sanother conflicting web server using the default port 80, you should change the AlertDispatcher
HTTP Server Port, e.g. to port 8000.

. AlertDispatcher Enterprise w7.0.0.0.679.48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERWER 1) - MaxRecipients: 1000, MaxServertdonitarings: 9999, Madbus T

Service l Messages l Send SMS/Email | Addressbook |
Templates l Userz and Departments | Help/R egiztration l
Modem Setup | Instant Messaging [IM) Setup | Systern Setup Servers Setup [SMTP/POP3/HTTR/SOL] ‘

Email Application Setup  HTTF Server Setup | SMMP Trap Feceiver Setup | SOL Client |

[ ¥ Enable HTTF Server:l

TCPAP address access restrictions

[ ibuthenticate against Users database; T b ol
HTTPE Server Pot: 150 —1 By default, all computers will be; 'ﬂ Granted access
Except thoze listed below: &) Denied access
Accezs | IP address [Subnet mazk) | Add
S5L Password: Delate

Properties
r dis

IP throttle {2000 j Meszages / Minute

Acknowledgement URL: |hittp://demo. click ndeploy. con
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To test, access AlertDispatcher Web Login page on AlertDispatcher Server locally through your web browser,
e.g. http://127.0.0.1/

(= E=rER]
e‘ \@ http://127.0.0.1 v -)H Search.. P~ | it 5w

| @ MertDispatcher - Click And... % | |

7
@’ ALEATDispatcher

Expaditing your wortifarce

User Name:
|oparator |
[ |Login as SYSADMIN (Manage Server)

Password:
sesensee |

VI Save password Login |

Click here to download AlertDispatcher Client

For login user, you can create anew user under "Usersand Departments' tab, or you can use the automatically
created "operator” user to login (default password: "operator").

Note: Please change this password as soon as possible using the "Users and Departments” tab to prevent
unauthorized usage.
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., AlertDispatcher Enterprise v7.0.0.0.679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonito

Service ] Messages ] Send SMS/Email ] Addresshook ] Server/MNetwork b
Help/Fegistration ]
Instant Messaging (IM) Setup ] System Setup 1SBNBFS Setup (SMTPIPOPS,-"H'I_I'1 Feceive SMS Setup ] Template
&g} & & g Editing User: mary |783 |__
blame JType IF hain ]Depar‘tments}

& administrator | Administrator

3 I [ Enable User
der

&5 operator Basic User MName: ]mary
Display Name: 1mary
Password: ]W
Cornfirm Fassward: 1’“"““‘“‘
Type: jDepanment Leader L; Manage User Types
.Department Leader has the rights to access Service, Messages. Send -

SkS/Email Addresshook tabs only and has the rights to delete messages.
Department Leader can only view or delete messages from deparments he
or she is assigned under

tohile Phane: 19123455?

Ernail Address imary@clickndepluy.cum

tonthly message limit: 11090900 [~ Unlimitsd CurrentMonth Usage 0

[ Discard messages in excess of limit

Ok J Cancel ‘

FIACLINTATUTMFDAT Ra

P I

After you have successfully login, select the group that is configured for Emergency Recall Notification,
compose your message, and click "Send Message”.

| (22 AlertDispatcher - Click And... %

Karzrroispatcher  AlertDispatcher - Click And Deploy Pte Ltd (TEST SERVER 1)
Alert System

Send SMS/Email User: operator Logout
Recipients:
|RecaIIGroup |
Subioch(for mel): | RecallGroup V|| Add Remptent” Update Rectplenlsl

Priority: [Normal | Type: Al v| [ISend message at: 2018-01-11 18:13:29 Custom Field1 Insert

Select Template: [Select Template V|| Use Template || Update Templates |

Message Body:

This is an emergency. Please report back to office!
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ACK report for Emergency Recall Notification 1D:18 21:37:34

User: operator Logout

From: operator()
Send SMS/Email To: RecallGroup
Time: 2018-01-11 21:37:34
Recipients: g This is an emergency. Please report back to office!
RecallGroup |
5 SENT: 2/2 (ACKED: 1/2 ~ NACK 1/2) QUEUED: 0/2 FAILED: 0/2 i
Subject (for emaily ( j2 ~ 1 ) || Add Recipienf| Update Recipientd
NA??R?S::IBJSBI?t- VL Rggﬁfgt Comments |Description|Alternative Contact
) e
—— T e pi801-11 181328 |[CustomField]
(82045273) w | Use TempiateH Update Templates |
Message Body: Fy—
This is an emerge FAILED(Failed to send): ConEact Comments |Description|Alternative Contact
MN.A.
QUEIEDPRndinginzeand; | Redpent Comments  |Description|Alternative Contact
queue): Contact
; N.A.
SMS888/ID:wESCM
ACKED({Recipient Recipient — z
Senc acknowledged): Contact Comments |Description| Alternative Contact
John 20621305 21:?3;::: ok mary(84087668)

ul StarHub &

(@D

9:58 PM

Demonewsingtelbottom

report back to office!

Frm: operator to 'RecallGroup’
ACK: Reply A264

Recall test!

Frm: operator to ‘RecallGroup’

ACK: Reply A275

& O |

Print

Refresh Now
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iv. Initiating Emergency Recall via SMS

A user can alsoinitiate an Emergency Recall remotely by sending an SMS to the server.

SMS Format:

"Send { GroupName} { Message}”

Therequirement isthat "Enable Receive SVS' and "Enable forward to Addressbook™ settings under " Receive
SVIS Setup” tab must be enabled. For security, the user's mobile phone number must befound inthe

addressbook (recipient) or inside one of thelogin users (setup under "Users and Departments” tab).

Note: You can restrict this capability to login usersonly by enabling the " Restrict function to Usersonly” setting
under "Receive SIS Setup”, "' Forward to Addressbook™ tab.

" AlertDispatcher Enterprise wi 0.0,0.679.48 (Authorzed User: Click And Deploy Pre Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitorings: 9999, Modb:

Help/Registration |
Service | Messages | Send SMS /Emai Addressbook |
Inctant Messaging (IM) Setup | System Setup | Servers Setup (SMTR/POPIHTTR/SOL) Receive SMS Setup |

Forward to Addressbook. | Forward to Email | Execute SOL | Evecute HTTP GET | Execute DOS Command | Alert Usess [Buzzer/Balloon) |

| [w Enzble forvward to Addressbook (Restricted to Users and Addiessbook Recipients) I

Forward received messages with the keyword  |3end to Addressbook, recipeent that follows the keyword
[use comma delimiter if more than one recipient]

E xample:
User &dmin gends to Server
“send operations, sales, technical All staff to report to work in 1 how's time"

Server send to Operations, Sales, Technical @
"4l staff to repaodt to waik in 1 hour's time
Fronc Admin (9661 2345) at 200 2400-20 16:20:11"

| [~ Restict function to Users only I

v Append onginal sender to forwarded message
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In the following example, a user initiatesan Emergency Recall to "RecallGroup” group by sending an SMS
"Send recallgroup Thisisan emergency. Plsreport back to office!".

0 office!

[AlertDispatcher] Please reply
C478 to proceed with the
broadcast of the following
message:

To: RecallGroup
Msg: This is an emergency
Pls report back to office!

[AlertDispatcher] Thank you!
Your message will be
forwarded to: RecallGroup

Message: This is an
emergency
Pls report back to office!

This is an emergency

(O A ()
A recipient receivesthe SM S and sends Ok 1 to acknowledge.
This is an emergency
Pls report back to office!

Frm: John(20621305) to
'‘RecallGroup’

ACK: Reply Ok1
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d). Send Test Message

To test your newly created addressbook group, navigate to the “ Send SMS/Email” tab, click onthe*..." button
and select the group.

*. AlertDispatcher Enterprise w7.0.0.0.679.48 (Suthorized User: Click 8nd Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertonitarings: 9993, Modbus TCP: Enabl.. [~ |[- & [[s3]

Server/Network Monitoring | todem Setup ] Instant Messaging [IM] Setup | System Setup |
Servers Setup [SMTP/POP3/HTTRASOL) | Receive SMS5 Setup | Templates I Userz and Departments ]
Help/Registration |
Service l Messages Send SMS/Email ] Addresshook |
Recipients:
J L J Send ‘ Load Test
i
Subject [Required for e-mail): ]
R m Type:  |al - Modem port: | auto - Department: |IT j |Cust0m Field1 ﬂ Insert
[ Send amessage ab: | 12/1 /2018 103419 P == Select Template: - Use Template
Meszage Body [Required): ] _J ] 2 ] _J
Test Messagel
Characters: 12
[ALERTDISPATCHER - Master] Server running 26(Good)

7, AlertDispatcher Enterprise o7.0.0.0,679.48 (Authorized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbdonitorings: 9999, Modbus TCR: Enabl.. | = " = || 22 _!

Server/Metwork Monitoring l Modem Setup l Instant Meszaging [|M] Setup | System Setup |
Servers Setup [SMTR/PDP3MHTTR/SEL) | Receive SM5 Setup | Templates | Uszers and Departments |
Eiein/Begitiation | Select Recipients |
Service l Z ok
3 1-10f1 P
Recipients: Mame | Phare | Description
| 188 test group D Send | Load Test
& iohn 50621305 =

Subject [Required for e-mail):
Frioriy: ’m Tupl prn Field1 - Ingert

W - Uze Template
Message Bady [Required):

Test Message

Ok Cancel

Characters: 12

[[ALERTDISPATCHER - Master] Server running 26(Good)

Click “Send” button to send the message.
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4). How to Delete Pending Messages

Y ou can al delete pending messages (messages that have not been sent out by the system) by right clicking on
the message grid and select “ Delete al pending messages”.

ertDispatcher Enterprise w7.0.0.0.679.49 (Butharized User:

" SERVER 1) - MaxRecipients: 1000, MaxServerhonitorings: 9999, Modbus TCP: Enabl.. |- |[ &) [

Server/Metwork Manitoring | todem Setup | Instant Meszaging [IM] Setup | Spstem Setup |

Servers Setup [SMTP/POP3/HTTRASAL) | Receive 5MS5 Setup | Templates | Users and Departments |
Help/Registration |

Service Messages | Send SMS/Email | Addrezshook |

= = = 7 = : [LEYS ber of to digplay: - |
\}gl\__a @ ?l {@u Acknowledge all messagels |@ Delete all pending messages |2 IUm 2. Today sert: 0. Today received: 0 SRSy S R j Apply |
L T

W word wrap
ﬂ T~ [Text=""modem™)

StartDateTime = |[Type

INJOUT |Recipient

11:44:00 P ‘ SMS Out ‘ john(3)

[MEW 101 23:38:30] test escalation 1!
4 Escalated 2
ACK: Reply A336 + msg

12/1/201811:33:30 PM 5M5 Ot john[30621305)

el
|[ALERTDISPATCHER - haster] Server running

(Gaad) 4
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5). How to Export Messages to Excel

Navigate to the “Messages’ tab. Changethe Max. number of messagesto display from the default 500" to
"10000" (Step 1). Click "Apply" button.

Note: After you have completed the message export, please reset back to 500 to avoid slowing down your
system.

Click on "Filter" button (Step 2), and add 2 " CreatedDateTime" conditionswith Sign " Greater Than" and
"LessThan" to define the date range of messages you want to filter (Step 3).

For example, to set filter to show messages only in the month of August 2020, create the following 2
"CreateDateTime" conditions, 1). CreatedDateTime" Greater Than™ 1/8/202012:00:00 AM. 2).
CreatedDateTime"LessThan" 31/8/2020 11:59:59 PM.

Note: Messagestab can only display up to 10000 messages. If there are more than 10000 messages in the month
of August, you will need to reduce the date range defined in thefilter.

Click on"Export to CSV" button (Step 4). You can use MS Excel to open thefile.

-

. [ALERTDISPATCHER - Master] AlertDispatcher Enterprise +8,106.892.0 (Suthorized User: Click And Deploy Pre Ltd (TEST SERVER 1a) - MaxRecipients: 1000, MaxServertonit., | o |[ & || 22 |
Addresshoaok | todem Setup | tMeszaging Service Setup | System Setup |
Servers Setup [SMTP/POP3/HTTR/SOL) | Receive SMS Setup | Templates | Users and Departments |

elp/Reqistration

@ l Server/Metwork Monitaring Meszages | Send Meszage | @

v : : | ax. number of to display: - |
g -.'.' ‘{tLP ‘ b __En)"u Acknowledge all messages “@ Delete all pending messages | 23 from 125, Today sent: 0. Today receive S Tmber meslsfgii,;d :’32? 10000 j 4 |
S— . 3
ii Iv [CreatedDateTime < 31/8/2020 11:5%:59 PM) AND [CreatedD ateTime > 1/8/2020 12:00:00 AM) Filter.. |
INFOUT ‘ Recipient |Tex1 SulMessageStatus
E ST Filter builder 1
31/2/2020 E:42:01 PM 2 N Filter canditian
31/8/2020 5:00:00 A EMAIL Out El- "&ND" applies to the following conditions: ' Condition @
/842020 9:00:00 AM EMAIL Out [CrealedDaleT!me < 31/8/2020 11:53:53 PM)
i [CreatedD ateTime » 1/8/2020 12:00:00 AM] Column: CreatedDateTime j
30/8/2020 11:02:50 PM SMS Out
30/8/2020 11:02:26 PM SMS Out
30/8/2020 10:58:45 PM ErAIL Ot Sign: |GleaterThan j
30/8/2020 10:05:22 PM EralL Out
DateTime: | 1/8/2020 ~| [1200.00 ah—
30/8/2020 3:50:00 PM EMAIL Out
30/8/2020 6:43:00 PM EalL Out
30/8/2020 9:00:00 &M EalL Out
30/8/2020 3:00:00 &M EMalL Out
" Group
Group operator: AND J
it Ok Cancel
[ALERTDISPATCHER. - Master] Server running rerey
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6). How to Retrieve Logs for Troubleshooting

Y ou can retrieve your logs by clicking on the“ Open Log Folder” button.

Themost useful logsarethe AlertDispatcherServer, AlertDispatcherServer_events and AlertDispatcherSignal
logs. If you'reinterfacing 3rd party applicationswith AlertDispatcher, therelevant logsinclude SMTPListener,
HTTPListener and SNMPTrapReceiver logs.

Note: Logswill be automatically archived to the \archive subfolder when they reach 10MB in size. To identify
which archived log isrelevant, please sort the files by date and then open log fileto verify that it containsthe
log when the error occurred.

To obtain support from your vendor, you'll also need to submit your AlertDispatcher database and configuration.
Refer to the" Log Submission Guide" on how to obtain the relevant files to your vendor for further technical
assistance - http://www.clickndeploy.com/clients/dl.php2type=d&id=41

. AlertDispatcher Enterprize w1.0.0.0,679.48 (Authorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerMonitarings: 9999, Modbus TCP: Enabl. | = || &

Server/Metwark Monitoring | Madem Setup | Instant Meszaging [IM)] Setup | System Setup |
Servers Setup [SMTP/POP3/HTTRASGEL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Service | Meszages l Send SM5/E mail l Addresshoak |
Server Status: @ I Stop | Festart | Emergency Pause | Modem Signal: | COM4 ~ | Operator: singtel [HSPA 3.5G)

[ALERTDISPATCHER - Master] Server running - EE [lllllllllllnn-mu.._ l
Server Replication Role:  [Master] ¢
Slave Status: Connected

User: |administratar ServerHost  |127.0.01 Lagout Open Log Folder

Server Event Log

2018.01.13 00:15:14:671 AlentDispatcher Service Started! Modems initialized successfully - COM4 [Metwork Operator:singtel, Signal Strength: 26) -
2018.01.13 00:15:11:457 Modem Firrmware:r?. 52.0.201404040850. 513082t 1730532 040414 08:50 |
2018.01.13 00:15:11:457 Maodem Model 13082t product

2018.01.13 00:15:05:997 [thread: 4456] Available SpstemPAM: 6614176 KB

2018.01.13 00:15:05:9597 [thread: 4456] Total System RAM: 8,300,740 KB

2018.01.1300:15:01:1592 [thread: 4388] Failover Client Connected to Slave: 192.168.1.158:5556

2018.01.13 00:15:01:146 Engine initialized. [Build:673.48]

2018.01.13 00:15:01:093 Vendor: ClickMD eploy

2018.01.13 00:15:01:0993 Hardwarel :C47C0D978-7143

2018.01.13 00:15:01:093 AlertDizpatcher Enterprise v7.0.0.0.679.48 [Autharized User:Click And Deploy Pte Ltd [TEST SERYER 1))
2018.01.13 00:15:01:0939 ModbusTCPEnabled: 1

2018.01.13 00:15:01:099 M axServertonitarings: 9999

2018.01.13 00:15:01:099 LicenseE xpin:0

2018.01.13 00:15:01:093 M axE mergencyR ecipients: 1000

2018.01.13 00:15:01:093 MaxModernMurn: 8

2018.01.13 00:15:01:093 VendorE mail:

2018.01.13 00:15:01:099 Yendor: ClickNDeploy

2018.01.13 00:15:01:093 ReaisteredM ame: Click 4nd Deolow Pre Ltd ITEST SERVER 11 i

[ALERTDISPATCHER - Master] Server running 26(6006)

g your worktores

m
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2. For Administrator

1). How to activate AlertDispatcher license using Activation Code

Onceyou have successfully setup and configured your AlertDispatcher installation, the software will work for
60 dayswithout license activation. To use beyond 60 days, please activate your license by SMSor Internet.

Al AlertDispatcher w7.0.0,0.679.48 (Bvalustion - Trial Days Left:60)

Server/Metwork Moritaring | Modem Setup ] Instant Meszaging [|M] Setup ‘
Servers Satup (SMTR/POPI/HTTR/SOL] | Receive SMS Setup | Templates ‘

Help/Registration I

Users and Departments

Service | Messages l Send SMS/Email ]
Server Status: @ S bart | Stop | Restart ‘ E Pause | Modem Signal: IEDM4 ~| Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - E E [Illllllllllunnw...

Server Replication Role:  [Master]

|Iger: | administrator ServerHost  |127.0.0.1 Logout Dpen Log Folder

Server Event Log:

ATdispatcher
Slave Status: Disconnected. SocketEror: 10060, Connection ti
Please check if 5lave Server Host is cormrect. If fi

[ [0

Expaciting your workfonce

2018.01.13 01:07:23:070 AlertDispatcher Service Started! Modems initialized fully - COM4 [Network O

2018.01.13 01:07:19:939 Modem Firmware: 7. 52.0. 201 404040850.518082t 1730532 040414 08:50
2018.01.13 01:07:19:999 Madem Model:z[8082t product

2018.01.13 01:07:14:953 [thread:5820] D atabase recoversd

2018.01.13 01:07:14:885 [thread: 5820] Available SystermBaM: 6,608,456 KB

2018.01.13 01:07:14:883 [thread:5820] Tatal Systern RAM: 8,300,740 KB

2018.01.13 01:07:10:240 [thread:553] Available SystemRAk: 6,609,068 KB

2018.01.13 01:06:53: 212 [I1] Database enor: Databaze exception Open log - file:\Logh
2018.01.13 01:06:59:169 [thread: 5595] Available SystemPAM: 5,609,744 KB|

2018.01.13 01:06:59:167 [thread:5596] Tatal Systern RAM: 8,300,740 KB

2018.01.13 01:06:56:000 Engire initialized. [Build673.48]

201801 .13 01:06:55:938 [thread: 17834] Uparade Success!

2018.01.13 01:06:55:979 HardwarelD: C47C0378-7143

2018.01.13 01:06:55:979 AlentDispatcher +7.0.0.0.679.48 [Evaluation - Trial Days Left:60)

tor:zingtel, Signal Strength: 26]

[[ALERTDISPATCHER. - Master] Server running

26iGood)

Toregister, run AlertDispatcher Client, and click on the * Register Software’ button on the splash screen.
Alternatively, you can launch AlertDispatcher Client and navigateto the "Help/Registration” Tab on the main

page.

ClickNDeploy

A iert:jispa tcher

Copyright 2009 Click And MSGMS.
All rlghts rese logo and Chck And Deploy are |

Register Software I

memia®

trademarks or registered trademarks of Click And Deploy (Pte.Ltd.), Other marks are
the properties of their respective owners.

Y ou may register vialnternet or viaSMS.
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a). Register via SMS (Modem and SIM Card required)

If you do not have accessto Internet connection, you may try to register via SM S by ticking the checkbox
“Register viaSMS". If you are not abletotick "Register viaSMS", please ensure you have configured amodem
and inserted aworking SIM card and restart AlertDispatcher service. Y ou may send atest SMSto verify your
configuration is correct.

Register Software = =

Click orn thiz button ba reaister or upgrade vaur license.

Requirements:

Fiegister via Intemet - on actual machine onlyl 1]. Software activation code - You can either find it it your COROM package or obtain it from paur vendor,
2]. Intermet connection - IF wou do not have [ntermet connection, vou may copy the registration link,
generated

on the AlertDizpatcher server to another machine with [ntemet connection [for example your laptop).

[For SMS activation, pleaze see below)

Alternatively, you may register wia SMS by ticking "Register wia St5"

[v Tick here to Begister via SMS

Achvation Code: |CNDSG-F’F’2gqick
Drganization Mame: |Elick And Deplay Pte Ltd Activate via SMS
Contact Perzon: |J-:-hn Tan

Contact Perzon Email: |i0hn.tan@clickndeploy.con{

Upon receiving thelicense key viaSMS, the "Evaluation - Trial Day Left" should be replaced by " Authorized
User" as shown below. Y ou may need to manually restart AlertDispatcher Serviceto seethe new license.

<. AlertDispatcher Enterprise +7.0.0.0.679.48 (Suthorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerbdanitorings: 9999, Madbus TCP: Enabl., | = || &

Server/Metwaork Monitoring | todem Setup | Instant Messaging (IM] Setup ] System Setup ]
Servers Setup [SMTP/POP3/HTTR/SEL] | Feceive SM5 Setup | Templates | Uszers and Depattments |
Help/Registration |
Service | Messages l Send SMS5/Email l Addressbook |
Server Status: @ ‘ Stap | Restart | E Pause | Modem Signal: |COM4 ~| Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running » EE [Illlllllunu-... - l
Server Replication Role: [Master] ¢ DiSpaEEhEr”
Expaciting your worktorce

Slave Status: Disconnected. SocketError: 10060, Connection ti
Please check if Slave Server Host is comect. If fi

User: |administratar Server Host  |127.0.0.1 Logout Open Log Folder
Server Event Log:
2018.01.13 01:12:02:884 Vendor. ClickMD eploy -

2018.01.13 M:12:02:884 HardwarelD:C47CDI78-7143
2018.01.13 01:12:02:884 AlertDispatcher Enterprise +7.0.0.0.673.48 [authorized UserClick And Deploy Pte Ltd [TEST SERVER 1))
2018.01.13 01:12:02:884 Modbus TCPE nabled: 1
2018.01.13 01:12:02:884 MaxServerMonitorings: 9933
2018.01.13 01:12:02:884 LicenseE xpiny:0
2018.01.13 01:12:02:884 MaxEmergencyR ecipients: 1000
2018.01.13 M:12:02:884 Mastd odembum:
2018.01.13 M:12:02:884 VendorE mail
A0 13011202 884 veandar Click MO ol

2018.01.13 01:12:02:884 RegisteredM ame:Click And Deploy Pte Lid [TEST 5 R 1)
2018.01.13 01:12:02.634 Activation: Created bin key.

| 2018.01.13 01:12:02E18 Activation: Received registration key!
2O T80T 25-67 0iiertE 7 L

iy ~G§7-25- T Srervice o % initialized successfully - COM4 [Metwork Operator:singtel, Signal Strength: 26)
2018.01.13 0:07:19%:939 Modem Firmware: 7.52.0.201 404040850, 518082t 1730532 040414 08:50

2018.01.13 01:07:13:999 Modem Model: s13082t product

2018.01.13 01:07:14:953 [thread 5820] D atabase recovered

2018.01.13 01:07:14:885 thread 58201 Available SustemBAb: B BB 456 KB

[&LERTDISPATCHER - Master] Server running 26{Goad)

m
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<. AlertDispatcher Enterprise v?.&ﬂ.ﬂ.ﬁf@ls (Authorized User: Click &nd Deploy Pre Ltd (TEST SERVER 1) - IAaxRecipients: 1000, MaxServerbdonitorings: 9998, Modbus TCP: Enabl., | = || =

Server/Metwork Monitoring l Fodem Cetp i Instant Meszaging [IM] Setup l Syatem Setup ]
Servers Setup (SMTP/POP3/MHTTRAGL] ] Feceive 5SS Setup | Templates | Users and Departments |

Help/R egistration |

Service | Messages l Send SMS/Email l Addrezsbook |
Server Status: @ ‘ Stop | Restart | E; Pause | Modem Signal: |COM4 ~ | Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - EE [Illllllulunu-m-- L] l
Server Replication Role:  [Master] ¢ | Dispatchr:'r
Expaciing your workforce

Slave Status: Disconnected. SocketEror: 10060, Connection b
Please check if Slave Server Host is comrect. If fi

User: |administrator Server Host  |127.0.0.1 Logout Open Log Folder
Server Event Log
2018.01.13 01:12:02:884 Vendor ClickMDeploy -

2018.01.13 01:12:02:884 HardwarelD:C47CD978-7143

2018.01.13 01:12:02:884 AlentDispatcher Enterprize +7.0.0.0.679.48 [Authorized I zer.Click And Deploy Pte Lid [TEST SERVER 1)
2018.01.13 M:12:02:884 ModbusTCPE habled: 1

2018.01.13 01:12:02:884 MaxServerMonitorings: 9339

2018.01 13 01:12:02:884 LicenseE wping:0

2018.01.13 01:12:02:884 MaxE mergencyR ecipients: 1000

2018.01.13 01:12:02:834 MasModemmurn:d

2018.01.13 01:12:02:884 VendorE mail

2018.01.13 01:12:02:884 Vendor ClickM D eploy

2018.01.13 01:12:02:884 Registeredd ame: Click And Deploy Pte Ltd [TEST SERVER 1)

2018.01.13 01:12:02634 Activation: Created binkey.

2018.01.13 01:12:02:618 Activation: Received registration keyl

2018.01.13 01:07:23:070 AlertDizpatcher Service Started! Modems initialized fully - COM4 [Metwork Dperator:singtel, Signal Strength: 26]
2018.01.13 01:07:19:939 Modem Firmware: 7.52.0.201 404040850, 518082t 1730532 040414 08:50

2018.01.13 01:07:19:999 Modern Model 513052t product

2018.01.13 01:07:14:953 [thread 5820] D atabasze recovered

2018.01.13 01:07:14:885 Ithread 58201 Available SustemBAN: 6608 456 KB

[ALERTDISPATCHER - Master] Server running 26{Good)

m

If SMSactivation don't work for you, you can activate via I nternet by copying theregistration link generated on
the AlertDispatcher server (which does not have Internet) to another machinewith Internet connection (for
example your laptop).

Warning: Y ou must not generate theregistration link using AlertDispatcher installed on your laptop as the key
generated using your laptop will work for your laptop but will fail to work on the server.

b). Register via Internet

After clicking "Register vialnternet”, enter your license Activation Code, e.g. "CNDSG-zATUZzR4t".

Note: If you do not have Internet access on your AlertDispatcher PC, you can copy the browser link generated

on AlertDispatcher PC to alaptop or office PC with Internet accessto continue with theregistration. Please do
not attempt to install AlertDispatcher on your laptop and try to perform the activation asthe key won't work on
the actual PC.

Y ou can find the Activation Code on your CDROM or the Email sent to you after you have made your order. If
you do not have this code, please contact your software vendor. The software codewill be sent to you by Email.
Please check your spam folder if you cannot find your activation Email.

The Activation Codeis unigqueto your machine; please do not useit to register multiple machinesasit may
causethe Activation Codeto bevoided.
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- .y -

G{L?) .E:;u:,-',-'-.-\.--.-.--.-.-.c|ickndep|... ,0 - O ”Online Registration

Online Registration

Please enter the Activation Code which vou received after you
made your purchase. If you have previously registered. but lost
your activation code, you can request for your activation code by
e-mail - click here

***Note:

Your software 1s licensed on a per mstallation basis - vou must
use a Unique Activation Code for each mstallation you wish to
register. As all registered machines are recorded mnside our

registration database, please do not activate the software if you .
intend to deploy on another machine subsequently.

Activation key |CNDSG-zATUzR4t '

| Submit Key || Reset |

After you have applied downloaded theregistration key (for case of Internet registration), pleaserestart
AlertDispatcher Serviceto confirm that your software has been registered.

. AlertDispatcher Enterprise w7.0.0,0.679.48 {&uthorized User: Click &ind Deplay Pte Ltd ('I;EST SERVER 1) - baxRecipients:

Server/MNetwork Monitoring | Modem Setup | Instant Meszaging [IM] Setup |
Servers Setup (SMTP/POPZHTTP/SEL) | Receive SMS Setup ] Templates |
Help/Registration |
Service I Messages l Send SMS/Emai ]
Server Status: @ : | Stop J Restart | mergency Pause | Modem Signal: |COM4 - O
- ]
[ALERTDISPATCHER - Master] Server running - E E [l““l““llllluw-

Server Replication Raole: [Master]
Slave Status: Disconnected. Sockel
Please check if Slave

User: |administrator Server Host:  |127.0.0.1 Logout Open Log Folder

Server Event Log:

[2018.01.13 01:12:13:211 (1] Replization Slave is nat available. Please check if Slave Server Host iz comect. If firewall is enabled, plea
WLogh

2018.01.13 01:12:02:884 Vendor: ClickMD eploy

2018.01.13 01:12:02:5884 HardwarelD:C47C0S78-7143

2018.01.13 01:12:02:884 AlettDispatcher Enterprize +7.0.0.0.679.48 [Authonized Uzer Click And Deploy Pte Lid [TEST SERVER 1))
2018.01.13 01:12:02:584 ModbusT CPEnabled: 1

2018.01.13 0:12:02:884 MaxServerMonitonings: 9939

Upon successful activation, the "Evaluation - Trial Day Left" should bereplaced by "Authorized User" asshown
below.
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*. AlertDispatcher Enterprise v?.&ﬂ.ﬂ.ﬁf@ls (Authorized User: Click &nd Deploy Pre Ltd (TEST SERVER 1) - IAaxRecipients: 1000, MaxServerbdonitorings: 9998, Modbus TCP: Enabl., | = || (=]
ezzaging [

Server/Metwork Monitoring | Fodem Cetp i Instan 1] Setup l Syatem Setup ]
Servers Setup (SMTP/POP3/MHTTRAGL] | Feceive 5SS Setup | Templates | Users and Departments |

Help/R egistration |

Service | Messages l Send SMS/Email l Addrezsbook |
Server Status: @ ‘ Stop | Restart | E; Pause | Modem Signal: |COM4 ~ | Operator: singtel [HSPA 3.5G)
[ALERTDISPATCHER - Master] Server running - EE [IlllIl.lI.lnm--u [ l
Server Replication Role:  [Master] ¢ Dispas_cher”
Expaciting your workforee

Slave Status: Disconnected. SocketEror: 10060, Connection b
Please check if Slave Server Host is comrect. If fi

User: |administrator Server Host  |127.0.0.1 Logout Open Log Folder

Server Event Log

2018.01.13 01:12:02:884 Vendor ClickMDeploy -
2018.01.13 01:12:02:884 HardwarelD:C47CD978-7143

2018.01.13 01:12:02:884 AlentDispatcher Enterprize +7.0.0.0.679.48 [Authorized I zer.Click And Deploy Pte Lid [TEST SERVER 1)

2018.01.13 M:12:02:884 ModbusTCPE habled: 1

2018.01.13 01:12:02:884 MaxServerMonitorings: 9339

2018.01 13 01:12:02:884 LicenseE wping:0

2018.01.13 01:12:02:884 MaxE mergencyR ecipients: 1000

2018.01.13 01:12:02:834 MasModemmurn:d

2018.01.13 01:12:02:884 VendorE mail

2018.01.13 01:12:02:884 Vendor ClickM D eploy

2018.01.13 01:12:02:884 Registeredd ame: Click And Deploy Pte Ltd [TEST SERVER 1)

2018.01.13 01:12:02634 Activation: Created binkey.

2018.01.13 01:12:02:618 Activation: Received registration keyl

2018.01.13 01:07:23:070 AlertDizpatcher Service Started! Modems initialized fully - COM4 [Metwork Dperator:singtel, Signal Strength: 26]
2018.01.13 01:07:19:939 Modem Firmware: 7.52.0.201 404040850, 518082t 1730532 040414 08:50

2018.01.13 01:07:19:999 Modern Model 513052t product

2018.01.13 01:07:14:953 [thread 5820] D atabasze recovered

2018.01.13 01:07:14:885 Ithread 58201 Available SustemBAN: 6608 456 KB =

m

[ALERTDISPATCHER - Master] Server running 26{Good)
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2). How to setup AlertDispatcher to send Email/Alert Emails

In order for AlertDispatcher to send out Emails, you must configure the Primary SMTP Server under “ System
AlertyEmail Setup".

AlertDispatcher can be configured to send asystem alert message (Email/SM S) on encountering amodem or
system error. Y ou can configurethe system alert recipient under “ Send System Alertto:” . Thisishighly
recommended if you are using AlertDispatcher for a critical purpose.

<. AlertDispatcher v6.0.0.0.618.21 (Evaluation - Trial Days Left:6) [ <
Servers Setup [SMTR/POP3/HTTRASOL) | Receive SMS Setup | Templates | Users and Departments |
Help/Registration |
Service l Meszages l Send SMS5/Email | Addrezzhook |

Server/Metwork Monitoring | Modem Setup | Instant Messaging [IM) Setup System Setup |

Master/Slave Replication | Server Monitoring | Ezcalation Setup | Modems | Outgoing Meszage Filker | Alert ateway Setup | Feporting | Others |

Iv¥ Send System Alert to  Recipients: | Test Alert

Frimary SMTF Server
SMTF server 1smlp.gmail.cum SMTP user: |clickndepluylesl@gmail.cUm
SMTF port: |58? ﬁ SMTP password: | ***********

Sender Email Address: |alertdispatcher@alertdispatcher. com

Sender Dizplay Mame: |

[~ Enable Secondary SMTP Server [failover)

[25 = o |

|aIertdispatcher@alertdispatcher.c:om

[~ Enable Modemtail [GPRS]  [Email will be sent uzing maderm only if Internet mail is not available]

Mo working modem found. Refer to Modem Setup for error message. Unknown

a). Configure Primary SMTP Server and credentials and Gmail SMTP example

Obtainthefollowing SMTP Server settingsfrom your company email administrator and ensurethefirewallsare
opened for the SMTP Server port and AlertDispatcher Server |P address. Note that username and password is
not always required.

1. SMTP Server address (1P address or hostname).

2. SMTP Server port, e.g. port 25.

3. SMTPusername (if authentication isrequired).

4. SMTP password (if authenticationisrequired).

5. Sender Email address (required for some email servers).

Click "Test Alert" to test send an email and check the Messagestab for the M essageStatus.

51



AlertDispatcher How-To Guide Copyright 2025 Click And Deploy (Pte. Ltd.)

General | System Alerts/Email SEEUD§| Master/Slave Replication | Server Monitoring | Escalstion Setup | Modems | Outgoing Message Filter | AletGatewap Setup | Reporting

[w Send System &lertto  Recipients: [ _I Test Alert

Primary SMTP Server
SMTP server; Ismlp.gmail.com SMTP user; !clickndeploy!esl@gnaﬂ.-::-m

SMTPpot 587 =l SMTP password. [~
Sender Emad Address: |aIertdispatche:@aleﬂdi&netcher.cnm

Sender Display Name: I

Note:

1). Asfar aspossible, do not use your email account or an existing email account just in case you need to change
your password in the future, and forget to update the password set on AlertDispatcher. Create a new email
account, e.g. a ertdispatcher @yourcompanydomain.

2). If you do not have a company email or SMTP Server, you can useyour | SP SMTP Server or register afree
GMAIL account (GMAIL SMTP Server uses port 587 instead of the standard port 25). Take notethat GMAIL
hasadaily send limit of 2000 emailsaday.

In order to enable SM TP accessfrom your setup, you must also login to your GMAIL account on the same
workstationyouinstalled AlertDispatcher and perform the following steps:

1. Enable 2-Step Verification.

After you have created the Gmail account, go to Google account, Security and enable 2-Step Verification. This
isneeded to be able to setup an App password that you can use to send emailsfrom AlertDispatcher.

Google Account Q  search Google Account ® o

Home Personal info Data & privacy Security People & sharing Payments & subscriptions

How you sign in to Google

Make sure you can always access your Google Account by keeping this information up to date

[ @ 2-Step Verification 2-Step Verification is off ] >
+==  Password Last changed 2:25 PM >
] Recovery phone >
B Recovery email >
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2. Generate App password

Search for App passwords.
Google Account Q  app password| X
4 RESULTS
@ Home B Password Manager
=  Security vec

Personal info me

b

@ Password

Personal info, Security

Data & privacy = o
L'=;‘ pp p

Security
@_] Security

am

©

— Web & App Activity

. ~&  Data & privacy
2, People & sharing

= Payments & subscriptio Q, search Help Center for "app password" >
(® About (? See help options
Generate App password.

Google Account

< App passwords

App passwords let you sign in to your Google Account from apps on devices that don't support 2-Step
Verification. You'll only need to enter it once so you don't need to remember it. Learn mare

You don't have any app passwords.
Select the app and device you want to generate the app password for.

Mail ~  Windows Computer

GENERATE
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Generated app password

Your app password for Windows Computer

Add your Google account e‘FOX —

Enter the information below 1o coanect 1o your Google account

= How to use it

Emsil garess

securesally@gmail.com

passvord 1. Open the “Mail” app.

[—— 2. Open the “Settings” menu.

3. Select "Accounts” and then select your
Google Account.

4. Replace your password with the 16-
character password shown above.

inchude your Google contacts and calendars

Just like your normal password, this app
password grants complete access to your

This app password will be your SMTP password (instead of your Gmail password).

Thefollowing screen shows asuccessful test.

(i

. AlertDispatcher Enterprise w7.0,0.0.686.48 (Authorized User: Click And Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhanitarings: 999..,

Servers Setup (SMTR/POP3/HTTRASOL) | Receive SMS Setup | Templates | Users and Departrents I
Help/Reqistration |
Server/Metwork Monitoring | Modem Setup I Instant Messaging [IM) Setup | Swyztem Setup |
Service Messages i Send SMS/Email | Addressbook |
%l \fﬁ'&g ﬁ?l {@u Acknowledge all messages @ Delete all pending messages |1 from 664, Today sent: 6. T b xzpumDstol mes;igi:too[ddlz[p;?: IWZJ Apply
5] ¥ [PhoneMumber = "suppot@clickndeploy.com') Filter...
StartDateTime Type INfOUT |Recipient Text Su > |MessageStatus Pri|FinishDateTime

supportEclickndeploy. com test email e [ 2 st 8 7:40:01 P

If the SMTP Server setup isnot correctly configured or if your AlertDispatcher hasn't been authorized to send
email to the SMTP Server, the error will be shown under M essageStatuscolumn. Please show thiserror to your
company email server administrator.
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=

7 AlentD isp atcher Ente rpri;:e-'i;'.". 0.0 DﬁEﬁdH(.&uth otized User: Click &nd D epfﬁy Pte Ltd (TESfI' SERVE Rl) - MaxRe C|p|ents . lUUDMaxSeNe rMonito 'r.fngs: 999.., wi=}

Servers Setup [SMTF‘;"F‘DF‘3.-’HTTF'J’SQL]| Feceive 5MS Setup | Templatez I Uszers and Departments |

Help/Reqistration |
Server/Metwork Moritoring | Maodem Setup | Instant Mezzaging [IM) Setup | Syztem Setup |
Service Messages | Send 55 /Emai | Addressbook l

1 hrom 564, Today sent: 7. T Max. number of meszages to dizplay: r‘_‘__] Anb ]

\%l\{a l h-g x@ Delete all pending meszages W ‘Word wiap

i! v [PhaoneMumber = “support@clickndeploy. com'] Filter..

o Acknowledge all messages

StartDateTime Type INFOUT | Recipient Text Su > |MessageStatus Fri|FinishD

[ALERTDISPA
[Created:

A5 30 P hul 24 Cut 2UpROrkEE

Error: "11004,Valid name, no datarecord of requested type" isasocket error, and indicatesthat AlertDispatcher
isunableto connect tothe SMTP Server. Please check if the configured Primary SMTP Server and Port are
correct, and thereisno firewall blocking the connection.

Serverz Setup [SMTR/POP3IHTTRASOL) I Fieceive SMS Setup I Templates | Uszerz and Departments |
Help/Registration |
Server/Metwork Manitaring | Maodem Setup I Instant Meszaging (IM)] Setup | System Setup |
Service Messages | Send SMS/Email | Addresshook |
._%I \.a | g G]P |  Acknowledge all messages *g) Delete all pending messages |1 from 664, Taday sent: 7. T e ieeibetet mes;;gizto?ddz::;zy. 500 ﬁ Apply
.3_'(_! ¥ [PhoneMumber = "support@clickndeploy.com'') Filter...
StartDate Time Type INfOUT |Recipient Text 7 |Subje|MessageStatus

[ALERTD
[Created:

44 Pl | EMAIL | B[V} SUpRakE nideplow. conm

If the SMTP Server isconfigured correctly and thereis network connectivity but the email is still being rejected
by the SMTP Server, you might receive the following error:

=

m.-[ALERTDISAPATCHER” - -m.;asi:-g.r.f‘;il.e&fﬁispalEcher T.:'ﬁ.terpri;:e VTE‘ISIISUSIGSl(AuthorlzedUser Cllck An.c:l Ij.epl'by li.f-e-L‘t.c:l ()TE8T §ER\-’ER1§ —.T\{f;iakﬁe C|p|ents -.:I.:EU'iI.I,.max;gewer.f.\ﬂ.;or;‘i.to.?:il

Instant Messaging [IM] Setup | Syatem Setup | Servers Setup [SMTPJPDPSJHTTPHSGL]' Feceive SMS Setup | Templs
Help/R eqistration |
Service | Server/Metwork Manitoring Meszages | Send SMSEmail l Addressl

1 from 1. Today sent: 3. Today received: 0 !

I @“ Acknowledge all meszages i}f}) Delete all pending mezzages

2_2|7|

5] [ [StanDateTime < 25/9/2019 11:53:59 PM)

StartDateTime INJOUT | Recipient

| Cut

| EMAIL hdeploy.com

tication unsuc
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Please check Email SenderSMTPDebug.log - refer to 5). How to Retrieve Logsfor Troubleshooting

b). How to verify your SMTP Server credentials using Windows Telnet Client and Blat.

Y ou can use Windows Telnet Client to check network connectivity and open port access to the SMTP Server.
To determineif your SMTP Server credentialsare correct, you will need to use an SMTP client such asBlat -
Blat isafree command-line based SMTP client.

Onyour AlertDispatcherinstallation, launch Telnet client to verify that you are able to connect tothe SMTP
Server. Thefollowing exampletriesto connect to GMAIL SMTP Server at port 587. Note: Y our corporate
email server may use port 25 instead,

@m Command Prompt |i”ﬂ|

Microsoft Windows [Uersion 6.1.76081]

Copyright (c¢) 2009 Microsoft Corporation. All rights reserved. E

C:\Users\Admin>telnet smtp.gmail.com 58T

On successful connection, it will return the code"220".

EA Telnet smtp.gmail.com = ” (=]

220 smtp.gmail.com ESMTP n86sm1291331pfb.45 - gsmip

|J I p
mnu

If you're getting the error "'telnet’ isnot recognized as an internal or external command", this means Telnet
Clientisnot installed on your Windows machine.

[&+] G\Windows\system32\cmd.exe

C:xUszerssjoshua WINZKECLIENT~Dezktop>telnet smtp.gmail.com 587
‘telnet’ iz not recognized as an internal or external command.
operable program or batch file.

C:xUserssjoshua WINZKECLIENT ~Dezktop>_
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Toinstall Telnet Client, go to Windows Control panel -> Programs and Features-> Turn Windows
features on or off -> Server Manager -> Features-> Add Feature, and then add Telnet Client.

E s v - (oo |
File Action View Help Add Features Wizard
g [ =
b A M ] 7 i
= - Select Features
[ Server Manager (WIN2KBCLIENT) E k--l
[ 5 Roles =
¢ Features s
[ g Diagnostics Select one or more features to install on this server.
[ i} Configuration Confirmation Features: Description:
= 2 st : = i
i FELOEEE [| Remote Differential Compression = E'Sfﬁfiﬁ”ti”: ?:rﬁhoie-r 'ergsif g&:rol
Results [+ l[g Remote Server Administration Tools (Installed) and run applications on that server.
|_| RPC aver HTTP Proxy
[] simple TCP/IP Services
[] sMTP Server
B[] 5NMP Services

| Storage Manager for SANs

| Subsystem for UNIX-based Applications
i

] Telnet Server

| TFTP Client

| Windows Biometric Framework

| Windows Internal Database

| windows PowerShell Integrated Scripting Environment (IS
| Windows Process Activation Service

| windows Server Backup Features

| windows Server Migration Tools

1 windows System Resource Manager

| Windows TIFF IFilter

| WinRM IIS Extension X
i | »

More about features

=
[+

!Acﬁon: In progress...

Previotis l Mext = l Insts l Cancel I

If Telnet works, but you're still not able to send email successfully, you can test using the free command line
SMTP client Blat which you can download from http://www.clickndepl oy.com/downl oads/blat-smtp.zip.

For testing with SMTP Server without authentication:

blat -server { smtp-server-hostname} -port { smtp-port} -t {to-recipient} -f { sender-email} -subject { email-
subject} -body { email-body}

Example:

blat -server localhost -port 25 -t 12345@clickndepl oy.com -f test@clickndepl oy.com -subject "test subject” -
body "test body"

BEX Command Prompt ==

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server lo
calhost -port 25 -t 12345S@clickndeploy.com -f test@clickndeploy.com -subject "t
st subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com
Subject: test subject
Login name is test@clickndeploy.com

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>
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For testing with SMTP Server with authentication:

blat -server { smtp-server-hostname} -port { smtp-port} -u{username} -pw { password} -t {to-recipient} -f
{'sender-email} -subject { email-subject} -body { email-body}

Example:

blat -server localhost -port 25 -u "test" -pw "test" -t 12345@clickndepl oy.com -f test@clickndepl oy.com -subject
"test subject” -body "test body"

s

B Command Prompt = | =] | &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server al
ertdispatcher -port 25 -u "test” -pw "test" -t 12345@clickndeploy.com -f test@cl
ickndeploy.com -subject "test subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com

Subject: test subject
Login name is test@clickndeploy.com

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>

If password iswrong:

B Command Prompt = | =] || &3

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262.full\blat-smtp>blat -server al
ertdispatcher -port 25 -u "test” -pw "wrong-password” -t 12345@clickndeploy.com
-f test@clickndeploy.com -subject “"test subject” -body "test body”

Blat v2.6.2 w/GSS encryption (build : Feb 25 2007 12:06:19)

Sending stdin.txt to 12345@clickndeploy.com

Subject: test subject

Login name is test@clickndeploy.com

The SMTP server did not accept Auth LOGIN PASSWD value.

D:\Data\ClickAndDeploy\Testing Tools\smtp\blat262. full\blat-smtp>

c). Configure email recipients in the Addressbook

To send email through the Addressbook, you can add the recipient email address as shown below.
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Main | Custom Fieldsl Schedulel Escalationl

Modem Setup
Templates
Service M ame: Imichael.smith
&#l& |&- M | 4 Send Type: [~ SMS ¥ Email [T Ingtant Messaging [Grmai)
Name Phone Phane: |

Ermnail: Imichael.smith@clickndeploy.c:om

Ingtant Mezzaging [Gmail): I

Alternative Phone/Emallz): I J
[For Emergency Recall Matification)

Group Level Priority lm
[within the group itzelf]: g

Restrict to Users from Department: IMain ﬂ
Biirth [ ate: Hod »:
Description: I

™ Unsubscribed (Recipisnt will not receive SMS5)
[Mote: Recipient can unsubscrbe by sending UMSUEB to SMSDispatcher)

.

eceive S5 Setup

erz and Departments

Copyright 2025 Click And Deploy (Pte. Ltd.)

=10l x]

U

4] |

|No working modem found, Refer '

Ok Cancel |

Unknown

i
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3). How to setup AlertDispatcher High Availability (Master/Slave Cluster
Redundancy)

If you are using the Enterprise License, you can setup Master/Slave cluster redundancy on AlertDispatcher
installations using 2 different "Operation Modes', a). Active Master/Active Save (default), b). Active
Master/PassiveSave.

Note: For both operation modes, changesto Users, Addressbook, Template, System Alert Recipient and Daily
Heartbeat setting can only be done on the Master node and will be replicated to the Slave node. Refer to

When configured as " ActiveMaster/ActiveSavecluster” (the default setting), both Master and Slave nodeswill
process messages sent to them concurrently (by interfacing application) and act as backup for each other (2-way
message replication) in the event of failover of either node. To ensurethat thereisno duplicate messages, the
interfacing application should only send to one node at any one time and be able to enact a failover to the other
node.

When configured as " Active Master/Passive Save cluster”, messages sent by theinterfacing application to the
Slave nodewill beignored until the Master nodeisoffline. If theinterfacing application can send the same
message to both nodes, this setup confersan additional level of high availability. The message sent to Slave
node (passive) will beignored aslong asthe Master nodeisonline. Inthe event of failure of the Active Master,
the message sent to the Passive Slave node will be processed and sent out.
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a). Active Master/Active Slave Operation Mode

To configureyour AlertDispatcher as Active Master/Active Slave, first enable the setting " Enable Replication
and Message Failover (Users, Addressbook and Templateswill bereplicated from Master to Save)” to enable
automatic messagefailover (both ways) acrossthe Master and the Slave node.

The "EnableReplication and MessageFailover" setting does not ensure message persistency, so messages
aready queued on anodethat failed will belost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messagesfrom Master to Slaveand viceversa'. Thissetting provides
additional high availability by replicating messages queued on either Slave or Master node on the other node. 1f
aparticular nodefailsor crashes, pending messagesthat arein queuein thefailed node will be sent using the
other node automatically. Thisispossible because all queued messageswill bereplicated on the other node.

Note: Firewall may prevent Master and Server from connecting to each other soif you havefirewall enabled on
either or both servers, please add firewall ruleto "alow" AlertDispatcher TCP port 5556. Refer to Appendix A
- How to Add (allow) server portsto Firewall.

Inthefollowing example, the Active Master node | P addressis192.168.1.203 and the Active Slave node IP
addressis192.168.1.74.

Active Master Node:

. AlertDispatcher Enterprise w.0.0,0.679,48 (Autharized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServertonitorings: 9. | = [-=

Servers Setup [SMTR/POP3/HTTR/SOL) | Receive SMS Setup l Templates l Users and Departments |
Help/Reqistration |

Service l Meszages l Send S5/Email | Addresshook. |

Server/Metwark, Monitaring | Modem Setup | Instant Meszaging [IM] Setup System Setup |

General ] System Alerts/Email Setup  Master/Slave Replication | Server Monitoring/Modbusz TCP Setup ] Ezcalation Setup ] hodems ] Outgoing Message Filker | AlertGateway 504 | ¥
Replication/Minonng/Message Failover | irtual IP Failowver ] \Windows MLE ]

Iv Enable Replication and Message Failover (Users, Addressbook and Templates will be replicated from Master to Slave)

Server Replication Role: |Master j

Slave Server Host: |1 92 168.1.74)

Slave Server Port: |5555

Operation Mode; |Active M aster/Active Slave j

[v Mirror pending meszages from kaster to Slave and vice verza.

ALERTDISPATCHER - Master] Ferver running 5{tverage)

A 11 = N
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Active Slave Node:

AlertDispatcher Enterprise 7.0,0,0.679,48 {Buthorized User: Click &nd Deploy Pte Ltd (TEST SERVER 1y - MaxRecipients: 1000, MaxServerbonitorings: 9. | = || &

Uszers and Departments |

Servers Setup [SMTR/POP3HTTRASEL) | Receive SMS5 Setup l Templates l
Help/Registration ]
Service l Meszages l Send SS/Email I Addrezzbook ]
| Modem Setup Instant Messaging (M) Setup System Setup l

Server/Metwork, Monitoring

General | System &lerts/Email Setup  Master/Slave Replication | Server Monitoring/Modbus TCP Setup | Ezcalation Setup ] Modems ] Outgoing Meszage Filker | AlertGateway St | ¥

Replication/Miroring/teszage Failover | irtual IP Failover 1 windows NLE ]

[v Enable Replication and Message Failover [Users, Addressbook and Templates will be replicated from Master ta Slave)

Server Replication Role: |Slave j

Faster Server Host: |1 92.168.1.203

M aster Server Port: |5555

25(Average)

F

ALERTDISPATCHER - Master] Server running
114]

4

The connection status to the Active Master is displayed on the Active Slave. The following screen shows
Active Slave as connected to the Active Master.

[PC - Slave] AlertDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Registration ]
] Templatez

Instant Meszaging [IM] Setup System Setup ] Servers Setup [SMTP/POPI/HTTR/SEL) | Receive SMS Setup
Service | Meszages l Send SM5/Email l Addressbook, Server/Metwork Monitorin
Server Status: . ‘ Stop | Restart | Emergency Pause Modem Signal: |CORM11 ~| Operator:
5 . [N [
EIvEr [Unning O [
Server Feplication Role: [Slave]
_ Slave Status: Active Slave
Master Status: Connected
[ —— IV Save password Open Log Folder Remote Server Host: [127.0.0.1 v |Por: |5556 Save/Connect

User: |administrator Password:

Server Event Log:
2017.07.25 22:28:10:524 [thread: 1808] R eplication Client Connected to Master: 192.168.1.203:5556
. 1071001 IND.EEEC

AT AT A8 TLATW0CAD Ml <A ONOT O e fim b Tk Pl inmminen o b G bk b
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The following shows Active Slave as disconnected from the Active Master.

[PC - Slave] AlertDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)

Help/Registration ]
Instant M essaging (1] Setup | Sustem Setup l Servers Setup [SMTP/POP3/HTTR/SGL) ] Feceive SMS Setup | Templates
Service | Meszages l Send 5MS/E mail | Addressbook | Server/Metwork Monitori
Server Status: . : ‘ Stop | Festart ‘ Emergency Pause | Modem Signal: |COM11 ~| Operator:
5 - [EIN|
EveEr IUnning “
Server Replication Role: [Slave]
_ Slave Statuz: Active Slave
Master Status: Disconnected. SocketError: 10065, Mo route to host
User: |administrator Pagswnrd, | W Save password DDEH Log Folde_l Fernote Sever Host [127.0.0.1 LJ Port: |5555 Save/Conmect

Server Event Log:

207.07.25 22:32.05:117 [1] Replication Error: Socket errar;: 10065, Mo route to host

2017.07.25 22:32:05:117 [thread: 1808] Replication Client Disconnected from b aster: 192.168.1.203.5556
2017.07.25 22:28:10:524 [thread: 1808] Replication Client Connected to Master: 192.168.1.203:5556
2070725 22:27:38:649 [thread: 1808] Replication Client Dizconnected from Master: 192.168.1.202:5556
270725 22:04: 32:664 [thread: 1808] Replization Client Connected to Master: 192.168.1.203:5556

T 07 W TE0801- T8 eenmd 10001 D ko ko Dok Mlinnnmnnod b Frorn b snbare 107 100 1 902-FRRC

The disconnected status is also displayed on the Active Master.

[PC - Master] AlertDispatcher Enterprise v6.0.0.0.636.36 (Authorized User: Click And Deploy - MaxRecipients: 1000, . MaxServerMonitorings: 9999, Modbus TCP: Disabled)
Inztant Messaging [IM] Setup | System Setup | Servers Setup [(SMTP/POP3/HTTRASAL) | Receive 5MS5 Setup | Templates

Help/Registration |

Service | Meszages l Send SM5/Email l Addresshook | Server/Network Monitorin
Server Status: . ) ‘ Stop | Festart | Emergency Pause Modem Signal: [COM10 ~| Operator:
5 : (EIN
EIVET ILNNing W ||

Server Replication Role: [Master]
Slave Statuz: Disconnected. SocketError: 10060, Connection timed out

User: [&dministrator Pazaword:

— v Save password Open Log Folder Remote Server Host: [127.0.0.1 j Port: |5555 Save/Connect

Server Event Log:

2M7.07.25 22:36:59.538 1] Replication Slave not available. Please check if Slave Server Host is comect. |f firewall iz enabled, please allow port 5556, SocketEmor: 10060, Connection timed out Open log - file:\L
2M7.07.25 22:31:43:308 [thread: 1652] Failover Client Disconnected from Slave: 192.168.1.74.5556

2M7.07.25 22:31:43:308 1] Failover Error: Socket enor: 10054, Connection reset by peer

207.07.25 22:28:28:452 AlentDispatcher Service Started with no modems enabled!
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b). Active Master/Passive Slave Operation Mode

To configureyour AlertDispatcher asActive Master/Passive Slave, first enable the setting "Enable Replication
and Message Failover (Users, Addressbook and Templateswill be replicated from Master to Save)” to enable
automatic messagefailover (both ways) acrossthe Master and the Slave node.

The "EnableReplication and MessageFailover" setting does not ensure message persistency, so messages
already queued on anode that failed will belost. To ensure message persistency, you need to enable an
additional setting "Mirror pending messagesfrom Master to Slaveand viceversa'.

Thissetting provides additional high availability by replicating messages queued on either Slave or Master node
on the other node. If aparticular nodefailsor crashes, pending messagesthat arein queuein the failed node
will be sent using the other node automatically. Thisispossiblebecauseall queued messageswill bereplicated
on the other node.

Note: Firewall may prevent Master and Server from connecting to each other so if you havefirewall enabled on
either or both servers, please add firewall ruleto "allow" AlertDispatcher TCP port 5556. Refer to Appendix A
- How to Add (allow) server portsto Firewall.

Inthefollowing example, the Active Master node | P addressis 192.168.1.203 and the Passive Slave node | P
addressis 192.168.1.74.

Active Master Node:

<. BlertDispatcher Enterprise wT.0.0.0.679.48 (&uthorized User: Click &nd Deplay Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerfanitorings: 9., E”EI

. Service l Meszages l Send SMSEmail | Addressbook |

Servers Setup [SMTRAPOPI/HTTR/SAL) | Receive 5MS5 Setup l Templates l Usgerg and Departments |
Help/Reqistration |

Server/Metwork Manitaring | Modem Setup | Instant Messaging (IM] Setup Syztem Setup |

General | System Alerts/Email Setup - Master/Slave Replication | Server Momtoing/todbus TCP Setup | Ezcalation Setup ] Modems] Outgoing kM essage Filter | AlertGateway 54 | ¥
Replication/Minaring/Message F aillaver | Wirtual |P Failaver ] ‘windows MLE ]

v Enable Replication and Message Failover [Users, Addressbook and Templates will be replicated from Maszter to Slave)

Server Replication Rale: |Master j

Slave Server Host: |192.‘I E2.1.74

Slave Server Part: |5555

Operation Mode: |Active b aster/Passive Slave j

[v Miror pending messages from Master to Slave and vice versa,

[ALERTDISPATCHER. - Mastﬂewer running 25(Average)
T b

1

In the following screen, the Active Master is shown as connected to the Passive Slave.
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[PC - Master]- AlertDispatcher Enterprise v6.0.0.0.636.36 (Authorized User: Click And Deploy - MaxRecipients: 1000, MaxServerMonitorings: 9999, Modbus TCP: Disabled)

Help/Registration |
Instant Mezzaging (IM] Setup ! System Setup I Servers Setup [SMTP/POP3HTTR/SOL) | Receive SMS Setup | Templates
Service | Messages [ Send SMS5/Emai | Addressbook | Server/Metwork Monitarin

Server Status: . | Stop | Restart | Emergency Pause | Modem Signal: iEDMIB vl Operator:

c : [ [

Ve IUnning < 2
Server Rephcation Fole: [Master]
_ Slave Status: Connected
User: |ﬂsdministlatol Password: i“"""""""‘" ¥ Save password

Remote Server Host: [127.0.0.1 > |Pot |5556 Save/Connect

Serves Event Log:

2017.07.25 23:.05.07-847 [thread:5000] Faillowver Client Connected to Slave: 192.168.1.74:5556
2017.07.25 23:08:35:082 [thread-5000] Failowver Chent Disconnected from Slave: 192.168.1.74.5556
2017.07.25 23:08:35:082 [!] Failover Error: Socket errar: 10054, Connection reset by peer
2017.07.25 23:08:35:097 [thread 5000] Failover Client Connected to Slave: 192.168,1,74:5556
20M17.07.25 23:08:35:035 [thread 1672] Failover Client Disconnected from Slave: 192 168 1.74,5556
20M7.07.25 225205103 AlenDispatcher Service Started with no modems enabled!

AT AT AE ALE LA A T oo AR AL oIl P FUAL L A A0 N

Passive Slave Node:

°. AlertDispatcher Enterprize wi.0,0.0.679,48 (Autharized User: Click And Deploy Pte Ltd (TEST SERVER 1) - MaxRecipients: 1000, MaxServerhonitarings: 9... EI
Service l Messages l Send SMS5/Email | Addressbook |
Servers Setup [SMTR/POP3MHTTRASOL) | Receive SMS Setup ] Templates l Uzers and Departments |
Help/Registration |

Server/Metwark Monitaring | Modem Setup 1 Instant Messaging [IM) Setup System Setup l

Gereral | System Alerts/Email Setup  Master/Slave Replication | Server MonitoringModbus TCP Setup | E zcalation Setup 1 Modems ] Outgoing M essage Filker | AlertGateway Si 4| ¥

R eplication/timonng/t ezzage Failowver | wirtual IP Failower ] windows MLE 1

¥ Enable Replication and Message Fallover (Users, Addressbook and Templates will be replicated from Master ko Slave]

Server Replication Role: |Sla\~'e j

Master Server Host: |1 92168.1.203

M aster Server Port: |5555

In the following screen, the Passive Slave is shown as connected to the Active Master. The Passive Slave status
is "Standby" which meansit doesn't process any messages until the Active Master is down or becomes
disconnected from the Passive Slave.

l[PC - Slave] AEﬂfDispatcher v6.0.0.0.636.36 (Evaluation - Trial Days Left:56)
Help/R egistration ]

Ingtant Meszaging [IM] Setup | System Setup ] Servers Setup [SMTP/POP3AHT TR/SOAL) ] Feceive 5MS5 Setup ] Templates
Service | Meszages ] Send SMS/Email l Addressbaok | Server/Metwark Manitori
Server Status: . Star ‘ Stop | Restart | Emergency Pause | Modem Signal: | COM11 | Operator:
3 T i
erver running R [

Server Replication Role; [Slave]
Slave Status: Passive Slave [standby)
Master Status: Connected

Uzer: | administrator Pazsward: 1’“‘""""""""""" ¥ Save password . Dp":_" |-_D_g _F_“Id'.’_' | Rerats S Hose 112?_0_0_1 j Part: |5558 B ore

Server Event Log:

2070725 23:08:37.707 [thread:1792] Replication Client Connected to Master: 192.168.1.203.5556
20017.07.25 23:08:36:707 [thread:1803] Replication Client Disconnected from Master: 192.168.1.203:5556
2017.07.25 23:08:36:707 [1] Replication Eror Socket enor: 100584, Connection reset by peer

2017.07.25 22:51:48:414 [thread: 18081 Replication Client Connected to Master: 192.168.1.203:5556

Thefollowing screen will be shown if the Passive Slaveisdisconnected from the Active Master. The Passive
Slave status will then changeto "failover" which meansall messages sent to it will be processed.

65



AlertDispatcher How-To Guide Copyright 2025 Click And Deploy (Pte. Ltd.)

I [PC - Slave] A*rﬁ[}ﬁspatcher v65.0.0.0.636.36 (Evaluation - Trial Days Left:56)
Instant Messaging [IkM] Setup | Systern Setup l Servers Setup [SMTR/POP3IHTTPASEL) ] Feceive SM5 Setup | Templates
Help/Registration I
Service I Messages l Send SMS/Email l Addresshook | Server/Metwork Monitoring
Server Status: o ‘ Stop | Restart ‘ E Pause Modem Signal: | COM11 ~| Operator:
warning: Replication Eror, - EE [
Server Replication Role: [Slave]
= Slave Status: Passive Slave [failover]
Master Status: Disconnected. SocketErmor: 10065, No route to host
User: |admiristrator Pazgword, | ¥ Save passwaord Open Log Folder Remate Server Host: [127.0.0.1 lJF'ort: 15558 Save/Connect
Server Event Log:
207.07.25 23:25:53:606 [N] Replication kaster not available. Pleaze check if Slave Server Host is comect. If firewall iz enabled, please allow port 5556, SocketEror: 10065, Mo route to host Open log - file\Logh
207.07.25 23:20:58:497 [1] Replication Eror: Socket eror: 10065, Ma route to host
20170725 23:20:58:497 [thread:1792] Replication Client Disconnected from kaster: 192.168.1.203:5556

2070725 23:20:58:497 ['] Replication Eror: Socket eror: 100584 Connection reset by peer
2070725 23:15:44:106 [thread:1792] Replication Client Connected to Master: 192.168.1.203:5556
2070725 23:15:13:463 [1] Replication Error_: chket_enor: _1 0067, Connection refused
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Thefollowing diagram shows normal operation for an Active Master/Passive Slave cluster.

Application Server

Messages are being sent out Slave will act as standby and ignore
from Master messages sent to it.

Systemn Administrator

d

AlertDispatcher Master (Active) AlertDispatcher Slave (Passive)

Checking Status
Bi-directional Message Failover
Replicated Addressbook
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Upon failure of the Active Master node, the Passive Slave takes over and starts processing messages.

Application Server

automatically and starts

‘ 2. Slave takes over
sending out messages

AlertDispatcher Slave (Passive)}

System Administrator

d

» T

Checking Status
Bi-directional Message Failover
/Mirroring and Addressbook replication

T

3. Slave sends alert notification
to the system admin

% \
% % % SMS Message:

Master Server offline!l
To ack, pls reply A123.

Managers Engineers Technicians
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4). How to configure Moxa NPort to allow AlertDispatcher to connect a modem
via network

Directly connecting a modem to the server using USB or Serial cableisthe most reliable way of deploying a
modem, but this may not be possiblefor thefollowing scenarios, 1). AlertDispatcher isinstalled on avirtual
machine, 2). Thereisno network in the server room and the modem needsto be rel ocated to another room.

Y ou can connect an RS232 serial modem to your computer network using aseria device server such asthe
Moxa NPort - https.//www.moxa.com/product/NPort_5110.htm.

Dueto the greater risk of failurefor such adeployment as compared to adeployment in which the modemis
directly connected to the server, we will recommend using 2 sets of modems and device servers for redundancy.

Tip: Beforeconfiguring the NPort device, please obtain the network configurationinformation (1P
address/Netmask/Gateway) fromyour I T department, and confirm that the necessary firewall portsareall
opened. Assome corporate networks may not allow Broadcast search across VLANS, it’srecommended that
you configure the NPort network settings by connecting it to your laptop directly.

I mportant: Please go through all the stepsin the Procedurefirst to ensure you do not missany step as it
maybe more difficult to troubleshoot if any one step isnot done correctly.

Procedure:

1). Connect the serial cable of your modem to the NPort device. Connect the NPort deviceto your switch using
an RJ5 cable. Y our switch must support 10/100 Mbps.

2). Install thelatest version of MoxaNPort Administrator on your AlertDispatcher server (or VM guest
instance). For convenience, you can download MoxaNPort Administrator and NPort Windows Driver Manager
fromthislink (plscheck if it sthelatest version from Moxawebsite).

Note: If you encounter the“Fail to start Real COM driver” duringinstallation, you'll not be ableto create a

virtual COM Port on Windows so you' [l need to install the NPort Windows Driver Manager which will be used
instep 5. You'll still beableto search and configure your NPort device using MoxaNPort Administrator.

Setup X

Fail to start Real COM driver. Mapping COM Port will fail.
Please re-install.

If thereisafirewall between your Server and the NPort device (both Windows and Network firewall), please
ensure that TCP Port 80, 950, 966 and UDP Port 4800 are open for your Moxa NPort device and assigned | P
address.
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[For NPort 5000 Series; NPort 5000A, NPort IAS000A, NPort P5150A, NPort W2x50, NE-4100 and MiiNePort
Series] — Device Servers

Protocol Port No. Purpose
TCP 80 Web Console
TCP 950(~965) Data Port
TCP 966(~981 ) Command Port
UDP 4800 Broadcast, Monitor, Get current settings, RealCOM Port mapping
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@ NPort Administrator
App

Search the web
pe nport - See web results
A nport administrator

A nport search utility

Web

S =

More ¥
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3). Run NPort Administrator (right click torun asadministrator) and click "Search”. If UDP Port 4800 is
open on your NPort device and the NPort is connected to the same network or VLAN, you should be able to
automatically locate your modem (or modems) as shown below.

Run as administrator
Open file location
Pin to Start

Pin to taskbar

Uninstall

@’ NPort Administrator-Configuration

Eile FEunction Configuration “iew Help

Message Log -4 | hanitor Lag - 11

i 5 £ a2
Exit Search  Search P
Function Configuration - 0 NPort(:
=3 NPor . R o : T S & =

¥ Canfiguration
il Manitor

&= Fort bonitar
i, COM Mapping

— |

sl

| Time

1

5

2872017 101837

D0AIION1 7 1N.10.40

Searching

Searching for NPort..

Found 1 NPort(s). remain timeout = 3 second(s)

Mo

| Model

MAC Address | IP Address

J

1

MForth110

00:3MESED:48.. 192.168.1.99
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Note: If broadcast isblocked and you' re unable to locate your NPort device using the “ Search” button, please
configure NPort network settings by connecting it to your laptop directly - if you fail to connect to the device
fromyour laptop, please reset the NPort deviceto factory default using the reset button on the device.

Oncethisis done, reconnect the NPort device back to your network, and then click “Search IP” and enter the
NPort assigned | P address.

& NPort Administrator-Configuration

| Eile FEunction Configuration View Help

I -4 a -3 e n
Exit Search SearchIP te mfigu

Function Coi

= NPor No /| Model | MAC Address | 1P Address | IP Address2
ﬂ Configuration

B Monitor
Port Monitor Add NPort pe ‘
ﬁ COM Mapping
? IP Address Report [ Input an MPort IP address

[192168.1.99

W OK X Cancel I

If thisfails, it means UDP Port 4800 isblocked. You'll need to install NPort Windows Driver Manager to
manually input the NPort I P address. Skip step 4 and proceed to step 5, Install NPort Driver Manager section.

Information X ‘

ﬂ Specified NPort not Found.
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4). Right click onthe NPort deviceto unlock it. Thedefault password is: moxa.
Configurethe network for your NPort device. Please use astatic | P addressthat is on the same subnet as your

AlertDispatcher machine. For example, if your AlertDispatcher machineis192.168.1.100, the NPort device | P
addresscan be 192.168.1.101. If adifferent subnet isused, please consult anetwork expert on how to connect.

After you have configured the NPort device network, you should be ableto PING the NPort device.
Warning: Please double check your network configuration and ensurethat the |P address assigned isvalid and

available as you may not be able to connect to the deviceagainif the configurationiswrong. After configuring
the network, alwaysrecord the NPort network settings.

% NPort Administrator-Configuration

|| Eile Eunction Configuration Yiew Help

i £ - & 34

Exit Search SearchIP  Locate Configure  Wehb

Function Configuration
=3 MPort Mo
r\Cﬂonf}tguratmn |1 Information AccessiblelPs | Autowaming | IPAddress Report Fassword |
] tonitar todel Name i i ' i .
Part Manitor e Basic Serial Operating Mode |
(i, COM Mapping [~ Modify
LA IP Address Fieport MAC Address s |—192.188.1.99
00:90:E&:5D:48:02 |
: [ Maodify :
Serial Mumber SeE 2EE 75T
4247 ! s
192.168.1.1
Firrnware Yersion 1Static
War 2.7
192.168.1.1
Swstern Uptirme :
0 clays, 00h:27m:01
R ms ™ Modify
. = |
Message Log-5 |Monitor Log-0] jame [rublic
Mo | Time |
1 28772017 10:18:37 .. |
2 28/7/201710:18:45 .. |
3 28/7/201710:23:03 ...
4 28/7/201710:23:11 .
5 28/7/201710:23:18 ..
Click the "Modify" check box to modify configuration o 0K X Cancel

Nowe 2872017 10v24-45 PM
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5). Right click on"COM Mapping", select "Add Target" and add the modem for thisserver. Take note of the
COM Port for the newly added modem as you will use this COM Port when you configure AlertDispatcher.

Click "Apply" to save the configuration.

@ NPort Administrator-COM Mapping
|| File Function COM Mapping View Help

i3 2 & (=] 5y
Exit Add Femaowe  Apply  Configure
Function COM Mapping - 1 COM
=24 NPort Mo/ I todel | IP Address J Port | COM Port | Mode J Parameter |
Configuration [ NPort 5110 192166193 1 COM2 Hi-Perfarmance, FIFC... 8800, None, § 1. None
Manitor
Port konitor
Add NPort
i, COM Mapping
------ % IP Address Repant
(& SolactEromiliet Rescan | SelectAll J Clear All ‘
No | Model MAC Address | IPAddress |
¥ MFort 5110 00:90:EBED4E.. 192168199
i — (" Input Manually » Addres |
Message Log-5 | Manitar Log-0 ]
- = |MPort5110 ~]
Mo | Time ‘ Descripti
1 28/7/201710:118:37 . Found N
2 28/7/201710:18:45 . Found N
3 28/7/201710:23:03 . Found N
4 28/7/201710:2311 . Found N
5 28/7/2M710:2318 .. Found M " OK X Cancel J

If the COM port is successfully added, it will appear on Device Manager under Ports (COM & LPT). Note: For

newer version of NPort Administrator, it may appear as* NPort Administrator Port” .

Homvcemanege _______________________________HEE

File Action View Help
o= m|E HE |8 B &b

Eﬂ---’l;,-, Human Interface Devices ;I
+-=z IDE ATA/ATAPI controllers

+-<2 Keyboards

+1-<74 Modems

+- & Monitors

+}- B¢ Network adapters

- _]_1, Other devices

s Ports (COM & LPT)

L gy Port Communication Port 1 (COM35)
Sound, ¥ideo and game controllers

[+~ System devices

IE,_A_,- Universal Serial Bus controllers
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If NPort Administrator Port device hasan error as shown below, remove the COM Mapping you just created for
theNPort, click Apply button, uninstall NPort Administrator using windows*“ Add or remove programs’. Next
reboot your server, thenreinstall NPort Administrator using the default program path provided (do not change
path), and repeat theinitial configuration, add COM Mapping.

[~ & DESKTOP-MOUCVOU

iy Audio inputs and outputs
i Batteries

» O Computer

- Disk drives

B Display adapters

== DVD/CD-ROM drives

@ Human Interface Devices

=@ |DE ATA/ATAPI controllers

=2 Keyboards

) Mice and other pointing devices
I8 Monitors

» [P Network adapters

& Ports (COM &LPT)
i NPort Administrator Port 1 (COM1)

= Print queues

1 Processors

& NPort Administrator-COM Mapping - O b4
V_Eile Function COM Mapping View Help
n 2 2 d iy
Exit Add Remove  Apply  Configure
Function COM Mapping - 1 COM
=28 NPart No / | Model | 1P Address | IPaddess2 [ Pot | COMPot [ Mode
€Y Configuration [NPat8110 [1921881393 [ |1 [COMI Hi-Perfomance. FIFO
@ Moritor £ Add Target
g il -
il COM Mapping
& IP Address Report Enable
Disable
| B COM Settings
iu Apply Change
Discard Change
& Export COM Mapping
o= Import COM Mapping

Note: If you are getting the error “* COM is used currently. No change can be done yet. Please change the port
andtry again.” you'll need to install NPort Windows Driver Manager in order to add the virtual COM port to
your server.

Thiserror will usualy ariseif you received the error “ Fail to start Real COM driver” when installing Moxa
NPort Administrator. Do not uninstall the original NPort Administrator asyou will still need to useit manage
your NPort device.
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* NPort Administrator-COM Mapping

”Eile . Ew’ction COM Maqphg gzw ﬂglp

I il 2 2 H =

Eit Add Remove  Apply  Configure

Function COM Mapping - 1 COM

= {73 NPort No / | Model | IP Address | IP Address2 | Pot | COMPot | Mode | Parameter
€ Configuration 1 NPort 5110 192.168.1.99 1 COM1 + Hi-Performance, FIFO Ena.. 9600, None, 8, 1, None

B Port Monitor
i m COM Mapping
@ IP Address Report Error * |

Q COM1 is used currently. No change can be done yet. Please change the port and try again.

Download and install NPort Windows Driver Manager from -
http://www.clickndepl oy.com/downloads/NPort_Administrator.zip

Note: Configuration of NPort Device (IP address, etc) isstill done using NPort Administrator.

Launch NPort Windows Driver Manager and map your NPort to aCOM Port on Windows. Click “Apply”
button.

Add NPort X )

+ Select From List

I Mopging IPE COM Pos Search | Select Al | Clear Al | |
No | Model | Mac1 | Address 1 | MAC2 | Address 2 |
21 [ NPort5110 [ 00:90E85D:4812

" Input Manually
Real COM | Redundant COM | Reverse Real COM |

[ Enable Auto P Repor mand Port [366

? Hebp VoK | X cancel |
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& NPort Windows Driver Manager — O s
‘ File COM Mapping Configuration View Help
J i ‘ @ & B @ ‘ £,
Exit Add FRemove | Apply Undo | Setting
No | COMPot / | Address1 | Addiess 2 |
1 COM1 192168.1.99 950:966 (Port1)
Information X ‘

COM Port Configuration is applied successfully.

i)

Remember to change NPort operation mode to Driver/Real COM Mode.

|Total COM Port - 0

4

If you' re unableto Search for the NPort Device, please usethe* Input Manually” option. After that click

“Apply” button and proceed to step 7.

Add NPort X l
" Select From List ‘
No | Model | MAC 1 | Address 1 [ MAC 2 | Address 2 |
* Input Manually
Real COM | Redundant COM | Reverse Real COM |
First Mapping Port
NPort IP Address [192.168.1.99 DataPot [0
[~ Enable Auto IP Report Command Port [986
C——— TaslPors [T

2 Hep

s ok |

X Cencel |
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6). If you'retold by your vendor to upgrade your firmware, you can do this using the NPort Adminstrator.

IMPORTANT: Please ensurethat your NPort FirmwareVersionisVer 2.9 (or higher). Lower version maybe
unstable.

& NPort Administrator-Configuration — O b
File Function Configurat e S 5
- — | Configuration ":
i -3 4
Exit Search Seal :
N = [ Information Accessible IPs I Password ] Auto Warning I F
Function et I Network ] IP Address Report I Serial ] Operating Mode |
W NPort 5110 I
- T Maodify
o Configuration
& Monitor MAC‘Aﬁdrelss‘ , ver Mame [NPS110_8509
Poit Moritar 00:30:E8:95:E0:F1
\ﬁ COM Mapping Serial Numb
- P Address R clatitllog o
b ress Repo 2509 e Zor ] L—j
LocalDate | 14142000 ]
Firmware Yersion L Time ]12:IIID:EIEI am =
Yer 29 l
System Lptime I~ Modify
0 days, 00h:22m:04s ¥ Enable Web Console =
>
Message Log- 3 | Monitor L
No l Time
1 15/4/20221
2 15/4/20221
3 15/4/20221
Click the "Modify" check box to modify configuration J 0K x Cancel |
Nouw: 15/4/2022 1:28:06 om . . F
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€ NPort Administrator-Configuration s [l X

| Fie Eunction Configuation View Help

‘ XL 2 a i T
Exit Search SearchIP Locate Configwe ‘Web
Function H Configuration - 1 NPort(s)
(=8 NPot Model MAC Address

@ Confioustion | 2 K i < W R X TR
Monitor £ Broadcast Search

[Unlock [ |

E EgtHMMurm B Specify by IP Address
i -apping
L9 IP Address Report L Locate

=2 Unlock

7 Configure

B Web

T -
l Upgrade |
g‘! Upgrade Firmware |

& Export Configuration
= Import Configuration

Assign P Address

< >
Message Log - 5 | Monitor Log -0 |
No | Time | Description |
1 15/4/20221246:19pm  Found NPortfs): 1
2 15/4/20221246:33pm  Unlock Ok: NPort 5110 (00:90.E8:95.E0:F1)
3 15/4/2022125301 pm  Unlock Ok: NPort 5110 (00:90.E8:95.EQ:F1)
4 15/4/20221:5307pm  Unlock Ok: NPort 5110 (00:90.E8:95.E0:F1)
5 15/4/20221:5314pm  Unlock Ok: NPort 5110 [00:90.E8:95.E0:F1)

Now: 15/4/2022 1:53:29 pm \ \

4
& NPort Administrator -Configuration — O K
| File Function Configuiation View Help
‘ i £ a i & (=
Exit Search Search P Locate Configure  ‘Web
Function Configuration - 1 NPort(s)
MNPart Status [ |
Configuration
- Manitor
: E Port Moritor
COM Mapping 3 ; Cancel
3Gt IP Address Report Processing. please wait.. X |
No | Model | MACAddress | IPAddress | IPAddress2 | Status |
1 NPort5110 00:90:E8:95:EQ:... 1921681100 1921681100  ‘Write Flash-10%
| »
— B
Message Log- 6 | Maonitor Log
No | Time L~
2 15/4/202212.41
3 15/4/202212:5)
4 15/4/2022 1:53;
5 15/4/2022 1:537%pm — UAIGER DRI NPGE STTO O SIESY9SEDFT]
B 15/4/2022 1:57.31 pm Firmware Updated: NPaort 5110 (00:90:E8:95.E0:F1)
v
Now: 15/4/2022 1:58:00 pm ‘ | Y
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Service | Messages | Send SME/Email | Addresshook |
Servers Setup (SMTP,-"POPS,-"H'I_I" Feceive SMS Setup | Templates | Users and Departments |

Help/Registration |
Server/Netwark Monitaring tiodem Setup | Instant Messaging (IM) Setup | System Setup |

&5l 8

Error{Warning)

| Ertrar v { . 1 Fort Mot Found., Tt

« -

INo working modem found. Refer to "Modem Setup Tab" for error message. [ Unknown 4
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7). Next, using NPort Administrator, click on Configuration, double click on your NPort Device. Modify the
TCP Alive Check Timeout of your Modem Port or Portsfrom 7 min (default) to 1 min. Thissetting isnecessary
to ensure that the NPort Device can be redetected within 1 minute of any network disruption.

% NPort Administrator-Configuration

=TET=
: File Eunction Configuration View Help
i 2 a F3 £l
Exit Search SearchlP  Locate Configure  Weh Operating Mode
Function i - ] ] Configuration - 1 pon(s) Selected. 15t portis Part 1-
= l Mo/ I Model ] MAC Address IP Address J Server Marme ] Status ] Operating Mads Eeal COMMode
- € Configuration ] 1 NPort 5110 00:90:E8:ED:48.. 192.168.1.99 NFET10_4247
..[® F| Configuration \_ Figal COM ]
i C
R infarmation AccessibleIPs | AutoWamning | IPAddress Repad Raccuaig] Max Comnection [ o]
todel Mame Basic | Metwark. ] Serial Operating Mode
MNPort5110 ~ Misc (Optional)
MAC Addross v Modify 1 TCF Alive Che:kT\meﬂu;lg j
; EO-di- -39 mir
0090 E&-50:4512 Port [ Alias [ 0P Mode L ! !
1 Real COM . :
Serial Nurmber o I Al
4247 Mg
Firmware “ersion Data Packing (Optional)
Werz?
[~ Delimitsr 1 ]ﬁﬁ— {0+, Hex) Farce Tx Timaout jﬁ— (0-65
System Uptime [~ Delimiter 2 [ifi] {0+, Hex) Facking Length 0 010
T Dy lllRi es Delimiter Pracess  |Do Nothing el
Message
Mo
2 “:’:"E'J Settings |
3
4
5 ' OK
5 i
7 ! - |
Now: 28/7 Click the "Modify" check boxto modify configuration ' OK ] X Cancel

Note: If you' re unableto use NPort Administrator to accessyour NPort device, you can configurethe TCP

Alive Check Timeout using aweb browser.

0 [ wport web Console x B

— A Not secure 192.168.1.98/home.htm?Submit=Submit&token_text=&FakeChallenge=67CFC02BFB13CD0358F860F110EC30
g

‘4 Main Menu
(1 Overview

Operating Settings

'] Basic Settings

(] Network Settings

# (] serial Settings

=) Operating Settings

(1 Portl]

_1 Accessible IP Settings

Port 01
Operation mode Real COM Mode v
TCP alive check time 1 (0-99 min)
Max connection 1|
Ignore jammed IP No Yes
Allow driver control No Yes

#_] Auto Warning Settings

Data Packing

#_] Monitor

> Packing length
1 Change Password

0 (0 - 1024)

(1 Load Factory Default Delimiter 1

0 (Hex) [JEnable

(1 save/Restart Delimiter 2

[0 (Hex) CJEnable

Delimiter process

Do Nothing v | (Processed only when Packing length is 0)

Force transmit

0 |(0 - 65535 ms)

[ submit |
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8). If your NPort is connected to ahigh traffic network with many serversand controllers, to cater for network
congestion, please goto AlertDispatcher Client, under “ System Setup”, “Modem Settings’, enable“Modemsare
connected to | P network, cater for modem response...” checkbox. Thedefault valueis100ms. Y ou may try to
ping your Moxa NPort | P addressto determine asuitable Ping | P modem response latency setting.

Note: If you'reusing Master/Slave setup, please configurethison both Master and Slave AlertDispatcher.

Service ‘ Server/Network Monitoring ‘ Messages ‘ Send Message
Templates I Users and Departments | Help/Registration |
|
Modem Setup ‘ Messaging Service Setup System Setup I Servers Setup [SMTP/POP3/H

General | Message Limits  Send Email/Modem Settings ] Messaging Service Prosy | Message Handling [Reformatting) ] Master/Slave Replication | Server Monit

System Alerts/Send Email Setup | Escalation Setup (POP3 Client)  Modem Seftings |

Note: The following settings are not replicated from Master instance to Slave instance.
Please configure any changes made on Master on Slave separately

Iv Failover to an available modem port if the selected modem port is down

TP, o
| Iv Modems are connected to P network. cater for modem response. Ping IP modem ]

response latency [ms): [[EE ______ | __IJ

|

Max number of resends: |2
Minimum interval between SMS sending, msec: [E
Change modem status to offline after [8_ j modem check falures (for Slave/Master message falover).

v Remave special characters from SMS to reduce number of SMS sent.

Senal Write Delay [for expert user), psec: | 400 ﬁ Default

Device: [

For example, the ping response is 2ms-4msfor the below test, which islower than the default 100ms. For this
case, you can leavethe default. If the ping responseisabove 50ms, please increase the value to 200msto cater
for traffic fluctuation and network congestion situation.

C - \WINDOWS\system32>
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Troubleshooting notes:
If AlertDispatcher failsto detect the Modem viathe added COM port, perform the following:

Step 1: Ensure the serial cableistightly connected to the NPort and modem device. The modem power isturned
on and SIM card properly inserted. Y ou may test the modem using your laptop to confirm that it isworking. |If
thisdoesn’t work, proceed to Step 2.

Step 2: Check if there’ sanother AlertDispatcher installed on another Windows machinethat is connected to the
same NPort device/Modem. Disable the modem port on that AlertDispatcher. Disableall Firewall including
Network firewalls. If thisdoesn’t work, proceed to Step 3.

Step 3. Disable the modem port under AlertDispatcher “Modem Setup”. Remove all the COM ports added
under COM Mapping, click "Apply" and then reboot your server. Launch NPort administrator or NPort
Windows Driver again, and then select "Add Target" under COM Mapping. If the COM ports have changed,
updatethe COM portsconfigured under AlertDispatcher, "Modem Setup”.

Step 4. Reset the | P address of NPort deviceto anew | P address (unused) and repeat step 3.

83



AlertDispatcher How-To Guide Copyright 2025 Click And Deploy (Pte. Ltd.)

3. Appendix

A. How to Add (allow) server ports to Firewall

If you need to be able to access AlertDispatcher Server from the network, you must add the ports used by the
servicesyou requireto your firewall list of “allowed ports” if firewall isactive.

To add port exceptions to Windows Firewall exception list:

Go to Start = Control Panel 2> WindowsFirewall.

l=lE ] 5%

@ @v|"q + Control Panel » System and Security * i |"7 | | Search Control Panel 2|

-

Control Panel Home v’ Action Center
* System and Security Review your computer's status and resolve issues
% Change User Account Control settings
MNetwork and Internet

Hardware and Sound

Windows Firewall
Programs.

Check firewall status | Allow a program through Windows Firewall

User Accounts and Family

Safety Hr L
Appearance and . View amount of RAM and processor speed | Check the Windows Experience Index 1
Personalization % Allow remote access | See the name of this computer | % Device Manager

Clock, Language, and Region . Windows Update

Ease of Access Turn automatic updating on or off | Check for updates | View installed updates

Power Options
Change battery settings | Require a password when the computer wakes

i\I iy e

Change what the power buttons do | Change when the computer sleeps

,__,
A

Backup and Restore
Back up your computer | Restore files from backup

»
o«

Windows Anytime Upgrade

Get more features with a new edition of Windows 7

("

Click “Advanced settings’.
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as

T B 5 % POB u e

ey 25

' v|‘ » Control Panel » System and Security » Windows Firewall

o |‘?| | Sear'c_h Control Pgneﬂ L |

Control Panel Home

Q-

Allow a program or feature
through Windows Firewall

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your
computer through the Internet or a network.

-

Change notification settings

"j'I:

Turn Windows Firewall on or
off

What are network locations?

o+

Restore defaults

¢ Advanced settings I

Troubleshoot my network

. '@ Public networks

Windows Firewall state:

Incoming connections:

Active public networks:
See also

Action Center

Notification state:
Metwork and Sharing Center

How does a firewall help protect my computer?

. '-@ Home or work (private) networks

Netwaorks in public places such as airports or coffee shops

Not Connected ()

Connected "_"

m

On

Block all connections to programs that are not
on the list of allowed programs

= Unidentified network

= NETGEAR

MNotify me when Windows Firewall blocks a new

program

T —

Click Inbound Rules, followed by “New Rule”.

## Windows Firewall with Advanced Security .“ --m

File Action View Help

Name Group
= Adobe CSI C54
!'5{ Connection Security Rules Adobe CSI €54
L P
- %% Monitoring @Adobe €SI 54

.AIedDispatcherSer\:er.exe
.AIerTDispaTcherServer.exe
@ cCore FTP App
I @core FTP App

@ Cyberlink PowerDVD 8.0
(@ Java[TM) Platform SE binary
OJavaUM] Platform SE binary
OJava(TM] Platform SE binary
@Java(TM] Platform SE binary
© M2MstudioSetup
& M2MStudioSetup
@Microsoﬁ Office Groove
@Microsoft Office Groove
@Microsoﬂ Office Outlook
@Oracle VM VirtualBox Manager
@ Oracle VM VirtualBox Manager
@ Oracle VM VirtualBox Manager
® Oracle VM VirtualBox Manager

] " Fl| m

Inbound Rules

Actions
Profle  Enabled  Action * -
Public Yes Allow ‘ﬂ
Public Yes Allow »
Public Yes Allow
Domain  No Allow T Flierby Sute ’
Domain  No Allow Y Filter by Group g
Public  Yes Allow View »
Public Yes Allow |6 Refresh
All Yes Allow [ Export List..
Private  Yes Allow
Public Yes Block 2 Help
Public Yes Block
Private  Yes Allow
Public Yes Block
Public Yes Block
Public Yes Allow
Public Yes Allow
Public Yes Allow
Private  Yes Allow
Private  Yes Allow
Public Yes Block
Public Yes Block =

Toggle“Port”, click Next.
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ﬁ New Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type

@ Protocol and Ports
@ Action

@ Profile

@ Name

Under “ Specific local”

) Proaram

® Port

©) Predefined:

) Custom

What type of rule would you like to create?

Rule that controls connections for a program.

Rule that controls connections for a TCP or UDF port.

Connect to a Network Projector

Rule that controls connections for a Windows experience.

Custom rule.

Leam more about nle types

< Back [ MNext > ] | Cancel ]

, enter “25, 80, 162, 5556” or any other portsyou wish to use.

If you are using a3 party firewall, check with your I T administrator or thefirewall vendor.

| Server Protocol Default Port Remarks
1. HTTP Server 80
2. SMTP Server 25
3. SNMP Trap Receiver 162
4. AlertDispatcher Server 5556 Used by AlertDispatcher Client, DLL API and

AlertDispatcher High Availability (Master/Save
Cluster Redundancy)

86



	1. For End User
	1). How to Launch AlertDispatcher Client
	2). How to Send Test Message, Check Status and Troubleshoot Message Failures
	a). Sending Test Message from AlertDispatcher Client
	b). Checking Message Send Status on AlertDispatcher Client
	c). Troubleshooting Send SMS/Email and Modem/SMTP Server Issues
	d). Troubleshooting Messages Sent From Third Party Systems
	i. Option 1: Test sending SMTP mail to AlertDispatcher using “Test SCADA SMTP Client” 
	ii. Option 2: Test sending SMTP mail to AlertDispatcher using Telnet Client 


	3). How to use the Addressbook and setup Escalation
	a). Adding Group and Recipient
	b). Setting up Basic Escalation
	i. Overview
	ii. Pros, Cons and Important Good Practices for using Escalation
	iii. How to configure Basic Escalation for Addressbook Groups
	iv. Acknowledging by SMS reply
	v. Acknowledging by Email reply
	vi. Acknowledging via AlertDispatcher Client Console

	c). Setting up Emergency Recall Notification
	i. Overview
	ii. How to configure Emergency Recall for Addressbook Groups
	iii. Initiating Emergency Recall via AlertDispatcher Web Login
	iv. Initiating Emergency Recall via SMS

	d). Send Test Message

	4). How to Delete Pending Messages
	5). How to Export Messages to Excel
	6). How to Retrieve Logs for Troubleshooting

	2. For Administrator
	1). How to activate AlertDispatcher license using Activation Code
	a). Register via SMS (Modem and SIM Card required)
	b). Register via Internet

	2). How to setup AlertDispatcher to send Email/Alert Emails
	a). Configure Primary SMTP Server and credentials and Gmail SMTP example
	b). How to verify your SMTP Server credentials using Windows Telnet Client and Blat.
	c). Configure email recipients in the Addressbook

	3). How to setup AlertDispatcher High Availability (Master/Slave Cluster Redundancy)
	a). Active Master/Active Slave Operation Mode
	b). Active Master/Passive Slave Operation Mode

	4). How to configure Moxa NPort to allow AlertDispatcher to connect a modem via network

	3. Appendix
	A. How to Add (allow) server ports to Firewall


